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FINGERPRINTING
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STRING MATCHING

PATTERN CORPUS



RELIABLE COMMUNICATION




GOAL:

DEVISE A RELIABLE METHOD FOR NODES TO SEND MESSAGE
TO THE SERVER WITH AS LITTLE COORDINATION AS POSSIBLE.



SIMPLE ALGORITHM

]

AT TIME T, FLIP A COIN THAT IS HEADS WITH PR

n

\0

IF HEADS, THEN BROADCAST. IF SUCCESS, THEN STOP.

ELSE WAIT AND TRY AGAIN.
REPEAT CNL1Og " TIMES

—_—




ANALYZE THE SIMPLE ALGORITHM









FACT: IF f(n) = (1—l>n THEN

n



FACT: IF
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FAILURE
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FAILURE

Fl 1 — NODE 7 FAILS TO SEND AT TIMES 1,2,...,{

.
Pr[f_i(,_t] = /\ Pr(S; ;]
1=1

°
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FAILURE

Fl 1 — NODE 7 FAILS TO SEND AT TIMES 1,2,...,{

Pr[Fi,t] — /\ Pr[Si,j] - n;c:] Pr[si,j]

=1



PT[Fi,t]

t
Pr(Si ;] = ﬂ;c:1 Pr[si,j]
1



FOR

FAILURE

FaL + —— NODE % FAILS TO SEND AT TIMES 1,2,...,¢
Q

PriFit=n""




ALL FAIL



ALL FAIL

Ft —— SOME NODE 7 FAILS TO SEND AT TIMES 1,2,...,1

PriF] = \/ PrlFy
i=1



ALL FAIL

Ft —— SOME NODE 7 FAILS TO SEND AT TIMES 1,2,...,1

\/Pr 1t Si




SUMMARY
1

AT TIME T, FLIP A COIN THAT IS HEADS WITH PR —
n

IF HEADS, THEN BROADCAST. IF SUCCESS, THEN STOP.

ELSE WAIT AND TRY AGAIN.
REPEAT () (m In n )TIMES

WITH PROBABILITY

EVERY NODE SUCCEEDS IN SENDING MESSAGE.



TOOLS WE USED

1 n
ANALYSIS OF 1] — —
n

PROBABILITY THAT MANY INDEPENDENT EVENTS ALL OCCUR:

PROBABILITY THAT ONE OUT OF N EVENTS OCCURS:



SECOND EXAMPLE:

MEDIAN
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seLect (i, A1, ..., nl)
PICK FIRST ELEMENT
PARTITION LIST ABOUT THIS ONE
IF PIVOT IS POSITION §, RETURN PIVOT
ELSE IF PIVOT IS IN POSITION >4 seLecT (2, A[l,...,p —1])

ELSE SELECT ((i—p— 1),A[p—|—1,...,n]) o

-




PROBLEM: WHAT IF WE ALWAYS PICK BAD PARTITIONS?




@8 @ B[1,...,[n/5]]

SELECT (|n/5]/2,B[1,...,[n/5|]) ~-_

—
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A NICE PROPERTY OF OUR PARTITION

3 _%[n/ﬂ_ 9

3N
10
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THIS IMPLIES THERE ARE . '\._,: . .
AT MOST n NUMBERS

6
10

LARGER THAN Yy
/SMALLER
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seLect (4, All, ..., n])

prvoT = parTITION (All,...,n|)
IF PIVOT IS POSITION §, RETURN PIVOT
ELSE IF PIVOT IS IN POSITION >4  seLecT (7, A[l,...,p —1])

ELSE SELECT ((Z — P — 1), A[p —|— 1, « .. ,n])

S(n)=295(|n/5])+ O(n)+ S(7n/10 + 6)

O(n)
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RANDOMIZEDSELECT (4, Al1,...,n|)

PARTITION LIST ABOUT THIS ONE
IF PIVOT IS POSITION %, RETURN PIVOT
ELSE IF PIVOT IS IN POSITION >4 SELECT (7, A[1,...,p — 1])

ELSE SELECT ((¢ —p—1),Alp+1,...,n])

Z’;l;ICK RANDOM PARTITION ELEMENT



RANDOMIZEDSELECT

(2, A[L,

PICK RANDOM PARTITION ELEMENT
PARTITION LIST ABOUT THIS ONE
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RUNNING TIME ANALYSIS

RECURSIVE CALLS



; PHASES
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PHASES

ALGORITHM IS IN PHASE ] IF

3 )
SIZE OF INPUT LIST IS < (l_l n

—
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RANDOMIZEDSELECT (1, A[1,...,n])

PICK RANDOM PARTITION ELEMENT
PARTITION LIST ABOUT THIS ONE




X) S— NUMBER OF STEPS IN PHASE J

E[X;] =



X) — NUMBER OF STEPS IN PHASE ]




LINEARITY OF EXPECTATION

vX,Y, EIX+Y] =EX] +E[Y]
EX+V] =EX] +ED




EXPECTED RUNNING TIME

EXl = O (a

—— o —




PRIVATE COMMUNICATION
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PRIVATE COMMUNICATION
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SUBSTITUTION CIPHER

7 e
<7 ~7
{A,B,...,Zé}* / /
the set of permutations over {4, B, ..., Z}

r — —
k where £ — K.

cicz. . .c, where ¢; = k(m;)

mims. ..my, where m; = k~1(¢;)

n
Enci(mims...my)
Deci(cico. . .cp)

SIZE OF KEYSPACE IS

26! =403291461126605635584000000




EOR TZSRWF XEASG ZV DWGYEZPWQYOG NFKRXENPQERX ERDOFNIARX VZW VODNHNEQENFP NFERWQDENZFX
UREJRRF SNXEWAXEVAH RFENENRX NF ZAW DZFFRDERS XZDNREG XADO ERDOFNIARX OQKR URDZTR
NFSNXYRFXQUHR RFQUHNFP VZW NFXEQFDR QAEZTQERS ERHHRW TQDONFRX XRDAWR JNWRHRXX FREJZWLX
NFERWFRE UQFLNFP XQERHHNER WOSNZERHRKNXNZF QFS TZWR NF EONX DZAWXR @NFEWZSADR XZTR ZV
EOR VAFSQTRFEQH DZFDRYEX ZV EONX XEASG RTYOQXNX JNHH UR YHQDRS ZF WNPZWZAX YWZZVX ZV
XRDAWNEG UQXRS ZF YWRDNXR SRVNFNENZFX QFS OXXATYENZFX



EOR TZSRWF XEASG ZV DWGYEZPWQYOG NFKRXENPQERX ERDOFNIARX VZW VODNHNEQENFP NFERWQDENZFX
UREJRRF SNXEWAXEVAH RFENENRX NF ZAW DZFFRDERS XZDNREG XADO ERDOFNIARX OQKR URDZTR
NFSNXYRFXQUHR RFQUHNFP VZW NFXEQFDR QAEZTQERS ERHHRW TQDONFRX XRDAWR JNWRHRXX FREJZWLX
NFERWFRE UQFLNFP XQERHHNER WOQSNZERHRKNXNZF QFS TZWR NF EONX DZAWXR JR NFEWZSADR XZTR ZV
EOR VAFSQTRFEQH DZFDRYEX ZV EONX XEASG RTYOQXNX JNHH UR YHQDRS ZF WNPZWZAX YWZZVX ZV
XRDAWNEG UQXRS ZF YWRDNXR SRVNFNENZFX QFS OXXATYENZFX

FREQUENCY ANALYSIS
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MOD-EXP
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MOD-EXP

(a,z,n) — a” modn

7
a’ mod n = H T;a°
=0

mod n
_—7

—
72 310




MOD-EXP

(a,z,n) — a® mod n

e
Algorithm 2: ModularExponentiation(a, x, n)
Input: a,x € [1,n] - <l b
17«1 O, ) A )
2 while x > 0 do
3 if x is odd then
4 r<«—r-amodn
—
5 r— |x/2]
2
6 a < a“ mod n
- —

7 Return r




MOD-EXP

(a,z,n) — a” modn

7
a’ mod n = H r;a° mod n

1=0

Algorithm 2: ModularExponentiation(a, x, n)

Input: a,x € [1,n]
17«1
2 while z > 0do

3 if x is odd then

4 Lr%r-amodn
5 r— |x/2]

6 _a%a?modn

7 Return r




EUCLID

greatest common AivISor Of

35w 14 ) = 3
SO =0



EUCLID AND THE GCD

1237918278937
142104160622754

what is the GCD?



Algorithm 1: ExtendedEuclid(a, b)
Input: (a,b)s.ta>b>0
Output: (z,y) s.t. ax + by = ged(a, b)

1 if a mod b = 0 then

2 | Return (0,1)

3 else

4 (z,y) « ExtendedEuclid (b,a mod b)

5 Return (y,z — y(|a/b|)) T —

GIVEN (A,B):

+ o Lets o A=

O-(losa)

FINDS (X,Y) S.T. AX+ BY = GCD(A,B
(X,Y) S.T. AX+ BY = GCD(A,B)

,ﬁ —
—
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CRYPTOGRAPHY

32964031/94323944819653393490459747322286350
3150064639952114859599659084/7768392238771217
69252874938669/758963521262177684757622917354
1076439516746900545038672108759808/99516/019
512602090/0/80169584330401159403323161691626
5193193238593/79358489823/7/14/78/7006/7/1595968131
0/098610562722922433990122345442992245859824
74364293651925019779584845838833/7/00838150940
5650416/7/4838/743192317301536244/74523841938831
33113697/7363786436/7/0286581890300666191500953
329742364829

LARGE PRIME NUMBER



import java.i10.%*;
import java.math.*;
import java.util.*,;

public class pr {
public static void main(String args[]) {

BigIinteger prime = new Biglnteger (1500,80,new Random()) ;
System.out.println("prime is " +prfﬁ€7;(\

\
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RABIN-MILLER

u2J+1

Ly={acZy|a" ' =1andifa zlthenoz“2j:1}



RABIN-MILLER

[\LN ={a € Zn \and if "?"" =1 then o*? = 1}

T \

[ 'Algorithm 3: Miller-Rabin Primality Test

1 Handle base case N = 2 -

2 for t times do =07
3 L Pick a random o € Zy
4

if & Z Ly then Output “composite”

5 Output “prime”




RABIN-MILLER

u2J+1

Ly={acZy|a" ' =1andifa :1thenoz“2j:1}

Algorithm 3: Miller-Rabin Primality Test

Handle base case N = 2
for ¢t times do

1

2

3 Pick a random o € Zy

4 L if o ¢ L then Output “composite”

5 Output “prime”

Theorem 38.1. If N is composite, then the Miller-Rabin test outputs “composite”
with probability 1 — 27, If N is prime, then the test outputs “prime.”
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EULER TOTIEN T




EULERTOTIENT

Z,,| = ®(n)

prime (I)(p) — P — 1

product d(n)=p-—1)(¢—1)

of 2 primes
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oo EULER THEOREM

" Va e 7%, a®®™) =1 mod N

°0

(9
O6
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EULER THEOREM

Va € Z%, a®*®) =1 mod N

0o 6229

argue: all are distinct

spse two are equal.

multiply by a”’

this implies 2=6!



EULER THEOREM

Va € Z%, a®*®) =1 mod N




EULER THEOREM

Va € Z%, a®*®) =1 mod N

M- I
xEZ} xEZ}



EULER THEOREM




EULER THEOREM

Va € Z%, a®*®) =1 mod N




EULER THEOREM




TEXTBOOK RSA
GEN(lnb VTC\/K 2 ety @1q ~ lood bt s
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TEXTBOOK RSA

GeN(1") PVC <}\})@)
N = pq O(N)=(p—-1)(¢g—1)
e is a number such that ged(e, ®(NV)) =1 SU~ CN) C\)
(JQ(N dis such that ¢ - d = 1 mod ®(N)
ENCpk(M) - B -
nE med N Dee ( Brelw)) =
A, N A
T D€C = ) 3 = pod N
Dez{(c,): A el N ( i 0
- WK o)) | Y
_ (mkan)>V\ " (\/\OAZ /\/
— \K 1 ~ood



N =949 E=I1 D=707
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TEXTBOOK RSA

GEN(1M

N — P4q,P,q - Hnae - Z;kb(n)
pk — (N, e) sk — (N, d)
ENCpk(m)

c — m° mod N

DECsk(C)

m «— c® mod N



JUNE 1942

JN-25B



CMDR EDWARD T LAYTON
(FLEET INTELLIGENCE OFFICER)

LT CMDR JOSEPH ROCHEFORT
(COMBAT INTELLIGENCE UNIT)



JAPANESE OB MIDWAY

MAIN FORCE | FIRST FLEET)

FIRST CARRIER STRIKING FORCE
[FIRST AIR FLEET )

MIDWAY INVASION FORCE
(SECOND FLEET)

NORTHERN FORCE
(FIFTH FLEET)

ADVANCED FORCE
N (SIXTH FLEET)

SHORE BASED AIR FORCES
(ELEVENTH AIR FLEET)

MAJOR FORCES

| = "6!5'%%_"" | ATT MIDWAY
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> . L_Force = = 3-6 Jne 1942
) olE
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MAIN FORCE'| YAMAMOTO j ':fe':f,( NIMI™
il . - - 0 XA XXX
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STRIKING FOACE NAGU“O"‘]- "| FORCE FLETCHER
. BONIN y XXX XS
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L +VOLCANO Marcus b 4 : )
20 I CUANDS. - XX XX . HAWAIIAN Y[SLANDS
imo ® X X X - 1
K woway 12000 29 L0ohy
JSHORE BASLD [rSUKAMARAT|[INVASION FORCE Pearl Heedor ~ sp
.: AlIR "o * Woke 0
I MARIANAS »“
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Guom Eavmetoh
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secure encryption
scnemes need 1o use
‘ancomness!

PE— L




PKCSI.§ .

ENCpk(m)
PICK I AS A RANDOM STRING WITH NO OS (TYPICALLY 8 BYTES)

c < (0]|2]|r]|0||m)® mod N

. /\\\J

CCA2 ATTACK AGAINST THIS SCHEME
/



RANDOM ORACLE MODEL

L Ry : {0,1)" — {0,1}* J
Ri(x)
e Y
ALGORITHM
Y /)

PUBLIC FUNCTION. NOT KEYED.
ANYONE CAN EVALUATE, OUTPUT IS UNPREDICTABLE.



RANDOM ORACLE MODEL

HEURISTIC SECURITY onLy

CANNOT BE ALWAYS BE SECURELY INSTANTIATED



OAEP+

1 — {0,1}"
1}t — {0, 1}
1}t — {0, 1}%0

L Ry (r||m) ~ s OUTPUT M ELSE FAIL




Theme

“SMALL PROBLEMS ARE EASY TO SOLVE.

“SOLVE BIG PROBLEMS BY MAKING THEM
INTO SMALLER ONES.



INTRO MIDTERM FINAL

LI§ OCT 17 DEC §-7

DYNAMIC GRAPH RAND

DIV & CONQ GREEDY

o o g



D&C

MULT
QUICK
CLOSE

MEDIAN
FFT
MATMUL
MASTERS
BUS

NIFTY

DP

LOG
CHAIN
TYPESET
GERRY
ZAP
POSTER

TUG

(IREEDY

SCHED
HUFF
ESPRESSO

CACHING

TOPICS

r (GRAPH

BFS

JKST

@

BELL-FORD

ALLSHORT

MAXFLOW

:

EDGE-DIS]

BASEBALL

ASSIGNMENT

0

RAND

MATCH

FINGER

STRING

ENC
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/@irst goal: create an
amazing learning
experience

_




second goal:instill
my enthusiasm for this
area



third goal: enjoy every
second of this semester



