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What does it do?
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Slide from Christian Cachin.
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SHA256(SHA256( Vers || Prev || Merkle || Time || Bits || Nonce )
Each block is named by:

Only blocks with Name < Dtime are valid.
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Transactions can be any ledger entry.

In Bitcoin, they represent transfers of coin assets.





What is a hash function?



goal of a hash function
many bits

hash function h

fewer bits



a hash function is a function 

such that h is easy to evaluate 
and r < d



useful in data structures
public class test
{
    public static void main(String[] args)
    {
        System.out.println(args[0].hashCode());
    }
}

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGDD
-1644493785



collisions should be rare
public class test
{
    public static void main(String[] args)
    {
        System.out.println(args[0].hashCode());
    }
}

abhi$ java test “hello world”
1794106052

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGDD
-1644493785



java hash function



java hash function

it is thus easy to find a pair s1,s2

such that h(s1)= h(s2)



public class test
{
    public static void main(String[] args)
    {
        System.out.println(args[0].hashCode());
    }
}

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGDD
-1644493785



public class test
{
    public static void main(String[] args)
    {
        System.out.println(args[0].hashCode());
    }
}

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGDD
-1644493785

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGCc
-1644493785



public class test
{
    public static void main(String[] args)
    {
        System.out.println(args[0].hashCode());
    }
}

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGDD
-1644493785

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGCc
-1644493785

‘D’ - ‘c’ + 31(‘D’-‘C’) = 0



hashing is also important for 
cryptographic applications

finding a collision should be intractable 



definition

in addition to being easy to compute,
it should be “hard” for an adversary
to find a hash collision, i.e. two different
strings s1, s2 such that 

h(s1) = h(s2)



general attacks



general attacks

pick a pair x,y from domain

else repeat
if h(x)=h(y) and x = y output (x,y)



domain of size d

range of size r
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Sha256

512 bits

256 bits



Sha256



Examples
ab2017:17f-money$ shasum -a 256 README.md  
6e7407cea997f98b6962a4ac3a2b15fb703209dc74b0ce
cb566d59bd7a6ba813  README.md
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SHA256(SHA256( Vers || Prev || Merkle || Time || Bits || Nonce )
Each block is named by:

Only blocks with Name < Dtime are valid.
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Bitcoin Block
Version
previousBlockHash
MerkleRoot of Transactions
Time
Bits
Nonce
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Tx1

Tx2

Txn

# of transactions

…



Transactions

List of Inputs List of Outputs

ref to previous output 
signature script

value 
spending script

value 
spending script
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Transactions in a Bitcoin Block
Tx1

4   Version 
1-9  # of inputs 

_   Input transactions 

1-9   # of outputs 

_   Output transactions 

hash of older transaction 
Index of output in older transaction 
Script signature 
Sequence no

Amount 
ScriptPubKey 



How do we know if a 
transaction is valid?



How do we know if a 
transaction is valid?

Sum(inputs) < Sum(outputs)
Inputs are not already spent

Inputs are “authorized”



Past tx in earlier blocks 

New tx 
ref to prev output 
signature script

ref to prev output 
signature script

“Spending witness for 
previous outputs of 

transactions”

“Ledger entries of new owners, 
and their policy on how to 

spend this coin.”



Example Input Transaction
01000000010105f03ccf2cf648bd
81865c608685600f8f16229608e0
c05b56702943c53429010000008b
483045022100b232d83cc379df6f
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004e29af1e70ac0333095afa6eba
e4eed9e5610f17b358578700492d
16bf6fa379e962421f5c38812972
399a8b3c27adc4532a7ea9957dff
ffffff02807080b80d0000001976
a9141f585f53479b0a2918895ebc
41e09db4f171fe3888ac80e7c63f
000000001976a9142d04eee9e30a
e8b732bbf56f0dfa83d5d1af33d9
88ac00000000
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_   Input 

1-9   # of outputs 

_   Output 

hash of older transaction 
Index of output in older transaction 
Script signature 
Sequence no

Recall an input is:
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Example Input Transaction
01000000010105f03ccf2cf648bd
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c05b56702943c53429010000008b
483045022100b232d83cc379df6f
4d6b423871f2e3015085726a0313
5bae0bcfce5dd44526ed02204081
1b91eb053adfaa5a63d221da5ea7
02efc92e98d08d6ca7bbefa1ab85
7cce014104ef75b5750b34e5e845
004e29af1e70ac0333095afa6eba
e4eed9e5610f17b358578700492d
16bf6fa379e962421f5c38812972
399a8b3c27adc4532a7ea9957dff
ffffff02807080b80d0000001976
a9141f585f53479b0a2918895ebc
41e09db4f171fe3888ac80e7c63f
000000001976a9142d04eee9e30a
e8b732bbf56f0dfa83d5d1af33d9
88ac00000000

Tx

4   Version 
1-9  # of inputs 

_   Input 

1-9   # of outputs 

_   Output 

Ver Hash of input

Index of input

scriptsig

1st out

2nd out

locktime

hash of older transaction 
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Recall an input is:
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01000000827ec3b8a540016c5fd18492dec0eec01836aaa280e4fabbf901000000000000b6ecaa535691a4d88e2a24fa0957e66e5ed87cbcfcb0c280addba9738a38dd72ca49
8150ef75051a0fdafe140801000000010000000000000000000000000000000000000000000000000000000000000000ffffffff0f042c498150024d15062f503253482fffff
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ref to prev output 
signature script

value 
spending script

A program, P, that when executed after 
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Spending Script
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spending script



Standard spending script
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Standard spending script

DUP HASH160 [H(PK)] EQVERIFY CHECKSIG 
Duplicate 
top value 
on the 
stack

Hash top 
value on 
stack

push this 
constant 
onto stack

check 
equality of 
top two 
stack 
values

check 
whether 
next two 
values are 
pk,sig for 
the tx



ref to prev output 
<pk> <signature>

value 
spending script

A program, P, that when executed after 
executing the signature script, returns “Valid”

Spending Script

value 
dup hash160 [h(pk)] eqverify checksig 



01000000010105f03ccf2cf648bd
81865c608685600f8f16229608e0
c05b56702943c53429010000008b
483045022100b232d83cc379df6f
4d6b423871f2e3015085726a0313
5bae0bcfce5dd44526ed02204081
1b91eb053adfaa5a63d221da5ea7
02efc92e98d08d6ca7bbefa1ab85
7cce014104ef75b5750b34e5e845
004e29af1e70ac0333095afa6eba
e4eed9e5610f17b358578700492d
16bf6fa379e962421f5c38812972
399a8b3c27adc4532a7ea9957dff
ffffff02807080b80d0000001976
a9141f585f53479b0a2918895ebc
41e09db4f171fe3888ac80e7c63f
000000001976a9142d04eee9e30a
e8b732bbf56f0dfa83d5d1af33d9
88ac00000000



ref to prev output 
<pk> <signature>

value 
spending script

value 
dup hash160 [h(pk)] eqverify checksig 

dup hash160 PUSH1f585f53479b0a2918895ebc41e09db4f171fe38 eqverify checksig 

483045022058582c05485b1274f3b9e11f68dda5535d93e24667d48ad247ae8a75b3fc3435022100c6
cb8028e20882af2870ff5f12cf33483c3c6193168e785cbcf74bb197e9c07d0148044ded81d4fb1601da
e9b57df4a0988cc9b4a9df5dae0f0c6e17d2196b424a6d50fbd80e73883328d9965c5cd17dceb93212
e193addd48d4895dea0f35c1ecccba

First run this program

Then run this program
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ref to prev output 
<pk> <signature>

value 
spending script

value 
dup hash160 [h(pk)] eqverify checksig 
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Then run this program

3045022058582…c07d01



ref to prev output 
<pk> <signature>
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spending script
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ref to prev output 
<pk> <signature>

value 
spending script

value 
dup hash160 [h(pk)] eqverify checksig 
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ref to prev output 
<pk> <signature>

value 
spending script

value 
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ref to prev output 
<pk> <signature>
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spending script
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ref to prev output 
<pk> <signature>
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ref to prev output 
<pk> <signature>
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ref to prev output 
<pk> <signature>

value 
spending script

value 
dup hash160 [h(pk)] eqverify checksig 

dup hash160 PUSH1f585f53479b0a2918895ebc41e09db4f171fe38 eqverify checksig 

PUSH3045022058582c05485b1274f3b9e11f68dda5535d93e24667d48ad247ae8a75b3fc343502
2100c6cb8028e20882af2870ff5f12cf33483c3c6193168e785cbcf74bb197e9c07d01 
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883328d9965c5cd17dceb93212e193addd48d4895dea0f35c1ecccba

First run this program

Then run this program

3045022058582…c07d01
044ded81d4fb1…ecccba OK



Standard spending script

DUP HASH160 [H(PK)] EQVERIFY CHECKSIG 
Duplicate 
top value 
on the 
stack

Hash top 
value on 
stack

push this 
constant 
onto stack

check 
equality of 
top two 
stack 
values

check 
whether 
next two 
values are 
pk,sig for 
the tx



  "vin_sz": 1, 
  "vout_sz": 2, 
  "confirmations": 9, 
  "confidence": 1, 
  "inputs": [ 
    { 
      "prev_hash": 
"f7f380ed4cc8f54982cc2cc04cb372558e62770c5b9bff575161f637bd3ad183", 
      "output_index": 1, 
      "script": 
"4830450221009f7768bf1d2322b757d37384377410f30a5e19d0f6e810d8aae8f4700
f82fd6f0220111ff9684afc84f160a4842cf113487098e84ccab92e3740317b3575f6152
b070121023a24f09e3b1c840946748d6da88e9aa687b9c08e547664c3ec16c0eab3f
505fc", 
      "output_value": 33311400, 
      "sequence": 4294967295, 
      "addresses": [ "1PxTVHpG3JagK3oogWeLhUNFYVfgkRLP2b"], 
   } 
  ], 
  "outputs": [ 
    { 
      "value": 32000000, 
      "script": "76a914c29e48f3c4745986acc9c9c30c23d15f939d842e88ac", 
     "addresses": [ 
        "1Jk3i3m78bkNMKKyVBmVb1tLvnaQJ8kJCT" 
      ], 
   }, 
    { 
      "value": 311400, 
      "script": "76a914fbcfc189b757194aa237130b0deb09698040c6fa88ac", 
      "addresses": [ 

DUP HASH160 c29e48f3c4745986acc9c9c30c23d15f939d842e EQ CHECKSIG 



Bitcoin address
1Jk3i3m78bkNMKKyVBmVb1tLvnaQJ8kJCT

a redundant “base-58” encoding of (a hash of) your public key:
DUP HASH160 c29e48f3c4745986acc9c9c30c23d15f939d842e EQ CHECKSIG 

A=Ripemd160(SHA256(pk))

c29e48f3c4745986acc9c9c30c23d15f939d842e

Compute SHA256(SHA256(00A))
c46f8f04db15c58a03027e23528c141c3df329db3cca1339f2a8c6fea790350f

c46f8f04

1.
2.

3. Copy first 4 bytes to end

4. Base-58 encode
1Jk3i3m78bkNMKKyVBmVb1tLvnaQJ8kJCT



How to spend
1. Form a valid transaction tx using address 
2. Broadcast your tx to the bitcoin network 
3. Wait for a miner to include it in a block



How to mine

1. Listen for new {blocks, txs} 
2. Organize valid txs into a new pre-block 
3. Hash pre-block, while changing nonce/

time/txs in pre-block in order to find a 
valid block 

4. Broadcast new valid blocks to peers.


