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amazing learning
experience
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area
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orepare you for a job
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Hello TAS!

TAs: Jack Doerner, Yash Kondi, Nathan, David,



Pre-requisites, there should be none



Why study this field?

Fundamental C“‘fj(ﬁ/ %C&V\W W"Ufw

Adversaries are sophisticated

i



Materials

https://shelat.khoury.neu.edu/cy2550/
Piazza: https://piazza.com/northeastern/fall2020/cy2550



Goals

« Fundamental understanding about cybersecurity
 Ability to “think like an attacker” and model threats
-Cpowing essentialm principles, practices, and too@
« Grappling with ethical, legal, and social issues

e Focus on software and tools
e Not hardware
e Minimal theory

Project-centric, hands on experience
« Real projects that build concrete skills



A study of failures

Failure of Operation Mw

Failure of Implementation —

Failure of Design |« Jﬁ)m(}mﬂ, jﬁm/l

Failure of Abstraction




Ehe New York Eimes

Data Breach at Wyze Labs Exposes
Information of 2.4 Million Customers

Wyze Labs executives said the data breach, which lasted 23
days, was caused by an employee’s mistake.

Wyze, a company that makes budget home-security cameras, acknowledged a security
breach in its system that exposed the information of 2.4 million customers. Smith
Collection/Gado, via Getty Images

By Sandra E. Garcia

Dec. 30, 2019 f ¥y = A



12-27-19 update

On December 26th at around 10:00 AM, we received a report of a data leak. We immediately restricted
database access and began an investigation.

Today, we are confirming that some Wyze user data was not properly secured and left exposed from
December 4th to December 26th.

We don't have all the answers yet, but we wanted to provide an update based on our investigations so
far. We will be providing a detailed follow-up once we complete our investigation.

To help manage the extremely fast growth of Wyze, we recently initiated a new internal project to find
better ways to measure basic business metrics like device activations, failed connection rates, etc.

We copied some data from our main production servers and put it into a more flexible database that is
easier to query. Thisinew data table was protected when it was originally created. However, a mistake
was made by a Wyze employee on December 4th when they were using this database and the previous
security protocols for this data were removed. We are still looking into this event to figure out why and
how this happened.

The vulnerability started Desember 4th and did not involve any of our production data tables. While
significant, this database only contained a subset of data. It did not contain user passwords or
government-regulated personal or financial information. It did contain customer emails along with
camera nicknames, WiFi SSIDs, Wyze device information, body metrics for a small number of product
beta testers, and limited tokens associated with Alexa integrations.

There is no evidence that API tokens for iOS and Android were exposed, but we decided to refresh them
as we started our investigation as a precautionary measure. Yesterday evening, we forced all Wyze users
to log back into their Wyze account to generate new tokens. We also unlinked all 3rd party integrations
which caused users to relink integrations with Alexa, The Google Assistant, and IFTTT to regain
functionality of these services. As an additional step, we are taking action to improve camera security



FILE UNDER "DUH" —

PSA: Don't upload your important
passwords to GitHub

The same goes for private SSH keys and other sensitive credentials.

DAN GOODIN - 1/24/2013, 5:00 PM

END RSA PRIVATE KEY

@ biola/chef-cookbooks — ssl.key

""" BEGIN RSA PRIVATE KEY
REPLACE WITH YOUR OwWN FILE

END RSA PRIVATE KEY

. iskedk/box - 64_private key

A GitHub search showing private keys in public places.

MCQCAQACAWEYTgIDAQABAgIMawIDAIwnAGECAgIMawIBAAICRNQ=

MDBCAQACCQDIh26DZ0qatQIDAQABAghAVAKBocYLAQIFAPSQBCcMCBQDKyGI



John Podesta Phishing
Email

« Sent by Russian intelligence to
Clinton campaign staffers

e Podesta (campaign manager)
asked IT if the mail was legit

« IT erroneously responded “this is
a legitimate email”

e Account compromised, emails
dumped to Wikileaks

« Massive political scandal

v

v

v

v

v

v

*From:* Google <no-reply@accounts.googlemail.com>
*Date:* March 19, 2016 at 4:34:30 AM EDT

*To:* -ta@gmail .com

*Subject:* *Someone has your password*

Someone has your password

Hi John

Someone just used your password to try to sign in to your Google Account

-@gma il.com.

Details:
Saturday, 19 March, 8:34:30 UTC
IP Address: 134.249.139.239

Location: Ukraine

Google stopped this sign-in attempt. You should change your password

immediately.
CHANGE PASSWORD <https://bit.ly/1PibSue>

Best,
The Gmail Team
You received this mandatory email service announcement to update you about

important changes to your Google product or account.
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Details:
Saturday, 19 March, 8:34:30 UTC
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John Podesta Phishing
Email

« Sent by Russian intelligence to
Clinton campaign staffers

* Podesta (campaign manager)
asked IT if the mail was legit

» IT erroneously responded “this is
a legitimate email”

* Account compromised, emails
dumped to Wikileaks

» Massive political scandal

> *From:* Google <no-reply@accounts.googlemail.com>
> *To:* -ta@gmail.com

> *Subject:* *Someone has your password*

>

> Someone has your password

> Someone just used your password to try to sign in to your Google Account
> -@gmail.com.

>

> Details:

> Saturday, 19 March, 8:34:30 UTC

> IP Address: 134.249.139.239

> Location: Ukraine

> Google stopped this sign-in attempt. You should change your password

> immediately.
> CHANGE PASSWORD <https://bit.ly/1Pibsue>

> Best,
> The Gmail Team
> You received this mandatory email service announcement to update you about

> important changes to your Google product or account.
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> Someone just used your password to try to sign in to your Google Account
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Details:
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IP Address: 134.249.139.239

Location: Ukraine

> Google stopped this sign-in attempt. You should change your password

> immediately.

> CHANGE PASSWORD <https://bit.ly/1Pibsue>

> Best,
> The Gmail Team
> You received this mandatory email service announcement to update you about

> important changes to your Google product or account.



John Podesta Phishing
Email

« Sent by Russian intelligence to
Clinton campaign staffers

* Podesta (campaign manager)
asked IT if the mail was legit

» IT erroneously responded “this is
a legitimate email”

* Account compromised, emails
dumped to Wikileaks

» Massive political scandal

> *From:* Google <no-reply@accounts.googlemail.com>
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> *To:* -ta@gmail .com

> *Subject:* *Someone has your password*

>

> Someone has your password

ilﬁiliiil

> Someone just used your password to try to sign in to your Google Account

> -@gmail.com.

Details:

Saturday, 19 March, 8:34:30 UTC

IP Address: 134.249.139.239

Location: ukraine

> Google stopped this sign-in attempt. You should change your password

> immediately.

> CHANGE PASSWORD <https://bit.ly/1Pibsue>

> Best,
> The Gmail Team
> You received this mandatory email service announcement to update you about

> important changes to your Google product or account.



Balting
Very simple physical attack

Preload USB keys with malware
Drop the keys in public, near victims
Wait for victims to pick up and plugin

Victim executes malware
« Either by accident due to curiosity
« Or autorun by the OS (e.g. Windows)
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Baiting

Mr. Robot FTW ;)

Very simple physical attack

Preload USB keys with malware
Drop the keys in public, near victims
Wait for victims to pick up and plugin

Victim executes malware
« Either by accident due to curiosity
« Or autorun by the OS (e.g. Windows)
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Friday, July 29, 2005 3 Chinese | Locations | Employment | Contact Us | Search:

BANK#:WEST 8. PERSONAL - SMALL BUSINESS  * COMMERCIAL - ABOUT US

Online Banking
Learn More | Enroll Online
eTimeBanker® Sign In:
User Name: . e S .
Password: .
Forgot Password? é H 0 M E EQU ' I I
Other Online Services: Get in on the Great Rate Lock-in! Click here for the key
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Locations Personal Banking 2 g
Small Business Banking
State: Al = Welcome to your community bank.
= First job. Last job. New home. College tultion. We're Taking care of business. Across town. Around
ZIP code: here to help guide your finances through the the globe.

As you navigate your business through all Its
cycles, you're not on your own. We assign a
dedicated relationship manager to help you make

challenges of every life stage. Stop by a branch to
experience our hallmark service for yourself.

Checking Wealith & Trust the right financial cholces. Glve us a call. We pick
Savings & CDs Consumer Loans up the phone!
CONSUMER ALERT! Debit & Credit Cards  Private Banking
Tips on protecting yourself and Online Banking More ... Business Checking Loans & Lines
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Join us for summer fun this week only! Commercial Banking
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From: "Gatterbauer, Wolfgang" <

Date: Saturday, November 10, 2018 at 9:17 PM
To: "Brodley, Carla" <

< >

Subject: Fwd: Are you on campus?

Hi Carla,
| just got this email below from an account claiming to be you.

In case it was really sent from you (which | doubt you won't spell "Clara") feel free to call me on my cell
phone 206 913 8820.

Otherwise, | assume a number of other people may have received a similar email today, not sure for
what purpose...

If you prefer, | could go back and forth with that email to find out (?)

Best wishes,
---Wolfgang

Begin forwarded message:

From: "Carla E.Brodley" <

Subject: Are you on campus?

Date: November 10, 2018 at 8:07:46 PM EST
To:

Available?

Clara E.Brodley

Dean - College of Computer and Information Science.
440 Huntington Avenue

202C West Village H

Boston, MA 02115




+1(929) 213-6302

Text M
Fri, Aug

abhi, we came across a
package from May pending for
you. Kindly assume ownership
and confirm for delivery here:




+1(929) 213-6302 >

Text Message
Fri, Aug 28, 08:18

abhi, we came across a
package from May pending for
you. Kindly assume ownership
and confirm for delivery here:

I5ssv info website attack (@}

All Images Videos News Maps Settings v

All Regions ¥ Safe Search: Moderate v Any Time v

ISssv.info We Came Across a Package Owed to You Scam

https://www.onlinethreatalerts.com/article/2020/8/27/|5ssv-info-we-came-across-a-p...
The website, I15ssv.info, is a scam and fake. The website is being used in Fake "We Found
a Package from Owed to You" text messages like the one below being sent by online
spammers and scammers. Therefore, recipients are asked not to click the link in the fake
text messages, just delete the messages.

ISssv info scam, I5ssv scam, i5ssv info scam | Scam Posts

© https://scamposts.com, I5ssv-info-scam-15ssv-scam-i5ssv-info-scam/

I5ssv info scam, !Essv scam, i5ssv info scam. Scam Posts-August 29, 2020 0. Did you get
a text message "We found a parcel from April pending for you. Please claim ownership
and schedule for delivery...

12scr.info We Came Across a Package Owed to You Scam
https://www.onlinethreatalerts.com/article/2020/8/26/12scr-info-we-came-across-a-p...

The website, 12scr.info, is a scam and fake. The website is being used in Fake "We Found
a Package from Owed to You" text messages like the one below being sent by online
spammers and scammers. Therefore, recipients are asked not to click the link in the fake
text messages, just delete the messages.

I8smk.info Parcel Pending Text Message Scam

https://www.onlinethreatalerts.com/article/2020/8/31/I18smk-info-parcel-pending-text-...
"My name", we found a parcel from May pending for you. Kindly claim ownership and
confirm for delivery here: 15ssv.info/QTyhVcsN2E from phone# 714-642-0818. Then only 5
days later got another similar message "My name', final alert about your USPS shipment
D37L6 from 06/10/2020. Click: I8smk.info/GpEfgudrdE from 716-438-8029
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Failures in Implementation

It was introduced into the software in 2012 and publicly
disclosed in April 2014. It results from improper input
validation (due to a missing bounds check) in the
implementation of the TLS heartbeat extension.2l Thus, the
bug's name derives from heartbeat !

The vulnerability is classified as a buffer over-read,5 a
situation where more data can be read than should be allowed.
[6]

CVE-2014-0160




Vuln ID X%

I @ 5% «°

nist.gov, o ¥

Summary @

CVSS Severity £[&

CVE-2020-7315

CVE-2020-7314

CVE-2020-7312

CVE-2020-7311

CVE-2020-24552

CVE-2020-25220

DLL Injection Vulnerability in McAfee Agent (MA) for Windows prior to 5.6.6 allows local users to execute arbitrary code
via careful placement of a malicious DLL.

Published: September 10, 2020; 6:15:11 AM -0400
Privilege Escalation Vulnerability in the installer in McAfee Data Exchange Layer (DXL) Client for Mac shipped with

McAfee Agent (MA) for Mac prior to MA 5.6.6 allows local users to run commands as root via incorrectly applied
permissions on temporary files.

Published: September 10, 2020; 6:15:11 AM -0400

DLL Search Order Hijacking Vulnerability in the installer in McAfee Agent (MA) for Windows prior to 5.6.6 allows local
users to execute arbitrary code and escalate privileges via execution from a compromised folder.

Published: September 10, 2020; 6:15:11 AM -0400

Privilege Escalation vulnerability in the installer in McAfee Agent (MA) for Windows prior to 5.6.6 allows local users to
assume SYSTEM rights during the installation of MA via manipulation of log files.

Published: September 10, 2020; 6:15:10 AM -0400

Atop Technology industrial 3G/4G gateway contains Command Injection vulnerability. Due to insufficient input

validation, the device's web management interface allows attackers to inject specific code and execute system
commands without privilege.

Published: September 10, 2020; 5:15:12 AM -0400

The Linux kernel 4.9.x before 4.9.233, 4.14.x before 4.14.194, and 4.19.x before 4.19.140 has a use-after-free because
sked->no_refcnt was not considered during a backport of a CVE-2020-14356 patch. This is related to the cgroups
feature.

Published: September 09, 2020; 10:15:11 PM -0400

V3.x:(not available)
V2.0:(not available)

V3.x:(not available)
V2.0:(not available)

V3.x:(not available)
V2.0:(not available)

V3.x:(not available)
V2.0:(not available)

V3.x:(not available)
V2.0:(not available)

V3.x:(not available)
V2.0:(not available)



Failures in Implementation

Shellshock or the Bash bug. The problem is serious. Bash is used in millions of computers,
giving attackers the opportunity to execute arbitrary commands on web servers and
potentially access confidential information.

We've written up a guide to help you check whether your server is vulnerable and fix the

issue. If you have any questions, please ask them in the comments section and we’ll respond
quickly.

You may check for Shellshock vulnerability by running the following command at the bash
prompt:

env 'VAR=() { :;}; echo Bash is vulnerable!' 'FUNCTION()=() { :;};
echo Bash is vulnerable!' bash -c "echo Bash Test"

If you see the following output, your version of Bash is vulnerable and should be updated:



Failures In design
Pt of P Desigy e £ o

%rﬁ = - @/



Goal of a hash function

iaii im wils

HASH FUNCTION h

fewer bits

256 b5



Goal of a hash function: Collision resistance

Message?2
This is a collision.

It should be hard to find a
collls!on fora cryptographlc hgsh v/
function, even though an infinite

number of collisions are
guaranteed to exist.




MD5 hash

abhil8:neu abhi$ echo "this is a message" | md5
1fb0076c4f2eaalc788679154c51aa89



// Initialize variables:

var int a0 0x67452301 // A
var int Oxefcdab89 // B
var int 0x98badcfe /1 ¢
var int 0x10325476 // D

// Pre-processing: adding a single 1 bit
append "1" bit to message
// Notice: the input bytes are considered as bits strings,
// where the first bit is the most significant bit of the byte.[50]

// Pre-processing: padding with zeros
append "0" bit until message length in bits = 448 (mod 512)
append original length in bits mod 264 to message

// Process the message in successive 512-bit chunks:

for each 512-bit chunk of padded message do
break chunk into sixteen 32-bit words M[]j], 0 = j = 15
// Initialize hash value for this chunk:

var int A a0
var int B b0
var int C c0
var int D := d0

// Main loop:

for i from 0 to 63 do
var int F, g
if 0 = i = 15 then

F (B and C) or ((not B) and D)
g :=1i

else if 16 = i = 31 then
F := (D and B) or ((not D) and C)
g (5%xi + 1) mod 16

else if 32 = i = 47 then
F := B xor C xor D

(3xi + 5) mod 16

else if 48 = i = 63 then

a

F C xor (B or (nmot D))
g := (7xi) mod 16
// Be wary of the below definitions of a,b,c,d
F := F + A + K[i] + M[g] // M[g] must be a 32-bits block
A :=D
D :=C
C :=B
B := B + leftrotate(F, s[i])
end for
// Add this chunk's hash to result so far:
a0 a0 + A
b0 b0 + B
co c0 +¢C
do do + D

var char digest[16] := a0 append b0 append cO append d0 // (Output is in little-endian)

<
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MD5 1Is broken

d131dd02c5eb6eec4693d9a0698aff95¢
2fcab58712467eab4004583eb8fb7f89
55ad340609f4b30283e488832571415a
085125e8f7cdc99fd91dbdf280373c5b
d8823e3156348f5baebdacd436c919ch
dd53e2b487da03fd02396306d248cda0
€99f33420f577ee8ce54b67080a80d1e
c69821bcb6a8839396f9652b6ff72a70

R

>/

d131dd02c5eb6eec4693d9a0698aff95¢
2fcab50712467eab4004583eb8fb7189
55ad340609f4b30283e4888325f1415a
085125e8f7cdc99fd91dbd7280373c5b
d8823e3156348f5baebdacd436c919ch
dd53e23487da03fd02396306d248cda0
€99f33420f577ee8ce54b67080280d1e
c69821bcb6a8839396f965ab6ff72a70

_—

79054025255fbla26e4bc422aef54ebs4



md5 hash Q

All Images Videos News Maps Answer Settings v

0800fc577294c34e0b28ad2839435945
MD5 hex hash: hash

All Regions ¥ Safe Search: Moderate v Any Time v

MD5 Hash Generator

e https://www.md5hashgenerator.com

An MD5 hash is created by taking a string of an any length and encoding it into a 128-bit
fingerprint. Encoding the same string using the MD5 algorithm will always result in the
same 128-bit hash output. MD5 hashes are commonly used with smaller strings when
storing passwords, credit card numbers or other sensitive data in databases such as the ...

MD?5 - Wikipedia
W https://en.wikipedia.org/wiki/MD5

The MD5 message-digest algorithm is a widely used hash function producing a 128-bit
hash value. Although MD5 was initially designed to be used as a cryptographic hash
function, it has been found to suffer from extensive vulnerabilities.lt can still be used as a
checksum to verify data integrity, but only against unintentional corruption.It remains
suitable for other non-cryptographic purposes ...

md5 Hash Generator - MiracleSalad

¥ www.miraclesalad.com/webtools/md5.php

md5 Hash Generator. This simple tool computes the MD5 hash of a string. Also available:
SHA-1 hash generator and SHA-256 hash generator. String: Treat multiple lines as
separate strings (blank lines are ignored) Uppercase hash(es) Special note about line
endings: Mac/Unix and Windows use different codes to separate lines.
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Failures In abstraction

S (06 Caanf A AT7AUAS




Failures In abstraction
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Failures in abstraction: encryption
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Failures in abstraction: encryption

1990: Dwork-Naor introduce the notion of “non-malleability” for encryption
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Failures In abstraction

The ROBOT Attack

Return Of Bleichenbacher's Oracle Threat
Hanno Back, Juraj Somorovsky (Hackmanit GmbH, Ruhr-Universitat Bochum), Craig
Young (Tripwire VERT)

Full paper published at the Usenix Security conference.

An earlier version was published at the Cryptology ePrint Archive

News
We won a Pwnie award!

We gave presentations about ROBOT at various Infosec conferences:

ROBOT presentation at RuhrSec 2018
ROBOT presentation at BornHack 2018
ROBOT presentation at USENIX Security 2018

Further presentations were given at other conferences, for example, at Black Hat USA.
We'll add links once recordings become available.

The Vulnerability
ROBOT is the return of a 19-year-old vulnerability that allows performing RSA
decryption and signing operations with the private key of a TLS server.

In 1998, Daniel Bleichenbacher discovered that the error messages given by SSL
servers for errors in the PKCS #1 v1.5 padding allowed an adaptive-chosen ciphertext
attack; this attack fully breaks the confidentiality of TLS when used with RSA
encryption.



What Is cybersecurity?



Security mindset

Adversarial thinking

O

Goals Threat models Mechanisms

;
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Coursework

Projects Quizzes Exams

8 o ()




Projects

8

Due Fri 11.59.59pm



Late days

« Auto-graded: due dates are suggestions, turn it in before we hand out
solutions

« Written projects: no late days.
* Assignments are due at 11:59:59, no exceptions
* Except illness



Quizzes

« There will be 10 in-class quizzes throughout the semester
* Given on random days
* Roughly 10-15 minutes long

« Goals of the quizzes:
« Make sure you are paying attention and understanding key concepts
« To incentivize keeping up with class

* Non-goals:
« Shredding your mind with super hard questions






Participate!
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WOrk with your
Deers

but do not copy

B




Cheating policy

* Donotdoit
« Seriously, don't make me say it again

« Cheating is an automatic zero
« Must be referred to the university for discipline and possible expulsion

« Project code and essays must be original

« Written by you and you alone
« Unless we give you starter code, obviously

« If you have questions about an online resource, ask us

* Projects and essays must be done individually
« Copying answers from other students is forbidden



Ethics

« We will discuss sensitive topics in this class
« Brazen criminal activity
« Offensive hacking techniques

* The goal is to help you understand the capabilities and motivations of
attackers

* Do not, under any circumstances, use these skills offensively
* Run exploits on Khoury College machines
« Use scanning or attack tools against public servers or websites
« Infiltrate your roommates computer and spy on them
* Etc.

« Failure to comply may result in expulsion and/or arrest



Style

e | am a crypto researcher
« Things make sense to me that may not make sense to you
« | talk fast if nobody stops me

« Solution: ask questions!

« Seriously, ask questions

« Standing up here in silence is very awkward

« | will stand here until you answer my questions
e Help me learn your names

« Say your name before each question

48



Project O

 Released today

» Get your VM setup this weekend!
« We'll use it in class next week for practice

e Due Friday, Sep 18

 Project questions?
e Post them on Piazza!



