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let us introduce  
ourselves



first goal: create an 
amazing learning 
experience



second goal: instill  
enthusiasm for this 
area



third goal: help 
prepare you for a job 
in security



Hello TAs!

TAs: Jack Doerner, Yash Kondi, Nathan, David, 



Pre-requisites, there should be none



Why study this field?

Fundamental

Adversaries are sophisticated

Skill is critical

crypto securityprinciples



Materials
https://shelat.khoury.neu.edu/cy2550/

Piazza: https://piazza.com/northeastern/fall2020/cy2550



Goals
• Fundamental understanding about cybersecurity 
• Ability to “think like an attacker” and model threats 
• Knowing essential security principles, practices, and tools 
• Grappling with ethical, legal, and social issues 

• Focus on software and tools 
• Not hardware 
• Minimal theory 

• Project-centric, hands on experience 
• Real projects that build concrete skills
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A study of failures
Failure of Operation

Failure of Implementation

Failure of Design

Failure of Abstraction

RUIN

factious fat









John Podesta Phishing 
Email
• Sent by Russian intelligence to 

Clinton campaign staffers 

• Podesta (campaign manager) 
asked IT if the mail was legit 

• IT erroneously responded “this is 
a legitimate email” 

• Account compromised, emails 
dumped to Wikileaks 

• Massive political scandal
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Baiting
Very simple physical attack 

1. Preload USB keys with malware 
2. Drop the keys in public, near victims 
3. Wait for victims to pick up and plug in 
4. Victim executes malware 
• Either by accident due to curiosity 
• Or autorun by the OS (e.g. Windows)



Baiting
Mr. Robot FTW ;)

Very simple physical attack 

1. Preload USB keys with malware 
2. Drop the keys in public, near victims 
3. Wait for victims to pick up and plug in 
4. Victim executes malware 
• Either by accident due to curiosity 
• Or autorun by the OS (e.g. Windows)
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Failures in implementation

Heartbleed



Failures in implementation

It was introduced into the software in 2012 and publicly 
disclosed in April 2014. It results from improper input 
validation (due to a missing bounds check) in the 
implementation of the TLS heartbeat extension.[3] Thus, the 
bug's name derives from heartbeat.[4]  

The vulnerability is classified as a bu"er over-read,[5] a 
situation where more data can be read than should be allowed.
[6] 

CVE-2014-0160





Failures in Implementation
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Failures in design
FLAW at the Design level of a

protocol SSL
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Goal of a hash function
many bits

hash function h

fewer bits

g In bits

256 6 7



Goal of a hash function: Collision resistance

Hash function

Message 1 Message2

Resulting hash

This is a collision. 
It should be hard to find a 
collision for a cryptographic hash 
function, even though an infinite 
number of collisions are 
guaranteed to exist.

IT



MD5 hash
abhi18:neu abhi$ echo "this is a message" | md5 
1fb0076c4f2eaa1c788679154c51aa89





MD5 is broken
d131dd02c5e6eec4693d9a0698aff95c
2fcab58712467eab4004583eb8fb7f89  
55ad340609f4b30283e488832571415a
085125e8f7cdc99fd91dbdf280373c5b  
d8823e3156348f5bae6dacd436c919c6
dd53e2b487da03fd02396306d248cda0  
e99f33420f577ee8ce54b67080a80d1e
c69821bcb6a8839396f9652b6ff72a70 

d131dd02c5e6eec4693d9a0698aff95c
2fcab50712467eab4004583eb8fb7f89  
55ad340609f4b30283e4888325f1415a
085125e8f7cdc99fd91dbd7280373c5b  
d8823e3156348f5bae6dacd436c919c6
dd53e23487da03fd02396306d248cda0  
e99f33420f577ee8ce54b67080280d1e
c69821bcb6a8839396f965ab6ff72a70  

79054025255fb1a26e4bc422aef54eb4





Failures in abstraction

Meltdown Spectre Rowhamice



Failures in abstraction
SIDE CHANNEL ATTACKS



Failures in abstraction
PEI

Menard
path



Failures in abstraction: encryption



Failures in abstraction: encryption
1990: Dwork-Naor introduce the notion of “non-malleability” for encryption

11998 Bleiche
badlyformatted

abachee

SSL wasnt ex

using a error messagg

CAZ secure
era Scheme



Failures in abstraction



What is cybersecurity?



Security mindset
Adversarial thinking

Goals Threat models Mechanisms
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Coursework

Projects Quizzes Exams
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Projects
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Due Fri 11.59.59pm



Late days

• Auto-graded: due dates are suggestions, turn it in before we hand out 
solutions 
• Written projects: no late days.   
• Assignments are due at 11:59:59, no exceptions 
• Except illness



Quizzes

• There will be 10 in-class quizzes throughout the semester 
• Given on random days 
• Roughly 10-15 minutes long 
• Goals of the quizzes: 
• Make sure you are paying attention and understanding key concepts 
• To incentivize keeping up with class 
• Non-goals: 
• Shredding your mind with super hard questions



D/F
5%C

6%

B
28%

A
60%



Participate!
Plant
chat



work with your 
peers

but do not copy
O



Cheating policy
• Do not do it 
• Seriously, don’t make me say it again 
• Cheating is an automatic zero 
• Must be referred to the university for discipline and possible expulsion 
• Project code and essays must be original 
• Written by you and you alone 
• Unless we give you starter code, obviously 

• If you have questions about an online resource, ask us 
• Projects and essays must be done individually 
• Copying answers from other students is forbidden



Ethics
• We will discuss sensitive topics in this class 
• Brazen criminal activity 
• Offensive hacking techniques 
• The goal is to help you understand the capabilities and motivations of 

attackers 
• Do not, under any circumstances, use these skills offensively 
• Run exploits on Khoury College machines 
• Use scanning or attack tools against public servers or websites 
• Infiltrate your roommates computer and spy on them 
• Etc. 
• Failure to comply may result in expulsion and/or arrest



Style
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• I am a crypto researcher 
• Things make sense to me that may not make sense to you 
• I talk fast if nobody stops me 

• Solution: ask questions! 
• Seriously, ask questions 
• Standing up here in silence is very awkward 
• I will stand here until you answer my questions 

• Help me learn your names 
• Say your name before each question



Project 0
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• Released today 
• Get your VM setup this weekend! 
• We’ll use it in class next week for practice 

• Due Friday, Sep 18 
• Project questions? 
• Post them on Piazza!


