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What does it mean to attack a system?
Violation of Expectations



What are our expectations?
Correctness Responsiveness

Confidentiality
Integrity
Authenticity

Non repudiation
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??? what we want

Abstraction of the problem
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Caesar Cipher

4 CHAPTER 1. INTRODUCTION

Later in course we will return to the task of defining secrecy. However, first,
let us provide some historical examples of private-key encryption schemes
and colloquially discuss their “security” without any particular definition of
secrecy in mind.

Some Historical Ciphers

The Ceasar Cipher (named after Julius Ceasar who used it to communicate
with his generals) is one of the simplest and well-known private-key encryp-
tion schemes. The encryption method consist of replacing each letter in the
message with one that is a fixed number of places down the alphabet. More
precisely,

Definition 4.1. The Ceasar Cipher denotes the tuple (M,K,Gen,Enc,Dec) de-
fined as follows.

M = {A,B, . . . , Z}�
K = {0, 1, 2, . . . , 25}

Gen = k where k
r⇥ K.

Enck(m1m2. . .mn) = c1c2. . .cn where ci = mi + k mod 26
Deck(c1c2. . .cn) = m1m2. . .mn where mi = ci � k mod 26

In other words, encryption is a cyclic shift of the same length (k) on each
letter in the message and the decryption is a cyclic shift in the opposite direc-
tion. We leave to reader to verify the following proposition.

Proposition 4.1. The Caesar Cipher is a private-key encryption scheme.

At first glance, messages encrypted using the Ceasar Cipher look “scram-
bled” (unless k is known). However, to break the scheme we just need to try
all 26 different values of k (which is easily done) and see if what we get back
is something that is readable. If the message is “relatively” long, the scheme
is easily broken. To prevent this simple brute-force attack, let us modify the
scheme.

In the improved Substitution Cipher we replace letters in the message based
on an arbitrary permutation over the alphabet (and not just cyclic shifts as in
the Caesar Cipher).

t



WKH PRGHUQ VWXGB RI FUBSWRJUDSKB LQYHVWLJDWHV WHFKQLTXHV IRU 
IDFLOLWDWLQJ LQWHUDFWLRQV EHWZHHQ GLVWUXVWIXO HQWLWLHV LQ RXU 
FRQQHFWHG VRFLHWB VXFK WHFKQLTXHV KDYH EHFRPH LQGLVSHQVDEOH HQDEOLQJ 
IRU LQVWDQFH DXWRPDWHG WHOOHU PDFKLQHV VHFXUH ZLUHOHVV QHWZRUNV 
LQWHUQHW EDQNLQJ VDWHOOLWH UDGLRWHOHYLVLRQ DQG PRUH LQ WKLV FRXUVH ZH 
LQWURGXFH VRPH RI WKH IXQGDPHQWDO FRQFHSWV RI WKLV VWXGB HPSKDVLV ZLOO 
EH SODFHG RQ ULJRURXV SURRIV RI VHFXULWB EDVHG RQ SUHFLVH GHILQLWLRQV 
DQG DVVXPSWLRQV 
C 7



WKH PRGHUQ VWXGB RI FUBSWRJUDSKB LQYHVWLJDWHV WHFKQLTXHV IRU 
IDFLOLWDWLQJ LQWHUDFWLRQV EHWZHHQ GLVWUXVWIXO HQWLWLHV LQ RXU 
FRQQHFWHG VRFLHWB VXFK WHFKQLTXHV KDYH EHFRPH LQGLVSHQVDEOH HQDEOLQJ 
IRU LQVWDQFH DXWRPDWHG WHOOHU PDFKLQHV VHFXUH ZLUHOHVV QHWZRUNV 
LQWHUQHW EDQNLQJ VDWHOOLWH UDGLRWHOHYLVLRQ DQG PRUH LQ WKLV FRXUVH ZH 
LQWURGXFH VRPH RI WKH IXQGDPHQWDO FRQFHSWV RI WKLV VWXGB HPSKDVLV ZLOO 
EH SODFHG RQ ULJRURXV SURRIV RI VHFXULWB EDVHG RQ SUHFLVH GHILQLWLRQV 
DQG DVVXPSWLRQV 

VJG OQFGTP UVWFA QH ETARVQITCRJA KPXGUVKICVGU VGEJPKSWGU HQT HC k=1



WKH PRGHUQ VWXGB RI FUBSWRJUDSKB LQYHVWLJDWHV WHFKQLTXHV IRU 
IDFLOLWDWLQJ LQWHUDFWLRQV EHWZHHQ GLVWUXVWIXO HQWLWLHV LQ RXU 
FRQQHFWHG VRFLHWB VXFK WHFKQLTXHV KDYH EHFRPH LQGLVSHQVDEOH HQDEOLQJ 
IRU LQVWDQFH DXWRPDWHG WHOOHU PDFKLQHV VHFXUH ZLUHOHVV QHWZRUNV 
LQWHUQHW EDQNLQJ VDWHOOLWH UDGLRWHOHYLVLRQ DQG PRUH LQ WKLV FRXUVH ZH 
LQWURGXFH VRPH RI WKH IXQGDPHQWDO FRQFHSWV RI WKLV VWXGB HPSKDVLV ZLOO 
EH SODFHG RQ ULJRURXV SURRIV RI VHFXULWB EDVHG RQ SUHFLVH GHILQLWLRQV 
DQG DVVXPSWLRQV 

VJG OQFGTP UVWFA QH ETARVQITCRJA KPXGUVKICVGU VGEJPKSWGU HQT HC k=1

UIF NPEFSO TUVEZ PG DSZQUPHSBQIZ JOWFTUJHBUFT UFDIOJRVFT GPS GB k=2



WKH PRGHUQ VWXGB RI FUBSWRJUDSKB LQYHVWLJDWHV WHFKQLTXHV IRU 
IDFLOLWDWLQJ LQWHUDFWLRQV EHWZHHQ GLVWUXVWIXO HQWLWLHV LQ RXU 
FRQQHFWHG VRFLHWB VXFK WHFKQLTXHV KDYH EHFRPH LQGLVSHQVDEOH HQDEOLQJ 
IRU LQVWDQFH DXWRPDWHG WHOOHU PDFKLQHV VHFXUH ZLUHOHVV QHWZRUNV 
LQWHUQHW EDQNLQJ VDWHOOLWH UDGLRWHOHYLVLRQ DQG PRUH LQ WKLV FRXUVH ZH 
LQWURGXFH VRPH RI WKH IXQGDPHQWDO FRQFHSWV RI WKLV VWXGB HPSKDVLV ZLOO 
EH SODFHG RQ ULJRURXV SURRIV RI VHFXULWB EDVHG RQ SUHFLVH GHILQLWLRQV 
DQG DVVXPSWLRQV 

VJG OQFGTP UVWFA QH ETARVQITCRJA KPXGUVKICVGU VGEJPKSWGU HQT HC k=1

UIF NPEFSO TUVEZ PG DSZQUPHSBQIZ JOWFTUJHBUFT UFDIOJRVFT GPS GB k=2

THE MODERN STUDY OF CRYPTOGRAPHY INVESTIGATES TECHNIQUES FOR FA k=3



KEYSPACE IS TOO SMALL
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Substitution cipher1.2. MODERN CRYPTOGRAPHY: PROVABLE SECURITY 5

Definition 4.2. The Subsitution Cipher denotes the tuple M,K,Gen,Enc,Dec
defined as follows.

M = {A,B, . . . , Z}⇥
K = the set of permutations over {A,B, . . . , Z}

Gen = k where k
r� K.

Enck(m1m2. . .mn) = c1c2. . .cn where ci = k(mi)
Deck(c1c2. . .cn) = m1m2. . .mn where mi = k�1(ci)

Proposition 5.1. The Subsitution Cipher is a private-key encryption scheme.

To attack the substitution cipher we can no longer perform the brute-force
attack because there are now 26! possible keys. However, by performing a
careful frequency analysis of the alphabet in the English language, the key
can still be easily recovered (if the encrypted messages is sufficiently long)!

So what do we do next? Try to patch the scheme again? Indeed, cryptog-
raphy historically progressed according to the following “crypto-cycle”:

1. A, the “artist”, invents an encryption scheme.

2. A claims (or even mathematically proves) that known attacks do not
work.

3. The encryption scheme gets employed widely (often in critical situa-
tions).

4. The scheme eventually gets broken by improved attacks.

5. Restart, usually with a patch to prevent the previous attack.

Thus, historically, the main job of a cryptographer was cryptoanalysis—
namely, trying to break encryption algorithms. Whereas cryptoanalysis i still
is an important field of research, the philosophy of modern cryptography
is instead “if we can do the cryptography part right, there is no need for
cryptanalysis!”.

1.2 Modern Cryptography: Provable Security

Modern Cryptography is the transition from cryptography as an art to cryp-
tography as a principle-driven science. Instead of inventing ingenious ad-hoc
schemes, modern cryptography relies on the following paradigms:

• Providing mathematical definitions of security.
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EOR TZSRWF XEASG ZV DWGYEZPWQYOG NFKRXENPQERX ERDOFNIARX VZW 
VQDNHNEQENFP NFERWQDENZFX UREJRRF SNXEWAXEVAH RFENENRX NF ZAW 
DZFFRDERS XZDNREG XADO ERDOFNIARX OQKR URDZTR NFSNXYRFXQUHR RFQUHNFP 
VZW NFXEQFDR QAEZTQERS ERHHRW TQDONFRX XRDAWR JNWRHRXX FREJZWLX 
NFERWFRE UQFLNFP XQERHHNER WQSNZERHRKNXNZF QFS TZWR NF EONX DZAWXR 
JR NFEWZSADR XZTR ZV EOR VAFSQTRFEQH DZFDRYEX ZV EONX XEASG RTYOQXNX 
JNHH UR YHQDRS ZF WNPZWZAX YWZZVX ZV XRDAWNEG UQXRS ZF YWRDNXR 
SRVNFNENZFX QFS QXXATYENZFX 
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FREQUENCY ANALYSIS

EOR TZSRWF XEASG ZV DWGYEZPWQYOG NFKRXENPQERX ERDOFNIARX VZW 
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modern cryptography

formulate mathematical definitions

formulate precise mathematical assumptions

provide a proof of security:

“factoring is hard”

prove: if scheme can be 
broken, assumption is false.
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