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A Network is a 
public resource.



Goal: add privacy to 
a public resource.

Confidentiality
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Theorem: Perfect security ⇔ Shannon security



One-time pad (Vernam 1917)

12 CHAPTER 1. INTRODUCTION

By the definition of conditional probability,

Prk,m [m = m1 | Enck(m) = c] =
Prk,m [m = m1 ⇤ Enck(m) = c]

Prk,m [Enck(m) = c]

=
Prm [m = m1]Prk [Enck(m1) = c]

Prk,m [Enck(m) = c]

=
1
2 · Prk [Enck(m1) = c]
Prk,m [Enck(m) = c]

Analogously,

Prk,m [m = m2 | Enck(m) = c] =
1
2 · Prk [Enck(m2) = c]
Prk,m [Enck(m) = c]

.

Cancelling and rearranging terms, we conclude that

Prk [Enck(m1) = c] = Prk [Enck(m2) = c] .

The One-Time Pad

Given our definition of security, we turn to the question of whether per-
fectly secure encryption schemes exists. It turns out that both the encryption
schemes we have seen so far (i.e., the Caesar and Substitution ciphers) are se-
cure as long as we only consider messages of length 1. However, when con-
sidering messages of length 2 (or more) the schemes are no longer secure—in
fact, it is easy to see that encryptions of the strings AA and AB have disjoint
distributions, thus violating perfect secrecy (prove this!).

Nevertheless, this suggests that we might obtain perfect secrecy by some-
how adapting these schemes to operate on each element of a message inde-
pendently. This is the intuition behind the one-time pad encryption scheme,
invented by Gilbert Vernam and Joseph Mauborgne in 1919.

Definition 12.1. The One-Time Pad encryption scheme is described by the
following tuple (M,K,Gen,Enc,Dec).

M = {0, 1}n

K = {0, 1}n

Gen = k = k1k2. . .kn ⇥ {0, 1}n

Enck(m1m2. . .mn) = c1c2. . .cn where ci = mi � ki

Deck(c1c2. . .cn) = m1m2. . .mn where mi = ci � ki

The � operator represents the binary xor operation.
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One-time pad is perfect.

1.3. SHANNON’S TREATMENT OF PROVABLE SECRECY 13

Proposition 12.1. The One-Time Pad is a perfectly secure private-key encryption
scheme.

Proof. It is straight-forward to verify that the One Time Pad is a private-key
encryption scheme. We turn to show that the One-Time Pad is perfectly secret
and begin by showing the the following claims.

Claim 13.1. For any c,m ⌅ {0, 1}n,

Pr [k ⇤ {0, 1}n : Enck(m) = c] = 2�k

Claim 13.2. For any c /⌅ {0, 1}n,m ⌅ {0, 1}n,

Pr [k ⇤ {0, 1}n : Enck(m) = c] = 0

Claim 13.1 follows from the fact that for any m, c ⌅ {0, 1}n there is only
one k such that Enck(m) = m� k = c, namely k = m� c. Claim 13.2 follows
from the fact that for every k ⌅ {0, 1}n Enck(m) = m� k ⌅ {0, 1}n.

From the claims we conclude that for any m1,m2 ⌅ {0, 1}n and every c it
holds that

Pr [k ⇤ {0, 1}n : Enck(m1) = c] = Pr [k ⇤ {0, 1}n : Enck(m2) = c]

which concludes the proof.

So perfect secrecy is obtainable. But at what cost? When Alice and Bob
meet to generate a key, they must generate one that is as long as all the mes-
sages they will send until the next time they meet. Unfortunately, this is not a
consequence of the design of the One-Time Pad, but rather of perfect secrecy,
as demonstrated by Shannon’s famous theorem.

Shannon’s Theorem

Theorem 13.1 (Shannon). If an encryption scheme (M,K,Gen,Enc,Dec) is per-
fectly secret, then |K| ⇥ |M|.

Proof. Assume there exists a perfectly secret (M,K,Gen,Enc,Dec) such that
|K| < |M|. Take any m1 ⌅ M, k ⌅ K, and let c ⇤ Enck(m1). Let Dec(c)
denote the set {m | ⇧k ⌅ K . m = Deck(c)} of all possible decryptions of c
under all possible keys. As Dec is deterministic, this set has size at most |K|.
But since |M| > |K|, there exists some message m2 not in Dec(c). By the
definition of a private encryption scheme it follows that

Pr [k ⇤ K : Enck(m2) = c] = 0

for all c :
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q.e.d.
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By the definition of conditional probability,

Prk,m [m = m1 | Enck(m) = c] =
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fectly secure encryption schemes exists. It turns out that both the encryption
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cure as long as we only consider messages of length 1. However, when con-
sidering messages of length 2 (or more) the schemes are no longer secure—in
fact, it is easy to see that encryptions of the strings AA and AB have disjoint
distributions, thus violating perfect secrecy (prove this!).

Nevertheless, this suggests that we might obtain perfect secrecy by some-
how adapting these schemes to operate on each element of a message inde-
pendently. This is the intuition behind the one-time pad encryption scheme,
invented by Gilbert Vernam and Joseph Mauborgne in 1919.

Definition 12.1. The One-Time Pad encryption scheme is described by the
following tuple (M,K,Gen,Enc,Dec).

M = {0, 1}n

K = {0, 1}n

Gen = k = k1k2. . .kn ⇥ {0, 1}n
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The � operator represents the binary xor operation.

ANY PROBLEMS?

T


