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A IS a
public resource.



Goal: add privacy to
a resource.



Perfect secrecy
(Gen, Enc, Dec, M. k)

is said to be PERFECTLY SECRET if
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Prlk < Gen : Encg(mi) = ¢

Pr|k < Gen : Enci(ms) = ¢
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One-time pad (Vernam 1917)
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One-time pad (Vernam 1917)

Enci(mima...my)
Decy.(cica. . .cp)
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Uniform distribution on strings of len n

C U= {t = {0,137
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GOaI: | key to many keys
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G0a|2 | key to many keys

n-bits

e ———————

o
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| n-bits

| | |

1010 * n-bits

This Is the 1dea behind a stream cipher.




Stream cipher

Gen: pick an n-bit binary strjng(ﬂk

Enc(k,m): Outpu@+ m

Dec(k,m): Output G(k) + m
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1010 * n-bits

what security properties are needed for this to work?
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1010 * n-bits
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what does it mean W
for a process {x}to be
nseudo-random? y
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{Xn}nEN

roughly same # of 0S and 1s
roughly same # of 00s and 11s



{Xn}nEN

roughly same # of 0S and 1s
roughly same # of 00s and 11s
roughly same # of any pattern



{X’n}nEN o] % @“é

r — X,
roughly same # of Os and 1S \ND(S—CU\] C,\Q(DV\A/B LG_
roughly same # of 00s and 11s
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roughly same # of any pattern
given any prefix, hard to guess next bit /A(D VG LD AW
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Comp o Fron
‘ZIndis:ingu'shability"?
provides a precise
way of formulating

pseudo-randomness




next slide has 2 pics

are they the same
or different?









same or different?



twice the time.

same or different?









same or different?



twice the time.

same or different?









same or different?



twice the time.

same or different?









lesson:

Ability to answer correctly...
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NEW PROBLEM:

consider all drawings consisting of boxes.

evens odds

# of boxes that overlap # of ... is odd

another box is even

~

.




GAME:

I will pick a sample from either evens
or odds, and you will have to guess
which one.



READY?



READY?


















This game Is parameterized by Its size: 1., # of boxes.
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This game Is parameterized by Its size: 1.e, # of boxes.

evensn oddsn



As the game size increases, It becomes
Intractable to

distinguish b/w

evens and odd




parameterized experiment

a{,X\”}”GNJ

a sequence of probability distributions
where X is a distribution over strings of length

t(n)

ensembles



Computational
Indistinguishability

“let there be two parameterized experiments, X and Y.
as the experiment size increases, no p.p.t. algorithm D
succeeds in distinguishing X from Y. l
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what does It mean
for an algorithm D to
distinguish a sample?



D(_ )= “evens”
D( )= “odds’




Two ensembles are comp. indistinguishable



Two ensembles are comp. indistinguishable

{Xntnen = {Yalnen



Two ensembles are comp. indistinguishable

{Xntnen = {Y?L}nEN

if for all non-uniform p.p.t. alg D,
there exists a negligible function e(n)

such that for all n



Two ensembles are comp. indistinguishable
2
QD% /\{Xn}nEN ~ {Yn}nEN

if for all non-uniform p.p.t. alg D,
there exists a negligible function e(n)

such that for all n

Pr[t « X,,D(t) = 1] — Pr [t — Y., D(t) = 1]| < ¢(n)
-



what does 1t mean
for a process {X}to be
hseudo-random?




{Xn}nEN



{Xn}nEN

roughly same # of 0S and 1s



{Xn}nEN

roughly same # of 0S and 1s
roughly same # of 00s and 11s



{Xn}nEN

roughly same # of 0S and 1s
roughly same # of 00s and 11s
roughly same # of any pattern



{Xn}nEN

roughly same # of 0S and 1s
roughly same # of 00s and 11s
roughly same # of any pattern

given any prefix, hard to guess next bit



indistinguishability
nrovides a precise
way of formulating
pseudo-randomness




pseudo-random



An ensemble {X} is said to be

pseudo-random



pseudo-random

{X}nEN {U }nEN




An ensemble {X} is said to be

pseudo-random

if

{X}HGN ~ {Un}nEN



Original goal
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n-bits
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seudo-random generator

A function G:{0,1}* — {0,1}*

is a pseudo-random generator if

G can be computed in p.p.t. <—

|G(z)| > {(|z|) forsome  Ll(y) >y _

{x < U, : G(z)}nen is pseudo-random
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How can we build
nseudo-random
generators?
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WolframAlpha sz
) knowledge engine ——

77100000000000000000 w8
~E-P-B-Ty = Examples =z Random —
Input:
7100 000000000000 000

Power of 10 representation:
10101+228577610529823

Number length:
84509804 001425684 decimal digits
~ 8.45098 x 1016 digits

Last few digits:
...0000000001

. Computed by Wolfram Mathematica @ Download page )




Inverse problem is EASY:

Given: ‘ 23 ‘ 928/

Find , X'such that /X = 1231928
Qﬂvj%ﬁt\ , &LJQ ?‘ o)L j

7.2069571077666163863237014656943296629255654569808791967051
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Pick a | ' ber, ~200 digits |
ick a large prime number, /7|g| s long

5206171726881102258298508534096289004305794879961025454
— 3088975844032721944045806199348262783479007502882378061
P— 8996828085538214474401045588718257206979528176365692374

iZ?EizizEZ3iEgZigggg;gggéggé}g@éé@g;@g95548499
X
7,z,p) — 7" mod p
——

Remarkably easy



ssailing U.S. and Kiev, Putin Keeps Open Option of Force, By STEVEN LEE MYERS, ELLEN BARRY and ALAN
COWELL 56 minutes ago, President Vladimir V. Putin of Russia on Tuesday described events in Ukraine as
an unconstitutional coup, expressed contempt toward the United States and said that any potential use of

military force would be a last resort.

sage:
power_mod(7,66161598060906110332854683463298110032760
60218443281181706103276020213153280130210328013170612
10331202327112150001443267213283846986697832766969327
78969828344326976766978326665828289329811003265766578
32677987697676325354331006111817021532980411443281150
21606010211163287089801061006143286463281181706103312
02328318161605973312103285180216009821330102160015059
90200330219021117153306103286081498061101329815329810
33181100121116170617181706121098083300121812443302211
31502161602003300121117021013163317121998150033170501
32861106170200328416981702153298110033159806003317049
81632981121331312170211170598083318160133120233100609
06169815213303121500013320121809003299013297330898161
63315021612151646,p)

49792971168858421752786333230062932909865498326942335
77295952890262039411267933871586617511805097012352566
33429962635553676002083869590769727522267027725835398
0892233568459367693160250707721036268518993463932429



Y =12345

(7,p,Y) =z

uch that @modp Y
%5@%6 /5%(%«%

Incredibly hard




VWorld record In discrete
logarithms in GF(p)

232 digits @sesi

6600yrs of CPU time

Intel Xeon E5-2660 at 2.2 GHz

2016

Thorsten Kleinjung, Claus Diem, Arjen K. Lenstra, Christine Priplata, and Colin Stahlke



f()
/Wmodp:Y\A

X Y




A
X
A~ o /
)

compute an x such that 7 =Y mod p
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http://www.fitzmuseum.cam.ac.uk/gallery/chinesevases/sortingfrasments.html
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Easy

HARD

http:/fabpedigree.com/james/mathmen.htm

http://upload.wikimedia.org/wikipedia/commons/thumb/9/9b/Carl_Friedrich Gauss.jpg/440px-Carl Friedrich Gaussp;




