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If PRG is secure (i.e. discrete log is hard),  
then (Gen, Enc, Dec) described earlier is secure in this game.I I



Is this game strong enough to capture 
all feasible attacks?

Alice Bob

Genk k

c

Evem1, m2 ∈ M

b ← {0,1}
c ← Enck(mb)

Guesses b. 
Wins if it is correct.

1

2

3

4

51m14my



Eve was able to

querythe
Japanese

ene scheme



Alice Bob

Eve

K

beta 3 Gen
c Enculmb

Cpa ChosenPlaintext Attack



Alice Bob

Genk k

Eve



c=Enck(m)

Alice Bob

Genk k

Eve



c=Enck(m)

Alice Bob

Genk k

Eve

c



c=Enck(m) m=Deck(c)

Alice Bob

Genk k

Eve

c



c=Enck(m) m=Deck(c)

Alice Bob

Genk k

Eve

c

???



IND-CPA attack for Symmetric Enc



IND-CPA attack for Symmetric Enc

Alice Bob

Eve

1

m

c′ ← Enck(m)

c′ 

1’



IND-CPA attack for Symmetric Enc

Alice Bob

Genk k

Eve

1

m

c′ ← Enck(m)

c′ 

1’



IND-CPA attack for Symmetric Enc

Alice Bob

Genk k

Eve

1

2m

c′ 

1’



IND-CPA attack for Symmetric Enc

Alice Bob

Genk k

Evem1, m2 ∈ M

1

2m

c′ 

1’



IND-CPA attack for Symmetric Enc

Alice Bob

Genk k

Evem1, m2 ∈ M

1

2

b ← {0,1}
c ← Enck(mb)

3

m

c′ 

1’



IND-CPA attack for Symmetric Enc

Alice Bob

Genk k

Evem1, m2 ∈ M

1

2

b ← {0,1}
c ← Enck(mb)

3

c4

m

c′ 

1’



IND-CPA attack for Symmetric Enc

Alice Bob

Genk k

Evem1, m2 ∈ M

1

2

b ← {0,1}
c ← Enck(mb)

3

Guesses b. 
Wins if it is correct.

5

c4

m

c′ 

1’

steps of the IND CPA game



Our construction can satisfy this notion if 
both Alice and Bob maintain a counter of 
how much random tape they have used.

Enck(m) (encryption)
Deck(c) (decryption)output

k

c

m

rG i



Theorem: If One-way functions exist, 
Then IND-CPA secure symmetric 
encryption exists.
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Authentication game

How do we know that
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Construction of a mac

Gen(1n):

Signk(m):

Verk(m,t):



Random functions

(length preserving)

In Out

0 010...00

1 110...110

2 001..100

3 110...001

...

2n-1 100...111

d t

f I
y flip

randomcoins

OO I0
OO I 1

il I I n



How many random functions are there?

In Out

0 010...00

1 110...110

2 001..100

3 110...001

...

2n-1 100...111



How many random functions are there?

In Out

0 010...00

1 110...110

2 001..100

3 110...001

...

2n-1 100...111

total space of table:



How many random functions are there?

In Out

0 010...00

1 110...110

2 001..100

3 110...001

...

2n-1 100...111

total space of table:



How many random functions are there?

In Out

0 010...00

1 110...110

2 001..100

3 110...001
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2n-1 100...111

total space of table:

total # of random f:



Defining  
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A function family 

is a pseudo-random function family if

fk:{0,1}n to {0,1}n can be computed in p.p.t.

Fn can be sampled in p.p.t.



How to construct a PRF from a PRG
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Gen(1n):
let be a prf family
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E!ciency: AES as a PRF
AES(k,m):

Expand k (16 bytes) into 11 round keys bytes
Add round key 1 into m
For i=1…9: 

SubBytes: apply a map to all bytes 
ShiftRows: permute the bytes 
MixColumns: permute columns 
AddRoundKey i+1

SubBytes: apply a map to all bytes 
ShiftRows: permute the bytes 
AddRoundKey i+1

0



Main security comes from s-box



AES is very fast. https://calomel.org/aesni_ssl_performance.html



E!ciency: SALSA 20


