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Secure MAC “even when given a tag oracle, 
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How can we implement a secure MAC?



Random functions

(length preserving)

In Out

0 010...00

1 110...110

2 001..100

3 110...001

...

2n-1 100...111

Q
128bits

Each entry is
just
randomly chosen



How can you describe a random function?
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small seed
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Defining  
pseudo-random functions

a function family that is

comeindistinguishable from a

random function
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Defining a prf
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How to construct a PRF from a PRG
kSuppose youwant small seed

to compute gy.iq doubles its input
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PRF
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Why is this secure?
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Why is this secure?
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TOOLS we’ve covered so far:
one way functions

Wfs
we can build
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Construction of a MAC

Gen(1n):

Signk(m):

Verk(m,t):

Let f be a PRF

Ke 90,43 uniformly

te Fr.cm

check that t fun
Apply the PRF to the message
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Construction of a MAC
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Security intuition
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Security proof idea
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Security proof idea

and A didn’t query m

Gen(1n):
let be a prf family

Tagk(m):

and A didn’t query m



E!ciency of PRF constructions
Bm PRG I exponentiation per bit

of output



AES(k,m) substitution permutation network
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AES(k,m)

X
shift now
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AES(k,m)
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AES(k,m)

Add round key 1 into m
For i=1…9: 

SubBytes: apply a map to all bytes 
ShiftRows: permute the bytes 
MixColumns: permute columns 
AddRoundKey i+1

SubBytes: apply a map to all bytes 
ShiftRows: permute the bytes 
AddRoundKey i+1



Main security comes from s-box



AES is very fast. https://calomel.org/aesni_ssl_performance.html



E!ciency: chacha20 (a stream cipher)
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E!ciency: chacha20 (a stream cipher)
Columns

00.00



E!ciency: chacha20 (a stream cipher)
Diagonals



Chacha20 void chacha_block(uint32_t out[16], uint32_t const in[16]) 
{ 
 int i; 
 uint32_t x[16]; 

 for (i = 0; i < 16; !"i)  
  x[i] = in[i]; 
 !# 10 loops × 2 rounds/loop = 20 rounds 
 for (i = 0; i < ROUNDS; i += 2) { 
  !# Odd round 
  QR(x[0], x[4], x[ 8], x[12]); !# column 0 
  QR(x[1], x[5], x[ 9], x[13]); !# column 1 
  QR(x[2], x[6], x[10], x[14]); !# column 2 
  QR(x[3], x[7], x[11], x[15]); !# column 3 
  !# Even round 
  QR(x[0], x[5], x[10], x[15]); !# diagonal 1 (main diagonal) 
  QR(x[1], x[6], x[11], x[12]); !# diagonal 2 
  QR(x[2], x[7], x[ 8], x[13]); !# diagonal 3 
  QR(x[3], x[4], x[ 9], x[14]); !# diagonal 4 
 } 
 for (i = 0; i < 16; !"i) 
  out[i] = x[i] + in[i]; 
} 



Poly1305 one-time MAC
Key: (R,S)

M0 M1 M2 Mn-1msg:

t =
n

∑
i=0

Mn−i ⋅ Rn−i mod (2130 − 5) + S mod 2128



https://datatracker.ietf.org/meeting/88/materials/slides-88-tls-1

O

a



Revisit our model for Encryption



c=Enck(m) m=Deck(c)

Alice Bob

Genk k

Eve

c

???

Fynmetre



c=Encpk(m) m=Decsk(c)
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public key encryption
Gen Enc Dec

3 algorithms

Gen (key generation)

Enc (encryption)

Dec (decryption)

im e Decseco



public key encryption
Gen Enc Dec

3 algorithms

Gen (key generation)

Enc (encryption)

Dec (decryption)

formalize
correctness



Alice Bob

Genpk sk

Eve

c

“for any pair of messages m1,m2,
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IND-CPA security for pke
(weakest notion of security) PrEwin
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El-Gamal encryption
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encpk(m)
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El-Gamal encryption
gen(1n)

encpk(m)

decsk(c)

O



Example ElGamal
kid



Why is ElGamal secure?



decisional Di!e-Hellman assumption (DDH)

(work in a prime order group)

T
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GPG RSA (PKCS v1.5)
gen(1n)

encpk(m)

decsk(c)

P selectedprimes
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GPG RSA (PKCS v1.5)
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GPG RSA (PKCS v1.5)
gen(1n)
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GPG RSA (PKCS v1.5)
gen(1n)

encpk(m)

decsk(c)



pkcs1.5

pick r as a random string with no 0s
encpk(m)

(typically 8 bytes)

“padding oracle” attack against this scheme

cere

F



Public key digital signature
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Public key digital signature
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Public key digital signature

Gen(1n)

Signsk(m)

Vervk(m,s)

generates a key pair sk,vk

accepts or rejects a msg,sig pair

message space

generates a signature s for 



existential unforgability
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for all non-uniform ppt A



and A didn’t query m

for all non-uniform ppt A



RSA Signatures in GPG
Sign((sk, N) m):

Compute the padding: z ← 00 ⋅ 01 ⋅ FF⋯FF ⋅ 00 ⋅ IDH ⋅ H(m)

Compute the signature: σ ← zsk mod N



goal of a hash function
many bits

hash function h

fewer bits



a hash function is a function 

such that h is easy to evaluate 
and r < d



useful in data structures
public class test
{
    public static void main(String[] args)
    {
        System.out.println(args[0].hashCode());
    }
}

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGDD
-1644493785



collisions should be rare
public class test
{
    public static void main(String[] args)
    {
        System.out.println(args[0].hashCode());
    }
}

abhi$ java test “hello world”
1794106052

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGDD
-1644493785



java hash function



java hash function

it is thus easy to find a pair s1,s2

such that h(s1)= h(s2)



public class test
{
    public static void main(String[] args)
    {
        System.out.println(args[0].hashCode());
    }
}

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGDD
-1644493785



public class test
{
    public static void main(String[] args)
    {
        System.out.println(args[0].hashCode());
    }
}

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGDD
-1644493785

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGCc
-1644493785



public class test
{
    public static void main(String[] args)
    {
        System.out.println(args[0].hashCode());
    }
}

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGDD
-1644493785

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGCc
-1644493785

‘D’ - ‘c’ + 31(‘D’-‘C’) = 0



Collision resistant hash function

in addition to being easy to compute,
it should be “hard” for a p.p.t. adversary
to find a hash collision.
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md4
md5

sha1

sha256

1990
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128 bit
128 bit

160 bit
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Sha3 2015



Recap:


