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Revisit our model for Encryption



Symmetric key enc has 1 major drawback.
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Symmetric key enc has 1 major drawback.
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Pk can be used to encrypt. sk can be used to decrypt.

A{ywmc’f/\}l C\(j /otc)j /‘0)0 14;/



PKC key enc
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Public key encryption
- 7

(Gen Enc Dec
-_— — —_—

3 algorithms

Je C/Ulf‘r“[

Povow eten

Gen (key generation) /7
(pk, sk) < Gen(1")
Enc  (encryption)

¢ < Encpi(m) for pk € K,;m e M
Dec  (decryption) o




Public key encryption

Gen Enc Dec

3 algorithms

Gen (key generation)

(pk, sk) < Gen(1")
Enc  (encryption)

¢ < Encpi(m) for pk € K,m e M
Dec  (decryption)

Vm € M, (pk, sk) < Gen(1")

Pr[De@(En%g(m)) =m| =




“for any pair of messages mMsi,Msz,
Sve cannot tell whether ¢ = Encor(m;).”



IND-CPA security for pke

(weakest notion of security) | will make a key pair and
give you the public part.

pk, sk < gen(1")

pk



IND-CPA security for pke

(weakest notion of security) Then | will give
you 2 messages,

mO0, m1.

pk, sk < gen(1") pk
mg, my < A(pk)



IND-CPA security for pke

(weakest notion of security) Then | will give
you 2 messages,

mO, m1.

| will pick one, encrypt it,

and send you the
ciphertext.

pk, sk «— gen(1") pk

my, m; < A(pk)
b < {0,1}
¢ < eNC,(my)



IND-CPA security for pke

(weakest notion of security) figure out if ¢
corresponds to

mO or m1.

Now | will need to

You win if you guess
correctly!

pk, sk < gen(1") pk

my, my < A(pk)
b < {0,1}
¢ < eNC,(my)

b' — A(pk,my,my,c)



IND-CPA security for pke

(weakest notion of security)

pk, sk < gen(1")
mgy, m; < A(pk)

b < {0,1}

¢ < ency(my)

b' — A(pk, my, my, c)

Pr[b = bl = 1/2 + e(n)
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Modular Exponentiation  ...n - modn

71° mod 31

= e—

|v9 times




MOdUlar Exponentlathn (a,x,n) — a® mod n
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MOdUlar ExponenUaUOn (a,x,n) — a® mod n

71° mod 31



MOdUlar ExponenUaUOn (a,x,n) — a® mod n

71° mod 31

71 72 74 78 716 (mod 31)



MOdUlar ExponenUaUOn (a,x,n) — a® mod n

71° mod 31

71 72 74 78 716 (mod 31)
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Modular Exponentiation

(a,x,m) — a” mod n

Algorithm 2: ModularExponentiation(a, z, n)

Input: a,z € [1,n]
17«1
2 while z > 0 do

3 if z is odd then

4 L?w—fr-amodn
5 x— |x/2]

6 | a — a® modn

7 Return r




Modular Exponentiation

(a,x,m) — a” mod n
¢

1
a®” mod n = H z;a° mod n

1=0

Algorithm 2: ModularExponentiation(a, z, n)

Input: a,z € [1,n]
17«1
2 while z > 0 do

3 if z is odd then

4 L?w—fr-amodn
5 x— |x/2]

6 | a — a® modn

7 Return r




Greatest Common Divisor

A 78
GCD(A,B) = GCD( P, A v )



Greatest Common Divisor
GCD(A,B) = GCD(B, A mod B)



Greatest Common Divisor

GCD (0809,1041) =

=Geo(vegl 245 ) b907= Flotl + 24&
= GCO( 245, teatad 227 =171 ) 1611 = 6245 + |9

= 6o (13, 7Y ) =102 4 7y



Greatest Common Divisor

GCD (63809, 1041)

GCD(1641, 245)
GCD(245, 17)
GCD(171, 74)
GCD(74, 23)
(23,5)
(
(3,2
(2,1
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given (a,b), finds (xy) sit.
ax + by = gcd(a,b)

Algorithm 1: ExtendedEuclid(a, b)

Input: (a,b)sta>b>0

Output: (z,y) s.t. ax + by = ged(a, b)
1 ifamod b=0then
2 Return (0,1)
3 else
4
5

(x,y) « ExtendedEuclid (b,a mod b)
_ Return (y,z — y(|a/b)))




Greatest Common Divisor
GCD (6809, 1641)

bBoa= Glbyi+ 2y (‘b%l@b%)

GCD(1641, 245) low = b-2es + V20 (40 0
GCD(245, 171) 2= e 7y fia ey
GCD(171, 74) H: 2 AT« 23 (29,19)
GCD(74,23) (=% 2~ =92) =(~920) 7700 < . 25)
GCD(23,5)  (2,~\=2:4) = (2,-9) . .u. . ; (2-9)
GCD(5, 3) cf\/w%!'\):p\,,z) Si=ls3 « 2 (L,
GCD(3, 2) (1, 0 - 1x1 )=(I) 5 p - ()
GCD(2,1) (0,1) 2=20 40 (o)



Greatest Common Divisor >~ gt
GCD (63809,1041)  ((uzuy ) sl 2os

GCD(1641, 245) (%, ~ by s
GCD(245, 171) (~67, 9¢) TN Ay
GCD(171, 74) (25, ~6F) \H=2zF1 <« 23
GCD(74,23) (-9, 2-(-%3))= ("%,21) 71220 <
GCD(23, 5) (2—(-Lu):(z/~9) 23 hs <7
GCD(,3) (-1, \—(=(-])) = (~1,2) ¢ -tz
GCDGB,2) (1, @ - 1%1 )=(\—~) 2 <
GCD(2, 1) (0,1) z=2t 0
< 7



Greatest Common Divisor

GCD allows us to
GCD (6309, 10641) compute modular
0904 » + (ol y = | Inverses.

6809*(-643) + 1641%2668 = ‘| = Gl bB0Y L)

11

- 437%, 3%+t 4,378, \%% |
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Fuler totient
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Fuler totient —
§159=15-6 -3+ == (=1)(5-D
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Fuler totient

wne b -p—1 07
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Example of groups

(Zn,, *)

E———

a | ged(a,n) =1}

multiplicative group, mod n’

7* 15 ={1,2,4,78 113,14}

*
Zy,|

; 72 ~Stos mr

= $(n)



Eulertheorem
VaEZ* —(ﬁ) — 1 mod n

?Zo mad 30 = 1 mod 3 Cp(;g(): O




Examples

19 (8= 176% = | aod 3



Examples
| l>’): (3-DCs=) = %
28 mod 15 =

256 wod 1S = | 'a/c 1S (7= 251



Implications of Euler

K
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compute 2021
1130 mod 23 “

— (show your work)
3 (23) = 22

2o | 207 i 22 8

\\30 vod 2.3 = H pod Z5.= 1\ mod 23

o)
207 | 20210 + |
20 Lol 227 Zp T owdz2z

- 26
= (20%9)°%, 30 w22 = 20 = 8w 22



“Textbook” RSA (insecure)
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Pick N = p*q where p,q are primes.
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“Textbook” RSA (insecure)

Pick N = p*q where p,q are primes.
Pick e,d suchthate - d = 1 mod ¢p(N)



“Textbook” RSA (insecure)

Pick®= p*q where p,q are primes.

Pick e,d suchthate - d = 1 mod ¢(N)
——

Ency .(m) = m© mod N
Decy 4(c) = ¢? mod N

Dec(EV\chU = (me)£: mem@ Y,

~ \(1/1‘H < ) viod /l/
- M




“Textbook” RSA (insecure)

Pick N = p*q where p,q are primes.
Pick e,d suchthate - d = 1 mod ¢(N)

ey () =(m%) mod N

Decy 4(¢) = Q‘—l mod N

(m¢)¢ mod N =

1
2 2 S



Example of Textbook RSA

m=>5 PK = (N=143, e=7) SK = (d=103)
7 P:((“L‘_lg . - = | wod Q(n
€nC (5) =S md 143 Hlo3= Fels (el 4y
" . OCH) =C 1) 3-)
- T = (20

D4 = 477 42% 4142
= S



“Textbook” RSA (insecure)

Pick N = p*q where p,q are primes.
Pick e,d suchthate - d = 1 mod ¢p(N)

Ency .(m) = m© mod N

Why is It Iinsecure
against IND-CPA attack?

Decy 4(c) = ¢ mod N



pkes'.5

ENCpk(@

PICK ' AS A RANDOM STRING WITH NO 0S

(TYPICALLY 8 BYTES)

¢ < (0[|2[|r]|0]}m)® mod N
[ —

“PADDING ORACLE  ATTACK AGAINST THIS SCHEME



RSA-OAEP+

GEN( 1)

0\ /]
f,f~ — TRAPDOOR Owp() —  TexTln’t A
ENCpk(m)
r«— U, Ry : {O 1}k0 — {O 1}n
s<—R1(r)@m | Bolrllm) Ry - {0,130 — {0, 13"
t «— R3(s) ® Rs : {0,1}F — £, 1} ko
c — f(s][t)
DECsk(C)
(s = (s1,82),t) — f'(c)
r«— R3(s) @t

m «— Ri(r) @ s1
Ra(r||m) ~ 55  OUTPUT M ELSE FAIL



Safari is using an encrypted connection to www.apple.com.

Example: apple.com

www.apple.com Apple Public EV Server RSA CA 2 - G1 DigiCert High Assurance EV Root CA

Encryption with a digital certificate keeps information private as it's sent to or from the
https website www.apple.com.

DigiCert, Inc. has identified www.apple.com as being owned by Apple Inc. in Cupertino,
California, US.

Subject Name

Business Category
Inc. Country

Inc. State/Province
Serial Number
Country
State/Province
Locality
Organization
Common Name

Issuer Name

Country
Organization
Common Name

Validity

Not Before
Not After

Subject Alt Names

DNS Name
DNS Name
DNS Name

Public Key Info

Algorithm
Key Size
Exponent
Modulus

Private Organization
us

California
C0806592

us

California

Cupertino

Apple Inc.
www.apple.com

us
Apple Inc.
Apple Public EV Server RSA CA 2 - G1

Fri, 23 Aug 2024 17:30:11 GMT
Thu, 21 Nov 2024 17:40:11 GMT

www.apple.com
images.apple.com
www.apple.com.cn

RSA
2048
- a4

C8:A2:02:8A:C1:1C:A7:9A:EE:58:49:9B:10:3C:41:8D:BF:EF:6F:23:7E:64:05...

B DigiCert High Assurance EV Root CA
L, ¥ DigiCert SHA2 Extended Validation Server CA-3
L, ¥ www.apple.com

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

Public Key Info
Algorithm
Parameters
Public Key

03 8E 3F 9E 09 D7 ED C7 B1 80 3F 74 A7 4C 35 AB

3

SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
None

Tuesday, October 6, 2020 at 8:00:00 PM Eastern Daylight Time
Friday, October 8, 2021 at 8:00:00 AM Eastern Daylight Time

RSA Encryption ( 1.2.840.113549.1.1.1)
None

256 bytes : CA 1B 1C 2178 15 3D 40 CF A3 79 3F 9D CF B2 53 AB A9
41 FF 3E 06 A129 69 8A 04 46 9E FB C4 0D 56 7A CA E6 80 E7 AF C6
CO BF 8B 6071 CASAE8 76 0C 06 C8 9B 77 B8 F3 1B EA 7E E7 3A 84
CB A3 88 A5 93 04 3F 69 66 77 CF AE 06 D1 D9 E110 08 7A EO 24 98
E7 56 97 OF 73 68 7B 4D 69 46 28 26 FF 05 81 0C CO DA FC 2171 81
65 9A 39 C9 E9 68 36 36 02 5F 8180 B7 7E 8A 5B FE 34 DO CE 76 2D
D9 8B 3E D4 13 CO EC EB OF 2C 77 AD 1E 7B 20 F6 DA 92 98 FD 89
F3 A7 CB 53 16 2E BO B9 62 BE C8 C3 28 40 CF 8C 5C 6177 8F 92
3D 2F 23 F2 0A AB 65 82 22 B8 98 CE BA C8 00 95 E4 67 34 6E 76
E5 D1 D3 2D 51 91BC EF CO C8 DE F8 7B CC 46 45 00 76 D9 CB 30
31E9 56 FD OE 68 F4 36 F9 1B 5F 88 6162 8F 60 A8 DE 43 7B 5C C1
1573 D4 06 12 6E 85 9B 50 9C 24 BF 5F FC F4 68 95 67 D5 BF 44 71

Exponent 65537
Key Size 2,048 bits

Hide Certificate



http://apple.com

