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L12: social engineering

Thanks to Ran for slides.



Lets do some class exercises in Q1.



3https://xkcd.com/538/



4https://www.kratikal.com/blog/social-engineering-attack-hack-to-manipulate-human-psychology/
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Social Engineering
A term used for a broad range of malicious activities accomplished 
through human interactions
Mainly using psychological manipulation to trick users into making 
security mistakes
• Disclose confidential/sensitive information
• Transfer money
• Enable access to restricted systems

Demonstration from Jimmy Kimmel 
https://www.youtube.com/watch?v=opRMrEfAIiI

https://
https://www.youtube.com/watch?v=UzvPP6_LRHc
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Social Engineering 100yrs ago
In 1906 Friedrich Wilhelm Voigt, a shoemaker, 
• Purchased a used military officer uniform
• Gathered 10 soldiers and took a train to Köpenick
• Arrested the mayor and treasurer for crooked bookkeeping
• Confiscated 4000 marks (left a receipt)
• When the police came he had them  

serve coffee to the soldiers 

www.ak-ansichtskarten.de
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Social Engineering 100yrs ago
In 1908 George C. Parker sold the Brooklyn bridge, several 
times
• Forged ownership documents
• Targeted newcomers to the ‘land of opportunity’
• Convinced buyers they could control access to the 

roadway
• Buyers started collecting toll fees
• Also sold the Statue of Liberty, …
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Social Engineering 100yrs ago
In 1925 Victor Lustig sold the Eiffel Tower, twice
• Read about the costly maintenance of the Eiffel tower
• Impersonated as a legitimate authority
• Forged official documents
• Profiling: targeted his victim
• Made an extremely good deal  

to the buyer

https://medium.com/
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Social Engineering 50yrs ago
Frank Abagnale impersonations in the ‘60s
• Airline pilot at Pan Am
• TA at Brigham Young University
• Resident pediatrician in a Georgia hospital
• Forged a Harvard University law transcript and  

worked at the Louisiana State Attorney General's office

https://
en.wikipedia.
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Social Engineering 30yrs ago
Kevin Mitnick
• Most famous hacker in ’90s
• Termed ‘social engineering’ in the context of IT security
• Known for hacking phone companies, Pacific Bell
• High-profile arrest  

in 1995
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Social Engineering 20yrs ago
ILOVEYOU worm
• Spread via emails on May 4th, 2000
• Attachment: LOVE-LETTER-FOR-YOU.txt.vbs
• vbs extension was hidden in Windows by default
• Considered as 1st socially engineered computer virus
• Overwrote files
• Spread to all contacts
• Infected 10% of connected computers
• Over $5 billion damages
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Social Engineering 20yrs ago
Anna Kournikova virus
• Spread via emails on Feb 11th, 2001
• Attachment: AnnaKournikova.jpg.vbs
• Very simple virus, written in hours 
• No local damage, but mail servers crashed



Social Engineering Techniques

https://www.expressvpn.com/blog/the-art-of-social-engineering/
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Baiting
Very simple physical attack 
1) Preload USB keys with malware 
2) Drop the keys in public, near victims 
3) Wait for victims to pick up and plug in 
4) Victim executes malware


– Either by accident due to curiosity

– Or autorun by the OS (e.g. Windows)
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Baiting
Does dropping USB drives really work?
• Elie Bursztein, Black Hat 2016
• Dropped 297 USB sticks on the University of Illinois  

Urbana-Champaign campus
• ‘‘Solutions to final exam’’
• 98% were picked up 
• 45% were plugged in and 

someone clicked on files
• Black Hat presentation: 

https://www.youtube.com/watch?v=ZI5fvU5QKwQ
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Baiting
• Stuxnet is a computer worm
• Targeted Iran’s nuclear program
• Discovered in 2010
• Very sophisticated (exploit four zero-day flaws)
• According to Snowden made by US and Israel
• Initially spread through infected USB flash drives
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www.digitalnewsasia.com

• The attacker provides a service, whereas baiting usually 
takes the form of a good.

• Impersonate as a government entity  
and ask to confirm the SSN  
for the purpose of committing identity theft.

• People would give their password for chocolate
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Quid pro quo
• Edward Snowden is an ex-contractor for NSA
• Since 2013 he published thousands of super-secret  

classified NSA documents
• When stationed in a spy base in Hawaii, 20-25 

NSA employees gave their passwords to Snowden
• Snowden convinced them he needed the login details  

to do his job as a systems admin  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Dumpster diving
Going through trashcans and dumpsters looking for information
• IP addresses, usernames, passwords, emails
• Medical records, resumes, bank statements
• Old computers 

http://www.subliminalhacking.net/www.thebalancesmb.com



Pittsburgh’s Action News 4, 2017
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Pre-texting
• Manipulate victims into divulging sensitive information

• Creating false trust

• Email from head of IT support

• Illustration: 
https://www.youtube.com/watch?v=BIIvsJ3yi8o

infosightinc.com
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Phishing
• Attempt to steal users’ sensitive data 
• E.g., login credentials, credit card numbers, SSN, bank 

accounts, etc.
• Spreads via emails, SMS, IM, social media
• The recipient is tricked into clicking a malicious link:


– Install malware

– Redirect to malicious website

www.123rf.c
om
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SMiShing

numbercop.tumblr.com
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• ‘‘Phishing without a lure’’
• Monitor which websites the targets browse
• If those websites are vulnerable infect them
• 2012 US Council on Foreign Relations was infected with 0-day vulnerability 

in Internet Explorer 
Triggered when language was set to English,  
Chinese, Japanese, Korean and Russian

• 2015 attack on Forbes.com showed malicious  
versions of ‘Thought of the Day’ leveraging 2 
zero-day vulnerabilities (Internet Explorer & Flash)

Water-hole attack
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• Highly targeted phishing attack
• Involves a lot of background research: social media, corporate 

websites, publicly available information
• Does not trigger spam filters
• Very challenging to detect by people and anomaly detectors
• May be sent from hacked, legit email accounts

Spear Phishing
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• Campaign manager of Hillary Clinton

• On March 19, 2016 received a Google 

security alert

• This was a spear-fishing attack by Russian 

intelligence

• Podesta forward the email to his chief of 
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• IT erroneously responded ‘this is a 
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• Bitly is a URL shortening service

• Bitly link is https://bit.ly/1PibSU0

• Expands to  

http:// myaccount.google.com-securitysettingpage.tk/security/signinoptions/password? 
e=am9obi5wb2Rlc3RhQGdtYWlsLmNvbQ==&fn=Sm9obiBQb2Rlc3Rh&n=Sm9obg== ...


• The top-level domain is com-securitysettingpage.tk

John Podesta Phishing Email

Tokelau
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• In 2011 Lockheed Martin was hacked
• F35 design plans were stolen
• The attackers initially hacked RSA security
• Sent phishing emails to 2 groups
• Subject line “2011 Recruitment Plan”
• One employee retrieved the mail from the junk folder and opened 

the Excel file
• The Excel file contained a malware that exploited a zero-day 

vulnerability in Adobe Flash to install a backdoor

Lockheed Martin

https://bits.blogs.nytimes.com/2011/04/02/the-rsa-hack-how-they-did-it/
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• Two art school degrees
• Successful career as a photographer
• 500+ friends on LinkedIn (many known photographers)
• Active Instagram/Facebook accounts
• Relationship status: ‘It's complicated’
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• The phishing attack was unsuccessful
• Iranian hackers (Cobalt Gypsy) created a fake virtual entity: Mia Ash
• Jan 13, Mia Ash contacted an employee via LinkedIn
• Jan 21, Mia asked to continue Facebook
• Correspondence continues via email/WhatsApp/Facebook
• Feb 12 Mia emailed ‘Copy of Photography Survey.xlsm’
• Mia encouraged to open the email at work using corporate email 

account
• The Excel file contained a macro that downloaded PupyRAT
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• A virtual entity created in 2009 by  
Robin Casey and Thomas Ryan (Black Hat 2010)

• 25-year-old ‘cyber threat analyst’
• MIT graduate
• Works at Naval Network Warfare Command in Norfolk, Virginia
• Has 10 years of work experience
• Facebook/LinkedIn/Twitter accounts
• Offered consulting work with Google and Lockheed Martin
• Received dinner invitations from several male contacts
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