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Attacker is able to LEVE RAG E its resources.
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How a TCP begins
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Denial of Service BACKSCATTER

PDededo WQ/ SYN packets B
Q_lﬁ =L Victim
C«.J(‘Gc\’lf Att\cker e FITPTIS )
{

—p Attack
< Backscatter

1‘14(92 ot

e ewss o 7
.__J
N Scepe - Lol fuc
“Acu (Syn Moore,Voelker, Savage 200



Trace-1 Trace-2 Trace-3

Dates (2001) Feb 01 -08 || Feb 11 -18 || Feb 18 —25
Duration 7.5 days 6.2 days 7.1 days

Flow-based Attacks:
Unique victim IPs 1,942 1,821 2,385
Unique victim DNS domains 7750 693 876
Unique victim DNS TLDs 60 62 71
Unique victim network prefixes 1,132 1,085 1,281
Unique victim Autonomous Systems 585 575 677
Attacks 4,173 3,878 4,754
Total attack packets 50,827,217 78,234,768 62,233,762

Event-based Attacks: T
Unique victim IPs 3,147 3,034 3,849
Unique victim DNS domains 987 925 1,128
Unique victim DNS TLDs 73 71 81
Unique victim network prefixes 1,577 1,511 1,744
Unique victim Autonomous Systems 752 755 874
Attack Events 112,457 102,204 110,025
Total attack packets 51,119,549 78,655,631 62,394,290

Table 2: Summary of backscatter database.
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SYN Cookies
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Ping of DEATH

Normal PING requests require 3£bytes.

—

Attack: send a 65k PING request.




DNS traffic amplification

dig yahoo.com any

;; Query time: 6 msec
» SERVER: 128.143.2.7#53(128.143.2.7)

;; WHEN: Thu Sep 13 13:44:04 2012
- MSG SIZE rcvd: 506

~50byte UDP packet leads to a 506b response I OX



d-172-27-45-104: abhi$ dig +bufsize=4096 +dnssec any se @a.ns.se

; <<>> DiG 9.8.1-P1 <<>> +bufsize=4096 +dnssec any se @a.ns.se
;; global options: +cmd

Got answer: \/ < {\\
>>HEADER<<- opcode: QUERY, status: NOERROR, id: 29242 [/\ 5‘ Q
flags: qr aa rd; QUERY: 1, ANSWER: 20, AUTHORITY: 0, ADDITIONAL: 26 D{\‘ t J ‘(a/ (/L) ( \J e / ] S

3 WARNING: recursion requested but not available

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 4096

I 60w dracric op plifiectn,

;; ANSWER SECTION:

se. 172800 IN SOA catcher-in-the-rye.nic.se. registry-default.nic.se. 2012091304 1800 1800 864000 7200
172800 IN RRSIG  SOAS5 1172800 20120925190422 20120913081101 58656 se. DtVv7a9TE2PorcAHozItJ8x8IkkrSJYbUf9zsAUzkZHmadMMcRvm1u1N snzCnURQHILGB7+vOmXySrpl4bW15wVZn6UjcpEEQjq7ugeahK8nOlxJ
Xquxd25R07WR1+\/3dAPm3RH5X7962erKdVXF/E01upf96+ZXW|mOTN If4=
se. 172800 IN e.ns.se.
se. 172800 IN NS b.ns.se.
se. 172800 IN NS c.ns.se.
se. 172800 IN NS a.ns.se.
se. 172800 IN NS i.ns.se.
se. 172800 IN NS g.ns.se.
se. 172800 IN NS d.ns.se.
se. 172800 IN NS f.ns.se.
se. 172800 IN NS j-ns.se.
172800 IN RRSIG NS 51172800 20120924194433 20120911201101 58656 se. M3jZ0lhDkvBfizaxzFgsFWbAEJKN6aj4fn5ZPBIHIwgVTL7jhhsiTd2u HB9KpObDSwIBDxnwvGtr8g+Hem9RitYZXxHkbfP9SXhuKsZVtM7Y5WUB
CF7\wRywwnS\kaSsu7Ewk|7b05aLTHCWu+1/JPDHNUoIHfISqSIJme gvl=
se. 172800 IN TXT "SE zone update: 2012-09-13 09:07:13 +0000 (EPOCH 1347527233) (auto)"
se. 172800 IN RRSIG  TXT 5 1172800 20120927095501 20120913081101 58656 se. CKXLjyfqXBYQqYdkUTKPbAwhzQi24DebVrDqrhOo0vMLgCum4AwjrzaV snDHgvi KSMMSifPYEz5SrVUsOOyxNgmRKjmIXgjRiaylurvZjlpu2kE
Nd3ppJ5LKP7LuZnbrtVWYmFIYNzIkJDj62TZFdYrFRkGXf6JedU8IdIr zpg=
se. 7200 IN NSEC  0-0.se. NS SOA TXT RRSIG NSEC DNSKEY
se. 7200 IN RRSIG  NSEC 5 1 7200 20120924215357 20120910221101 58656 se. ZwvY5T0fW84iqsdrQkglfFhJ6aXYWmLkm-+HCiv9/wisTmTj8UJC1dSHm ysZnr0zZ1PS/D+ymVGc/cMiKb3d8Ng2w-+/piAHpEQqiOtkh38e1ngGX+C
McIBkYV5FiUuEC1QSiM+D7H7GSSPrqUBx2M3heWz8MucQvO3MCL81ESs) WaE=
se. 3600 IN DNSKEY 257 3 5 AWEAAZYYG1hpk8XKHNHpdO/EEg+r4YmIEC4Fn3x2DEsygxDuoT9d/QCi X1pz0omFGCaVfCWHvaScVvWd4xP4kNDnSDQxBzPWLEXE3I0cLseMJ2YM QeBPf3hGhLs6VSDNGFKAZNG4fhri9EBTLvIubL8Kx8cWQKuUU3ASHRVD3
1i71ZB+0kmUKqGilQ yGags5RrR2VDdrXCj9Yay90 KCKITk52AbwVoMPmOOYIPbD4ViBPMk5nmh/dPeCoZoVJxgANZ/doVQxR 5vDkMBYxuhrXuQk3CvZBB011NsXxk9yHtHvp/5gjUVJjvhdRVjRB6/xY RO3c9owi/aM=
se. 3600 IN DNSKEY 256 3 5 AWEAAbTMWA2HUXP60ITEiYuK2E08t4LECZz3acvQl NIGFWqwcDY mWjZgXYmHWsAg| +eQ7/VgLTXI FIPLGHCe1 N4V/iYt0bj! y YYRocjfYhusGumpqJ2G9OUkjJdk5m6EH/+LIp PJmplg
se. 3600 IN DNSKEY 256 3 5 AWEAAe7gh8/AVUjbsQq9PKtoBHOfI/WHTopJCOsEoB7tOaCBov6eN7yO VZT4TOl4idcOR1HGCObFzQOU+4wWBPbVItV8bm1EQm+SNtIONtd6T2d 3wDXhouf1nHCdDKt1mYXuSCaQbgf55xYaPNLEvu5VDtwOILIC2Gu+XdH aONnbY!
3600 IN RRSIG  DNSKEY 5 1 3600 20120924020128 20120910101101 59747 se. GEHtQQL8VOCc8FiVCB7SfQ6/WYrzWhA1ftT8v2JEIRXFOe6e1TurXepZW QZ1F1jky0lQ31Qt7pbsBA/sOviWaB4GLMKkgYG2dZgQUwifMisI5cXyF
EszH+|g63Hh1IsorCEcRLNIxRZ4sTka/cH7IGp1deYpGIRkaMTp ZALZKjBuIHIMMO5hrt6Bh5d/3ATUIWNSiUSJX3gPRY+5BVUfvTKVpB Dw8zR38sHeqBDL3nPLLje6Phlyy hOWfwqFmbJCs+WZiyq1QZ Nm2K3uBMQx7NLaLqFptHb3XBOIhX TWESPLNij17qg+RHHBPgzwiJY+ja ppNHCg==
;; ADDITIONAL SECTION:
a.ns.se. 172800 IN A 192.36.144.107
a.ns.se. 172800 IN AAAA 2a01:3f0:0:301::53
b.ns.se. 172800 IN A 192.36.133.107
c.ns.se. 172800 IN A 192.36.135.107
d.ns.se. 172800 IN A 81.228.8.16
e.ns.se. 172800 IN A 81.228.10.57
f.ns.se. 172800 IN A 192.71.53.583
g.ns.se. 172800 IN A 130.239.5.114
g.ns.se. 172800 IN AAAA  2001:6b0:e:3::1
i.ns.se. 172800 IN A 194.146.106.22
i.ns.se. 172800 IN AAAA  2001:67¢:1010:5::53
j.ns.se. 172800 IN A 199.254.63.1

j.ns.se. 172800 IN AAAA 2001:500:




j ns.se. 172800 IN AAAA 2001:500:2c::1

172800 IN RRSIG A5 3172800 20120926094152 20120912121101 58656 se. cBOVNZRRe7GmP+lld4rNmQJefMQKx+HOq26gCs+k3q7ZttetdFtqZQa7 hGEKWnALIjwglFgxQucnMRrSVso0uZI21zCe7katSYyKOwJSG1dpsk/G QYcMJc/
EAOdeKIVkmA77TWeA\9AtI3ngUslbmmCJOquSAzdoeBwBM 1Go=
a.ns.se. 172800 IN RRSIG AAAA5 3 172800 20120926005130 20120913041101 58656 se. pat/9jqrPpm/AP2czFcNCt477zy9wGgnngeuul+mJsN5146py+4x0dVS 1dp25ul7BS4nwl/I1yBevxhPf2bavfLKOqV16p+/yfcBE9Inw8p0O13B
J9Ad87Lb+4rD2NeiFxAoj210pyR40zsbLwjs1vclgEAzPHh+r661FuV0 Udg=
b.ns.se. 172800 IN RRSIG A5 3172800 20120927063649 20120913021101 58656 se. U8gZpgfi2wCWMrSgnKLyR9VPRyiojP4IGHWISpeyvu3KTZBSzU7Xw/tu QWORTwWjxBkdgTSXNcKJDkQPe8PkMKzPjj/aBéw5dU/QXx7fdyGBYHqIC 2nbc5IliG6+/
aV2Eg5T5LIRj2+RWJnQWxyh6TxtccKa5SdZ8aVz+bMGw IIE=
c.ns.se. 172800 IN RRSIG A5 3172800 20120925203628 20120913081101 58656 se. oqrUBu72ccG3moTYF8mENrp0d3D/n0Z9GX3tHLpu3+kckgAZEMahYeB3 VhESvysengXHy9K++STBH/c/BpZJnOnV109mctZX691/NC7A0cUWK8CE
V2PYkSkRATryT2V4soJWbX1kGrc40UMLatgh6gY7tJPLvnkgeXOu1Fy8 Rjo=
d.ns.se. 172800 IN RRSIG A5 3172800 20120925050254 20120912181102 58656 se. CqEp4Mhg| Tvg5wT! BKNvIwr1590yShYfhtLQpXxKquLe IIHtXbY +kSaA8nKw7rhPGIO6QRbWSFYYIWyP/3KSoBsVTr+ZZ19A+1wd
dK20GMCBSJAKRU4HE4vVFSZJmS5Ivtm5RPSzQxXIT19tCwWNCc1Ggj5ZYaAV ujd=
e.ns.se. 172800 IN RRSIG A5 3172800 20120926152155 20120913021101 58656 se. q0ZASSLoC2MNObxYc8e TNWjNAIbhSzTyKgBbj4akMDyRQxTeA+YtdURZ If/5gvDjOOE7yNojuuAzHD8g+dyn5Z7cgmiLlyilo59huDUkSO0bQZsz
PBLouj9+7NMt2Q5tILJG2a9+BRFpsIE+nAxXMQRpldqJ2l+Zde+DNLU/ XTI=
f.ns.se. 172800 IN RRSIG A5 3172800 20120926062907 20120913041101 58656 se. kzQMEZB1F5KX0610TrKgcqKC8Nip3J5/FyTROO86TdffnIKjQ4Eg83/u yP1kr1LNXCKp8BFHbQKwb50WbxCWOV/BBfWUBL2jexz5N1r+zvCzCOv
4AnfNQhJtE3jR6d6RG4DCurkAheFcaPZtmEbYu+jaZi3xLTew+EQIE+ d+A=
g.ns.se. 172800 IN RRSIG A5 3172800 20120923205729 20120910221101 58656 se. h/pT80Az0YJI7kN7u1Ez6EGFyco56yFNEOJnOIUuJIaKXoiCWxpa4GoV sWMUQOKffPpfZbOqZf8srgQjKmjhkJwGCn+detbGu9znamKVD1o0aYbwG XT3Dn27XEBPVrOdwS5seddbKWCZm102\
MTl4cGp1wfuQrkmU9NfJs hOk=
g.ns.se. 172800 IN RRSIG  AAAAS5 3 172800 20120924031728 20120910161101 58656 se. EIU7iR+eAImNWeCGpLxE39980WAyKOGsDnEgcGF9fyhcxFgw3sDB5kGR /iMGM12RhuK33S3u8te/KQ5DIByeR7Mfj+L7TJR4q1p4rwrxyl6WC450 9wZRUtBZu/
Zv7UIWWOJDKzGdCaphqj5ey1L114pyg8QsBPqH2KzbJSWE VYU=
i.ns.se. 172800 IN RRSIG A5 3172800 20120926182411 20120912221101 58656 se. YrdQpeZ1iZKYAos1jw6tRrE6uO/H/Eq| JPITQq 1 LDYTn7i8QoOJPPINDINjAJxXa15pLqlE2PLZdwq9Qzf3ytg04Tetn6FV 3P+X7al6aZuzAjZnm6/
cBigP2s+Pq96xQbAaqTEqXid5MuKDk2k6NMd QCg=
i.ns.se. 172800 IN RRSIG  AAAAS5 3 172800 20120924081359 20120911001101 58656 se. OBy/eN25dUM/kZMsY20Jb6R/VYrQmhPXt3Px401Ir1 HBv4YJ3HddW5fX ZHgO95CLHDMQX3VQf0zTvHeyKb5rqk/EtZwF6hk/1h6HL7FGytXIzGEb ABr/rU74yk6LU2aDJ5ThEQ793dz8ifj2F/
gu+WDpWP72zp3s+I9naiTM vEO=
j-ns.se. 172800 IN RRSIG A5 3172800 20120923152202 20120910141102 58656 se. hFM3pCOtgLGzik7ppcGQrtMDFXTxSKUGqTtbpRtTmEnRHzm3btpdtOg1 IG2YHyFaD/dIKAOwa9qQqjGaifQCc8xY+MkvqFU2MEO83F/tigmSC-+un bWrbytxCXhaKjaU2ZI5/Mk5GsfvB/

fNIBBPIZ5RbrohAbXUQIK6Uz44v yQA=
;; Query time: 126 msec

1 SERVER: 192.36.144.107#53(192.36.144.107)
3 WHEN: Thu Sep 13 06:20:08 2012

- MSG SIZE rcvd: 4073



Privacy/Tracking Attacks



NMAP

Nmap ("Network Mapper") is an open source tool for network exploration and security
auditing. It was designed to rapidly scan large networks, although it works fine against
single hosts. Nmap uses raw IP packets in novel ways to determine what hosts are available
on the network, what services (application name and version) those hosts are offering, what
operating systems (and OS versions) they are running, what type of packet filters/firewalls
are in use, and dozens of other characteristics.While Nmap is commonly used for security
audits, many systems and network administrators find it useful for routine tasks such as
network inventory, managing service upgrade schedules, and monitoring host or service
uptime.



OS fingerprinting
subtle differences in implementations allows an attacker to determine
OS and version numbers.

MacBook-Pro:p8 abhi$ sudo nmap -0 localhost

Password:

Starting Nmap 7.91 ( https://nmap.org ) at 2021-04-20 05:23 EDT
Nmap scan report for localhost (127.0.0.1)

Host is up (0.00014s latency).

Other addresses for localhost (not scanned): ::1

Not shown: 993 closed ports

PORT STATE SERVICE

22/tcp open ssh

1025/tcp open NFS-or-IIS

1080/tcp open socks

1110/tcp open nfsd-status

3000/tcp open ppp

8086/tcp open d-s-n

49161/tcp open unknown

Device type: general purpose

Running: Apple macOS 10.14.X

0S CPE: cpe:/o:apple:mac_os_x:10.14

0S details: Apple macOS 10.14 (Mojave) (Darwin 18.2.0 - 18.6.0)
Network Distance: @ hops



MacBook-Pro:p8 abhi$ sudo

launchd
launchd
launchd
launchd
UploadDae
UploadDae
rapportd
rapportd
DashlaneA
DashlaneP
BlueJeans
IPNExtens
Adobe\x20
java

java

java

java

java
com.docke
com.docke
com.docke
hugo

1
1
1

1

root
root
root

482 panopto_upload
482 panopto_upload

552
552
660
790
1138
1159
1231
28404
28404
28404
28404
28404
49813
49813
49847
50331

abhi
abhi
abhi
abhi
abhi
abhi
abhi
abhi
abhi
abhi
abhi
abhi
abhi
abhi
abhi
abhi

-1 | grep LISTEN

7u
8u
10u
11u
7u
8u
4u
5u
7u
12u
3u
13u
14u
35u
36u
37u
38u
39u
89u
120u
24u
1406u

IPv6
IPv4
IPv6
IPv4
IPv4
IPv6
IPv4
IPv6
IPv4
IPv4
IPv4
IPv4
IPv4
IPv6
IPv6
IPv6
IPv6
IPv6
IPv6
IPv6
IPv4
IPv4

0x12effbdaedlc4dof
0x12effbdae8e89237
0x12effbdaedlc4adof
0x12effbdae8e89237
0x12effbdb01813e27
0x12effbdaedlc671f
0x12effbdaed2c9c3f
0x12effbdb050f873f
0x12effbdaf4ab42647
0x12effbdae7a2304f
0x12effbdb0269d237
0x12effbdaf4b4304f
0x12effbdaed2c882f
0x12effbdaeadcf3df
0x12effbdaf6dfba7f
0x12effbdb0322f3df
0x12effbdaf2fc6d7f
0x12effbdaf2fc40df
0x12effbdaf418d3ff
0x12effbdaed1c60bf
0x12effbdaf324e647
0x12effbdaf6f49c3f

0to
0to
0to
0t0
0to
0t0
0to
0t0
0to
0t0
0to
0t0
0to
0to
0to
0to
0to
0to
0t0
0to
0t0
0to

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

*
*
*

*

:ssh (LISTEN)
:ssh (LISTEN)
:ssh (LISTEN)
:ssh (LISTEN)

localhost:49220 (LIS
localhost:49220 (LIS

*:
* 3

64496 (LISTEN)
64496 (LISTEN)

localhost:49161 (LIS
localhost:11456 (LIS
localhost:18171 (LIS
localhost:49340 (LIS
localhost:15292 (LIS

Tcp
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

*

R EEE:

:blackjack (LISTEN)
:nfsd-status (LISTEI
:imyx (LISTEN)
:socks (LISTEN)
:iclpv-dm (LISTEN)
:8086 (LISTEN)

:hbci (LISTEN)
162762 (LISTEN)
ocalhost:bmc_patrol



Network Anonymity

My browser essentially determines my identity.



http://panopticlick.eff.org/index.php

Your browser fingerprint appears to be
unique among the 2,407,421 tested so far.

Currently, we estimate that your browser has a
fingerprint that conveys at least 21.2 bits of
identifying information.

The measurements we used to obtain this
result are listed below. You can read more
about our methodology, statistical results, and
some defenses against fingerprinting in this
article.

Help us increase our sample size:



SYSTEM FONTS 1 in 2407421 have this set of fonts.

Adobe Caslon Bold Alternate, Adobe Caslon Bold ltalic Alternate, Adobe Caslon ltalic Alternate, Adobe Caslon Regular Alternate, Adobe Caslon Semibold Alternate, Adobe Caslon Semibold ltalic Alternate, Adobe Caslon Bold, Adobe Caslon Bold Italic, Adobe Caslon Bold Italic Oldstyle Figures, Adobe Caslon Bold Oldstyle Figures, Adobe Caslon ltalic, Adobe
Caslon ltalic Oldstyle Figures, Adobe Caslon Ornaments, Adobe Caslon Regular, Adobe Caslon Regular Small Caps & Oldstyle Figures, Adobe Caslon Semibold, Adobe Caslon Semibold Italic, Adobe Caslon Semibold ltalic Oldstyle Figures, Adobe Caslon Semibold Small Caps & Oldstyle Figures, Adobe Caslon Bold Italic Swash, Adobe Caslon Italic Swash,
Adobe Caslon Semibold ltalic Swash, Adobe Caslon Bold Expert, Adobe Caslon Bold Italic Expert, Adobe Caslon ltalic Expert, Adobe Caslon Regular Expert, Adobe Caslon Semibold Expert, Adobe Caslon Semibold talic Expert, Adobe Caslon Pro TNY, Adobe Caslon Pro TNY ltalic, Adobe Caslon Pro TNY, Adobe Caslon Pro TNY Bold, Adobe Caslon Pro TNY
Bold talic, Adobe Garamond Bold, Adobe Garamond Bold Italic, Adobe Garamond Bold Italic Oldstyle Figures, Adobe Garamond Bold Oldstyle Figures, Adobe Garamond ltalic, Adobe Garamond Regular, Adobe Garamond Small Caps & Oldstyle Figures, Adobe Garamond Semibold, Adobe Garamond Semibold ltalic, Adobe Garamond Semibold Italic Oldstyle
Figures, Adobe Garamond Semibold Small Caps & Oldstyle Figures, Adobe Garamond Titling Capitals, Adobe Garamond Bold Expert, Adobe Garamond Bold ltalic Expert, Adobe Garamond ltalic Expert, Adobe Garamond Regular Expert, Adobe Garamond Semibold Expert, Adobe Garamond Semibold ltalic Expert, Abadi MT Condensed Exira Bold, Abadi MT
Condensed Light, Al Bayan Plain, Al Bayan Bold, American Typewriter, American Typewriter Bold, American Typewriter Condensed, American Typewriter Condensed Bold, American Typewriter Condensed Light, American Typewriter Light, Amputa, Andale Mono, Apple Chancery, Apple Braille, Apple Braille Outline 6 Dot, Apple Braille Outline 8 Dot, Apple
Braille Pinpoint 6 Dot, Apple Braille Pinpoint 8 Dot, Apple Color Emoji, AppleGothic Regular, AppleMyungjo Regular, Apple SD Gothic Neo Bold, Apple SD GothicNeo ExtraBold, Apple SD Gothic Neo Heavy, Apple SD Gothic Neo Light, Apple SD Gothic Neo Medium, Apple SD Gothic Neo Regular, Apple SD Gothic Neo SemiBold, Apple SD Gothic Neo Thin,
Apple SD Gothic Neo UltraLight, Apple Symbols, Arial Black, Arial Bold Italic, Arial Bold, Arial ltalic, Arial Hebrew, Arial Hebrew Bold, Arial, Arial Narrow, Arial Narrow Bold, Arial Narrow Bold ltalic, Arial Narrow Italic, Arial Rounded MT Bold, Arial Unicode MS, Avenir Black, Avenir Black Oblique, Avenir Book, Avenir Book Oblique, Avenir Heavy, Avenir Heavy
Oblique, Avenir Light, Avenir Light Oblique, Avenir Medium, Avenir Medium Oblique, Avenir Oblique, Avenir Roman, Avenir Next Bold, Avenir Next Bold ltalic, Avenir Next Demi Bold, Avenir Next Demi Bold Italic, Avenir Next Heavy, Avenir Next Heavy ltalic, Avenir Next Italic, Avenir Next Medium, Avenir Next Medium ltalic, Avenir Next Regular, Avenir Next Utra
Light, Avenir Next Ultra Light Italic, Avenir Next Condensed Bold, Avenir Next Condensed Bold ltalic, Avenir Next Condensed Demi Bold, Avenir Next Condensed Demi Bold talic, Avenir Next Condensed Heavy, Avenir Next Ccndensed Heavy ltalic, Avemr Next Condensed ltalic, Avenir Next Condensed Medium, Avenir Next Condensed Medium ltalic, Avenir
Next Condensed Regular, Avenir Next Condensed Ultra Light, Avenir Next Condensed Ultra Light ltalic, Ayuthaya, Baghdad, Bangla MN, Bangla MN Bold, Bangla Sangam MN, Bangla Sangam MN Bold, 0ld Fac Bol Bold Italic, Italic. SemiBold, SemiBold ltalic, Batang,
Bauhaus 93, Bell MT, Bell MT Bold, Bell MT Italic, Bernard MT Condensed, Big Caslon Medium, Blackout Midnight, Book Antiqua, Book Antiqua Bold, Book Antiqua Bold ltalic, Book Antiqua Italic, Bookman Old Style, Bookman O Style Bold, Bookman O\d Style Bold ltalic, Bokman OId Style Italic, Bookshelf Symbol 7, Braggadocio, Britannic Bold, Brush
Script MT ltalic, Calibri, Calibri Bold, Calibri Bold ltalic, Calibri Italic, Calisto MT Bold, Calisto MT, Calisto MT Bold ltalic, Calisto MT talic, Cambria, Cambria Bold, Cambria Bold ltalic, Cambria ltalic, Cambria Math, Candara, Candara Bold, Candara Bold Italic, Candara ltalic, Century, Century Gothic, Century Gothic Bold, Century Gothic Bold ltalic, Century
Gothic talic, Century Century Bold, Century Bold Halc, Century Schoolbook alic, Chalkboard, Chalkboard Bold, Chalkboard SE Bold, Chalkboard SE Light, Chalkboard SE Regular, Chalkduster, Charcoal CY, Cochin, Cochin Bold, Cochin Bold lalc, Cochin talic, Colonna MT, Comio Sans MS, Comic Sans MS Bod,
Consolas, Consolas Bold, Consolas Bold talic, Consolas Italic, Constantia, Constantia Bold, Constantia Bold Italic, Constantia ltalic, Cooper Black, CoppepanAIChoco, CoppepanCreamAl, C Bold, C Light, C Gothic Bold, C: Gothic Light, Corbel, Corbel Bold, Corbel Bold talic, Corbel Italic, Corsiva
Hebrew, Corsiva Hebrew Bold, Courier, Courier Bold, Courier Bold Oblique, Courier Oblique, Courier New Bold talic, Courier New Bold, Courier New ltalic, Courier New, Curlz MT, BiauKai, Damascus, Damascus Bold, DecoType Naskh, Delicious-Bold, Delicious-Boldtalic, Delicious-Heavy, Del Italic, Delicious-Roman, Deli IiCaps, Desdemona,
Devanagari MT, Devanagari MT Bold, Devanagari Sangam MN, Devanagari Sangam MN Bold, Didot, Didot Bold, Didot Htalc, Digital-7, District Thin, Dublronic Solid, Dublronic Infine, Edwardian Script ITC, Engravers MT, Engravers MT Bold, Euphemia UCAS, Euphemia UCAS Bold, Euphemia UCAS ltalic, Eurostile Bold, Eurostile, Fontin Bold, Fontin ltalic,
Fontin Regular, Fontin SmallCaps, Footlight MT Light, Frankiin Gothic Book, Franklin Gothic Book talic, Franklin Gothic Medium, Frankiin Gothic Medium ltalic, Futura Book, Futura Condensed ExtraBold, Futura Condensed Medium, Futura Medium, Futura Medium ltalic, GB18030 Bitmap, Gabriola, Garamond, Garamond Bold, Garamond ltalic, Geeza Pro,
Geeza Pro Bold, Geneva, Geneva CY, Georgia, Georgia Bold, Georgia Bold Italic, Georgia ltalic, Gill Sans, Gill Sans Bold, Gill Sans Bold ltalic, Gill Sans ltalic, Gill Sans Light, Gill Sans Light ltalic, Gill Sans Ultra Bold, Gill Sans MT, Gill Sans MT Bold, Gill Sans MT Bold ltalic, Gill Sans MT ltalic, Gloucester MT Extra Condensed, Goudy Old Style Bold, Goudy
0Old Style ltalic, Goudy Old Style, Gujarati MT, Gujarati MT Bold, Gujarati Sangam MN, Gujarati Sangam MN Bold, Gulim, Gurmukhi MN, Gurmukhi MN Bold, Gurmukhi Sangam MN, Gurmukhi Sangam MN Bold, Haettenschweiler, Harrington, Helvetica, Helvetica Bold, Helvetica Bold Oblique, Helvetica Light, Helvetica Light Oblique, Helvetica Oblique,
Helvetica CY Bold, Helvetica CY BoldOblique, Helvetica CY Oblique, Helvetica CY Plain, Helvetica Neue, Helvetica Neue Bold, Helvetica Neue Bold ltalic, Helvetica Neue Condensed Black, Helvetica Neue Condensed Bold, Helvetica Neue ltalic, Helvetica Neue Light, Helvetica Neue Light Italic, Helvetica Neue Medium, Helvetica Neue UltraLight, Helvetica
Neue UltraLight Itaic, Herculanum, Hiragino Kaku Gothic Pro W3, Hiragino Kaku Gothic Pro W6, Hiragino Kaku Gothic ProN W3, Hiragino Kaku Gothic ProN W6, Hiragino Kaku Gothic Std W8, Hiragino Kaku Gothic StdN W8, Hiragino Maru Gothic Pro W4, Hiragino Maru Gothic ProN W4, Hiragino Mincho Pro W3, Hiragino Mincho Pro W6, Hiragino Mincho
ProN W3, Hiragino Mincho ProN W, Hiragino Sans GB W3, Hiragino Sans GB W6, Hoefler Text Black, Hoefler Text Black talic, Hoefler Text Italic, Hoefler Text Ornaments, Hoefler Text, Hydroplane Regular, Impact, Imprint MT Shadow, InaiMathi, HeadLineA Regular, PilGi Regular, GungSeo Regular, PCMyungjo Regular, Kailasa Regular, Kannada MN,
Kannada MN Bold, Kannada Sangam MN, Kannada Sangam MN Bold, Kefa Bold, Kefa Regular, Khmer MN, Khmer MN Bold, Khmer Sangam MN, Kino MT, Kokonor Regular, Krungthep, KufiStandardGK, Latin Modern Mono 10 Italic, Latin Modern Mono 10 Regular, Latin Modern Mono 12 Regular, Latin Modern Mono 8 Regular, Latin Modern Mono 9
Regular, Latin Modern Mono Caps 10 Oblique, Latin Modern Mono Caps 10 Regular, Latin Modern Mono Light 10 Bold, Latin Modern Mono Light 10 Bold Oblique, Latin Modern Mono Light 10 Oblique, Latin Modern Mono Light 10 Regular, Latin Modern Mono Light Cond 10 Oblique, Latin Modern Mono Light Cond 10 Regular, Latin Modern Mono Prop 10
Oblique, Latin Modern Mono Prop 10 Regular, Latin Modern Mono Prop Light 10 Bold, Latin Modern Mono Prop Light 10 BoldOblique, Latin Modern Mono Prop Light 10 Oblique, Latin Modern Mono Prop Light 10 Regular, Latin Modern Mono Slanted 10 Regular, Latin Modern Roman 10 Bold, Latin Modern Roman 10 Bold ltalic, Latin Modern Roman 10 Italic,
Latin Modern Roman 10 Regular, Latin Modern Roman 12 Bold, Latin Modern Roman 12 ltalic, Latin Modern Roman 12 Regular, Latin Modern Roman 17 Regular, Latin Modern Roman 5 Bold, Latin Modern Roman 5 Regular, Latin Modern Roman 6 Bold, Latin Modern Roman 6 Regular, Latin Modern Roman 7 Bold, Latin Modern Roman 7 Italic, Latin
Modern Roman 7 Regular, Latin Modern Roman 8 Bold, Latin Modern Roman 8 Italic, Latin Modern Roman 8 Regular, Latin Modern Roman 9 Bold, Latin Modern Roman 9 Italic, Latin Modern Roman 9 Regular, Latin Modern Roman Caps 10 Oblique, Latin Modern Roman Caps 10 Regular, Latin Modern Roman Demi 10 Oblique, Latin Modern Roman Demi
10 Regular, Latin Modern Roman Dunhill 10 Oblique, Latin Modern Roman Dunhill 10 Regular, Latin Modern Roman Slanted 10 Bold, Latin Modern Roman Slanted 10 Regular, Latin Modern Roman Slanted 12 Regular, Latin Modern Roman Slanted 17 Regular, Latin Modern Roman Slanted 8 Regular, Latin Modern Roman Slanted 9 Regular, Latin Modern
Roman Unslanted 10 Regular, Latin Modern Sans 10 Bold, Latin Modern Sans 10 Bold Oblique, Latin Modern Sans 10 Oblique, Latin Modern Sans 10 Regular, Latin Modem Sans 12 Oblique, Latin Modern Sans 12 Regular, Latin Modern Sans 17 Oblique, Latin Modern Sans 17 Regular, Latin Modern Sans 8 Oblique, Latin Modern Sans 8 Regular, Latin
Modern Sans 9 Oblique, Latin Modern Sans 9 Regular, Latin Modern Sans Demi Cond 10 Oblique, Latin Modern Sans Demi Cond 10 Regular, Latin Modern Sans Quotation 8 Bold, Latin Modern Sans Quotation 8 Bold Oblique, Latin Modern Sans Quotation 8 Oblique, Latin Modern Sans Quotation 8 Regular, Lao MN, Lao MN Bold, Lao Sangam MN, Wide
Latin, League Gothic, Apple LiGothic Medium, LiHei Pro, LiSong Pro, Apple LiSung Light, Lot, Lucida Blackletter, Lucida Bright, Lucida Bright Demibold, Lucida Bright Demibold Italic, Lucida Bright Italic, Lucida Calligraphy ltalic, Lucida Console, Lucida Fax Regular, Lucida Fax Demibold, Lucida Fax Demibold Italic, Lucida Fax ltalic, Lucida Grande, Lucida
Grande Bold, Lucida Handwriting Italic, Lucida Sans Regular, Lucida Sans Demibold Roman, Lucida Sans Demibold uanc Lucida Sans Italic, Lucida Sans Typewriter Regular, Lucida Sans Typewriter Bold, Lucida Sans Typewriter Bold Oblique, Lucida Sans Typewriter Oblique, Lucida Sans Unicode, MS Gothic, MS Mincho, MS PGothic, MS PMincho, MS
Reference Sans Serif, MS Reference Specialty, MT Extra, MN, MN Bold, Sangam Mi Sangam MN Bold, Marion Bold, Marion Italic, Marion Regular, Marker Felt Thin, Marker Felt Wide, Marlett, MathJax_Math-Italic, Matura MT Script Capitals, Meiryo, Meiryo Bold, Meiryo Bold Italic, Meiryo Italic, Menlo Bold,
Menlo Bold ltalic, Menlo ltalic, Menlo Regular, Microsoft Yi Baiti, Microsoft Himalaya, Microsoft Sans Serif, Microsoft Tai Le‘ Microsoft Tai Le Bold, MingLiU_HKSCS-ExtB, MingLiU_HKSCS, MingLiU, MingLiU-ExtB, Minion Black, Minion Bold, Minion Bold talic, Minion Italic Display, Minion Regular Display, Minion ltalic, Minion Regular, Minion Semibold, Minion
Semibold Htalic, Mistral, Modern No. 20, Molot, Monaco, Mongolian Bam Monotype Corsiva, Gurmukhi MT, Monotype Sorts, Mshtakan, Mshtakan Bold, Mshtakan BoldOblique, Mshtakan Obiique, Myanmar MN, Myanmar MN Bold, Myanmar Sangam MN, Myriad MM, Myriad MM ltalic, NYIvinEMAC, Nadeem, Nanum Brush Seript, NanumGothic, NanumGothic
Bold, ExtraBold, ExtraBold, Nanum Pen Script, New Peninim MT, New Peninim MT Bold, New Peninim MT Bold Inclined, New Peninim MT Inclined, News Gothic MT, News Gothic MT Bold, News Gothic MT Italic, Noteworthy Bold, Noteworthy Light, Omnes Black, Omnes Black ltalic,
Omnes Bold, Omnes Bold Italic, Omnes ExtraLight, Omnes Extranght \tallc Omnes Hairline, Omnes Hairline Italic, Omnes Light, Omnes Light ltalic, Omnes Medium, Omnes Medium Italic, Omnes Regular, Omnes Regular Italic, Omnes Semibold, Omnes Semibold ltalic, Omnes Thin, Omnes Thin Italic, Onyx, Optima Bold, Optima Bold ltalic, Optima
ExtraBlack, Optima Italic, Optima Regular, Orbitron Black, Orbitron Bold, Orbitron Light, Orbitron Medium, Oriya MN, Oriya MN Bold, Oriya Sangam MN, Oriya Sangam MN Bold, Osaka, Osaka-Mono, PMingLiU, PMingLiU-ExtB, PT Sans Bold, PT Sans Bold Italic, PT Sans Caption, PT Sans Caption Bold, PT Sans ltalic, PT Sans Narrow, PT Sans Narrow
Bold, PT Sans, Palatino Bold, Palatino Bold ltalic, Palatino Italic, Palatino, Palatino Linotype Bold, Palatino Linotype Bold ltalic, Palatino Linotype ltalic, Palatino Linotype, Papyrus, Papyrus Condensed, Pasion, Perpetua, Perpetua Bold, Perpetua Bold Italic, Perpetua Italic, Perpetua Titling MT Bold, Perpetua Titling MT Light, PicoSuperUitraBold, Pincoyablack
Black Plantagenet Cherokee, Playbil, Raanana, Raanana Bold, Rockwel\ Rockwel Boid, Rockweu Bold Halc, RockwellExtra Bold, Rockwvel Halic, Hel Regular, Kl Regular, STFangsong, STHeit Helt SC Ligt, et SC Medium, Heil TC Ligh, Hei TC Mediu, STIXGeneral-Bold. STIXGeneral-Bolalc, STIXGenera-Halic, STIXGeneral-Regular

D-Bold, STiXIntegralsD-Regular, STI qular, STIXIntegralsUp-Bold, STiXIntegralsUp-Regular, ST D-Bold, STI Regular, ST m-Bold, STiXIntegralsUpSm-Regular, STIXNonUnicode-Bold, STIXNonUnicod STIXNonU , STIXNonUnicode-
Regu\ar STIXSi -Regular, STI Bold, s‘r i -Re gular STIXSlzeOneSym Bold, STIXSizeOneSym-Regular, STIXSlzeThreeSym Bold, STIXSlzeThreeSym Regular, STIXSlzeTwoSym Bold, STIXSizeTwoSym-Regular, STIXVariants-Bold, STIXVanants Regular, STKam Kam SC Black, Kaii sc Ba\d Kaiti SC Regular,
STSong, Songti SC Black, Songti SC Bold, Songti SC Light, Songti SC Regular, STxihei, Sabon LT Std Bold, Sabon LT Std Bold Italic, Sabon LT Std Htalic, Sabon LT Std Roman, Sathu, Silom, SimHei, SimSun, SimSun-Ex8, Sinhala MN, Sinhala MN Bold, Sinhala Sangam MN, Sinhala Sangam MN Bold, Skia Regular, Skia Regular, Skia Regular, Skia
Regular, Skia Regular, Skia Regular, Skia Regular, Skia Regular, Skia Regular, Skia Regular, Sliced AB , Stencil, Symbol, Tahoma, Tahoma Negreta, Tamil MN, Tamil MN Bold, Tamil Sangam MN, Tamil Sangam MN Bold, Telugu MN, Telugu MN Bold, Telugu Sangam MN, Telugu Sangam MN Bold, Thonburi, Thonburi Bold, Times Bold, Times Bold ltalic, Times
Italic, Times Roman, Times New Roman Bold ltalic, Times New Roman Bold, Times New Roman Italic, Times New Roman, Trebuchet MS Bold Italic, Trebuchet MS, Trebuchet MS Bold, Trebuchet MS Italic, Tw Cen MT Bold, Tw Cen MT Bold ltalic, Tw Cen MT Italic, Tw Cen MT, Verdana, Verdana Bold, Verdana Bold Italic, Verdana ltalic, Webdings, Wingdings,
Wingdings 2, Wingdings 3, Yanone Kaffeesatz Bold, Yanone Kaffeesatz Light, Yanone Kaffeesatz Regular, Yanone Kaffeesatz Thin, YoshiRule-Regular, Yuppy SC Regular, Yuppy TC Regular, Zag Bold, Zag Regular, Zapf Dingbats, Zapfino, advent Bd2, bubbleboddy Fat, bubbleboddy light Light (via Flash)
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Figure 1. TSopt clock offset-sets for two
sources in BBy. Trace recorded on an OC-
48 link of a U.S. Tier 1 ISP, 2004-04-28 19:30—
21:30PDT. The source with the wide band has
a 10 Hz TSopt clock, the source with the nar-
row band has a 100 Hz TSopt clock. A source
with no clock skew would have a horizontal
band.
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Figure 3. TSopt clock offset-sets for 69
Micron 448MHz Pentium Il machines run-
ning Windows XP Professional SP1. Trace
recorded on host2, three hops away, 2004-
09-10 08:30PDT to 2004-09-14 08:30PDT.

Remote Physical Device Finterprinting [KBCO5]



Remember DNS Query?

ROOt  http://wwwinternic.net/domain/root zone
/h
com org mil uk (eEu fr to biz
nort@aséern
khoﬁry .

@ 5 DNS queries



Cannot run

DNS Query for
EVERY URL!



Solution: cache it




First time

Addr for neu.edu?

/\

Addr for neu.edu?

~—~——

Local DNS Cache

Authoritative NS
e

A§SW\4S HUsS aasdor s covect

http://www.clker.com/clipart-1826.html




Second time

Addr for neu.edu?

“l just looked that up.
The answer is 23.38.112.27”

Local DNS Cache

http://www.clker.com/clipart-1826.html




Solution: cache it

two small problems:AUI_H.ENILCITY
AVAILABILITY &—

——



DNS Cache POISON



Addr for neu.edu? Addr for neu.edu?

Local DNS
Authoritative NS

http://www.clker.com/clipart-1826.html




Addr for neu.edu?

FAKE RESPONSE can:

Local DNS

provide the wrong answer
for neu.edu

provide the wrong answer
for other domains!



FAKE RESPONSE can:

Addr for neu.edu? provide the wrong answer
for neu.edu

provide the wrong answer
for other domains!

Local DNS these responses can be

cached for days!

they affect everyone else
using that local DNS!




Attacker’s fake response needs
to APPEAR as a legitimate
RESPONSE.



2Livest DASSeC

DNS packet uop = v

15 16

identification flags T

Information about number of questions number of answer RRs 12 bytes

query (name, type) ‘
number of authority RRs | number of additional RRs

Resource Records
in response to a

query

Records for

Additional helpful authority servers

information

http://en.wikibooks.org/wiki/Communication_Networks/DNS



Attacker’s fake response needs
to APPEAR as a legitimate
RESPONSE and arrive FIRST.

Needs to GUESS: Query ID
UDP Port



Attacker makes one bogus website

<img src="http://bogus|.yahoo.com”>

o=
<img src="http://bogus2yahoo.com”>
d—

—

<img src="http://bogus 000.yahoo.com”>

-
P ———



A is a
public resource.



If you are on the same
network (WIFI), then sniffing
makes DNS cache poison
easy.

-

Guess is not necessary.

You can answer first.



Not on same network

webserver for freeipads.com



Not on same network

|. GET index.html

‘“ : """:"*"-' | e _am = P
| \\\_ webserver for freeipads.com
\, 2. Reply with page that has <img src=apple.com/...>

. Reply with DNS entry for apple.com
so very quickly,and 100,000 times /




Implementation detail of DNS

DNS ID has 65,536 possibilities.
Suppose the DNS lookup agent uses SEQUENTIALLY chosen ids.




Implementation detail of DNS

0. DNS lookup on freeipads.com

record the ID used
in this request and
respond with n+1| here

webserver/DNS for freeipads.co

2. Reply with page that has <img src=apple.com/...>
3. Reply with DNS entr¥ for apple.com

so very quickly,and 100,000 times



Kaminsky DNS Attack ”"r'nm e

3. The attacker repeats steps 1

and 2 using different prefixes: aab.

paypal.com, aac.paypal.com, and so

on, until the targeted server finally

a DNS query for accepts a spoofed response. The

the nonexistent spoofed response “poisons” the

aaa.paypal.com. p cache of the name server with a false
) 3 address for www.paypal.com.

DNS query

1. An attackerissues

Attacker

\ 2. The attacker immediately

sends fake responses to his
Response

own guery, each containing S

a different query ID number

and a false IP address

for www.paypal.com. 4. Users accessing www.paypal.com
s through the poisoned name server are

directed instead to a Web site that looks
like PayPal's but works only to harvest

_— \ their user names and passwords.




How to mitigate network attacks?
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Firewalls

&2 AS, C/Q(O
Stateless Racket Filter Rules based on addr/port + header info
Statefull Packet Filter above + state between each packet

Statefull Packet Inspection above + can inspect the data of the package



StateLESS Packet Filter

Rules based on addr/port + header info

Look at the packet and decide immediately
whether to drop or forward.



Remote

e| ocal subnet has all traffic

Packet
Filtering ;113 lto Ckel((i )1 from remote network |
etwor .
Gateway - blocks (say, network with

IP address 253.128.x.x)

L

Dl HTTP
= = &S

Local (Protected) Network

!

Remote
(Accepted)
Network 2

—~——

¢ Allow some traffic from Remote Network 2 (say,
253.127.x.x), but only if it is destined for port 80
(web-traffic), Drop all other ports



100.50.25.3

%ﬁ — ) 100.50.25.x
< 5

Screening
Router

100.50.25.1 100.50.25.2

Subnet 100.50.25.x

A
\ 4

prevent external traffic from “spoofing” internal addresses.



StateFULL Packet Filter

Rules based on addr/port + header info

networks scans can be detected and stopped

detect invalid tcp packets



Statefull Packet Inspection

can filter for known attacks/shellcode
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W—%_Z Passphrase SS%D

“Slow hash function”
WPA2 uses a (PBKDF2)
passphrase to

generate a PSK, (PSK)
which is used
to generate a
PMK and PTK.




\N PAZ Passplhrase SS!D

|

“Slow hash function”

WPA2 uses a (PBKDF2) hex Ebgte ey

assphrase to
Passp PSK/

generate a PSK, . SSID SSIDlLen
which is used —

tO generate d “Slow hash function”

PMK and PTK. D

b

e



WPA2

WPA2 uses a
passphrase to
generate a PSK,
which is used
to generate a
PMK and PTK.

Passplhrﬁ SS!D — guL/:C_

|
“Slow hash function”
(PBKDF2)

(PSK) SSID SSIDlLen

|

“Slow hash function”
(PBKDF2)

@) NonceA NonceC
(pre master-key)

— [ S— — — =
—
po\a\;

(PTR)(KCK, KEK, TK)



Wit 4-Way handshake

assphrase
passphrase << o
. 1A
.,;{zz}'-.

[calculate PMK] [calculate PMK]



Wifi 4-way handshake

passphrase passphrase
' (A
[calculate PMK] [calculate PMK]

_ NonceA
e——
[compute PTK]




Wif1 4-way handshake

h
passphrase passpnrase
| 1)
==
V
[calculate PMK] NonceA [calculate PMK]
_ NonceA ——
compute PTK] [compute PTK,

NonceC + MsgIntCode :
Verify MIC]

The KCK is used to compute MIC.



Wifi 4-way handshake

—

passphrase passphrase
| =\

V

[calculate PMK] NonceA O [calculate PMK]

_ NonceA  ©

[compute PTK]

P NonceC + MsglntCode [compute PTK,
Verify MIC]

The KCK is used to compute MIC.

[verify MIC] Keylnstall + MsgintCode =
eyinstalled + MsgintCode ®




How to attack a WPA2 session

passphrase passphrase
| W 22
V NonceC + MsgIntCode
M

The KCK is used to compute MIC.

Listen for the NonceA, NonceC, MIC value, AP MAC, cl|ent MAC, SSID.
__—For each passphrase In the dlctlonary
Use passphrase to compute PMK;, PTK.
Use PTK to compute a MIC and test whether it is equal to captured one.



W Ea Uz

844 B O T ™

< Wi-Fi hotspot

Honest user
trying to connect

Pixel phone sharing wifi

_—

Attacker using packet capture over wifi



Why does this attack succeed?

Most people use bad passwords for wifl.



Review



Our main topics

Authentication, passwords —

Cryptography

Authorization

Social engineering

Systems security

Exploits: System, Web, Network




Passwords and Authentication

What is authentication?

Classes of secrets?

Methods and attacks against passwords?

Passwords in the real (distributed) world, Oauth, 2fa.



Cryptography

Weys - Privacy: 2\/\@[& (’h N

Authenticity: S 9 ol yees

Hashing:

L MAC.



Authorization

Basics of an access control check

Access Control Check

* Given an access request from a subject, on behalf of a principal, for
an object, return an access control decision based on the policy

-
2—-0—0
Principal Subjelct t

Policy Iiii

3

@
O

Deny



Authorization

Basics of an access control check

TWO types Access Control Models

* Discretionar ss Control (DAC)
+ The kind of access control you are familiar with
* Access rights propagate and may be changed at subject’s discretion
+ Implemented in Windows and Linux
* Main issues:
- Ambient authority (subjects inherit all permissions of principals)
* Confused deputies (subject doesn’t know which principal it serves); setuid

* Mandatory Access Control (MAC)

Access of Subjects to objects is based on a system-wide policy managed by admin o

« Denies users full control over resources they create
+ Bell-LaPadula: MAC for confidentiality (uses Multi Level Security)
+ Biba: MAC for integrity
* Main issues:
« Inflexible and complicated to manage
« Do not prevent side channel attacks

Access Control Check

* Given an access request from a subject, on behalf of a principal, for
an object, return an access control decision based on the policy

Object

Q==

Principal Subject




Social Engineering

1. Cognitive vulnerabilities
» Subconscious decisions may be made before you are consciously aware
* Behavioral, social, memory biases

2. Social engineering tactics
* Weaponizing cognitive vulnerabilities
* Pretexting and framing
* Elicitation and persuasion

3. Social engineering attacks
* Baiting, Tailgating
* Phishing, spear phishing
e CEO fraud
* Scareware

19



System Security: Attack Surfaces

* Steal the device and use it

* Social Engineering —
* Trick the user into installing malicious software
e Spear phishing

e OS-level attacks
* Backdoor the OS

* Direct connection via USB
* Exploit vulnerabilities in the OS or apps (e.g. email clients, web browsers)

e Network-level attacks
* Passive eavesdropping on the network
* Active network attacks (e.g. man-in-the-middle)



Modern defense: Isolation

Most modern CPUs support protected mode
x86 CPUs support three rings with different privileges

R M . « Ring 0: Operating System
I n gS . « Code in this ring may directly access any device
* Ring 1, 2: device drivers
+ Code in these rings may directly access some devices
* May not change the protection level of the CPU
* Ring 3: userland
« Code in this ring may not directly access devices
+ All device access must be via 0S APIs
« May not change the protection level of the CPU

Applications



Modern defense: Isolation

Most modern CPUs support protected mode
x86 CPUs support three rings with different privileges

R M . « Ring 0: Operating System
I n gS . « Code in this ring may directly access any device
* Ring 1, 2: device drivers
« Code in these rings may directly access some devices
/  May not change the protection level of the CPU

* Ring 3: userland
« Code in this ring may not directly access devices
+ All device access must be via 0S APIs
« May not change the protection level of the CPU

Applications

Physical Virtual Memory Virtual Memory

Memory Process 1 Process 2
468 468 468

/
Virtual Memory:

Chrome
believes it is the
only thing in

Skype believes
it is the only

thing in

memory

memory




Basls for tools

Security Technologies

Authentication
* Physical and remote access is restricted

Access control
* Processes cannot read/write any file
* Users may not read/write each other’s files arbitrarily
* Modifying the OS and installing software requires elevated privileges

Firewall
* Unsolicited communications from the internet are blocked
* Only authorized processes may send/receive messages from the internet

Anti-virus
" <Al files are scanned to identify and quarantine known malicious code
Logging
* All changes to the system are recorded
* Sensitive applications may also log their activity in the secure system log

RIGED ED “a

26



Exploits



Anatomy of an exploit

Program Crash

w N

0 N o b

void func_print(char s[]) {

// only holds 32 characters, max
char buffer[32];

strcpy(buffer, s);
printf(“%s\n”,buffer);

) o Program crashes :(
void main(

for (int i=1; i < argc; i++) {
func_print(argv[i]);

}

Saved IP is destroyed!

m

Data fromargv

func_print()

29

High

Low



Mitigations

* Stack canaries
* Compiler adds special sentinel values onto the stack before each saved IP
* Canary is set to a random value in each frame
* At function exit, canary is checked
* If expected number isn’t found, program closes with an error

* Non-executable stacks
* Modern CPUs set stack memory as read/write, but no eXecute
* Prevents shellcode from being placed on the stack

* Address space layout randomization
* Operating system feature

* Randomizes the location of program and data memory each time a program
executes

31



dr{fa (\/\JY?/fr/fLoe S Cole .
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SQL Injection

‘SELECT * FROM user_tbl WHERE user‘=" AND pw="7%s";"

form[‘password’] Resulting query

alice 123456 ‘.. WHERE user="alice" AND pw="123456";"

bob gwertyl# ‘.. WHERE user="bob" AND pw="qweryl#";’

goofy a"bc ‘.. WHERE user="goofy" AND pw="a"bc";’

weird abc" or pw="123 ‘.. WHERE user="weird" AND pw="abc" or pw="123";’
eve "or 1=1; -- ‘.. WHERE user="eve" AND pw="" or 1=1; --";’

mallory”; -- ‘.. WHERE user="mallory"; --" AND pw="";’



Systems Security Principles

Defense in Depth

Fail-safe Defaults
Separation of Privilege
Least Privilege

Open Design

Economy of Mechanism
Complete Mediation
Compromise Recording
Work Factor

O NO U A WNR




Cybersecurity and Ethics

* Many laws govern cybersecurity ¢ Cybersecurity raises complex

* Designed to help prosecute ethical questions
criminals * When and how to disclose
 Discourage destructive or vulnerabilities
* However, these laws are broad * Line between observing and
and often vague enabling crime
+ Easy to violate these laws * Balancing security vs. autonomy
accidentally * Ethical norms must be respected

* Security professionals must be

. * Rights and expectations of
cautious and protect themselves

individuals and companies
* Community best-practices



5 Lessons

Lesson 2:
|- Never mix code
.« and data

Lesson 1:
Never trust input
from the user

Lesson 3:
Use the best tools
at your disposal

[—

Lesson 4: Lesson 5
Vigilance Patch




Top|cs we did not cover

Crimeware Botnets
 Post-quantum cryptography
* Crypto currencies and smart contracts
* Protocol Security (TLS, wireless, SDN)
* Side channel attacks
« Secure Hardware Technologies (TPM, TXT)
* Distributed System Security and Resilience
* Privacy and regulations
* Fuzzing and software testing
 Formal verification
 Mobile and loT security
 Machine Learning for Security
* Adversarial Machine Learning



Failures
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TAs deserve thanks!

Kieran Croucher, Noelle Floyd, Byron Kress, Sarah Lackey, Nathan
Pedowitz, Donald Sea, Riddhi Adhiya, Martin Petrauskas
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