
Basic function of money



How does Bitcoin work?



Future of money















http://money.cnn.com/2017/08/23/investing/germany-gold-reserves-new-york-paris/









https://blockchain.info/stats



Money L2



Early History of Money



Functions of money
� � � � � � � � � �

� � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �



Early history of money

� � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �





















***









***



***



***



***











***























***























Becoming a billionaire from 
these principles











"The President of the Bundesbank, 
Professor Helmut Schlesinger, does not 
rule out the possibility that, even after 
the realignment and the cut in German 
interest rates, one or two currencies 
could come under pressure before the 
referendum in France. He conceded in an 
interview that the problems are of course 
not solved completely by the measures 
taken."
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FY 2016 Protection costs increased by 10.6 
percent to $45.0 million compared to $40.7 
million last year. 

The production of numismatic products is 
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production of circulating coinage is financed 
through sales of coins at face value to the 
Federal Reserve Banks (FRBs).  
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could come under pressure before the 
referendum in France. He conceded in an 
interview that the problems are of course 
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What happens to GBP?
British retail sales jumped 3.3 percent in August compared 
with the same month a year earlier, better than all forecasts 
in a Reuters poll of economists, as shoppers maintained 
their strong summer spending spree.  

Sales rose by 0.3 percent in August from July, the Office 
for National Statistics said, defying a median forecast for a 
fall of 0.2 percent. The numbers follow other data showing 
the UK economy performed relatively well in recent 
months and that UK consumer prices in August rose at 
their fastest pace in six months.  
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What happens to this currency?
Thousands of public school teachers and university 
professors marched against Macri’s fiscal belt tightening 
plans in capital Buenos Aires on Thursday, saying that the 
administration was funding the army and police while 
letting education and welfare programs suffer. 



What happens to this currency?
Thousands of public school teachers and university 
professors marched against Macri’s fiscal belt tightening 
plans in capital Buenos Aires on Thursday, saying that the 
administration was funding the army and police while 
letting education and welfare programs suffer. 



“It is absurd that Europe pays for 80 percent of its energy import bill – 
worth 300 billion euros a year – in U.S. dollars when only roughly 2 
percent of our energy imports come from the United States,” he said.  
… 
While Norway prices its substantial supplies to the EU in euros, an EU 
official said, other countries use dollars. Among the most important of 
these are Gulf states and Russia. 



FRB: Beige Book Sep’2018
Reports from the Federal Reserve Districts suggested that the economy expanded at a 
moderate pace through the end of August. Dallas reported relatively brisk growth, while 
Philadelphia, St. Louis, and Kansas City indicated somewhat below average growth. 
Consumer spending continued to grow at a modest pace since the last report, and 
tourism activity expanded, to varying degrees, across the nation. Manufacturing activity 
grew at a moderate rate in most Districts, though St. Louis described business as little 
changed and Richmond reported a decline in activity. Transportation activity expanded, 
with a few Districts characterizing growth as robust. Home construction activity was 
mixed but up modestly, on balance. However, home sales were somewhat softer, on 
balance--in some cases due to reduced demand, in others due more to low inventories. 
Commercial real estate construction was also mixed, while both sales and leasing activity 
expanded modestly. Lending activity grew throughout the nation. Some Districts noted 
weakness in agricultural conditions. Businesses generally remained optimistic about the 
near-term outlook, though most Districts noted concern and uncertainty about trade 
tensions--particularly though not only among manufacturers. A number of Districts noted 
that such concerns had prompted some businesses to scale back or postpone capital 
investment.





“Wednesday as data showed inflation unexpectedly accelerated in 
August. Consumer prices rose 2.7 percent from a year earlier, 
compared with economists’ median forecast for a reading of 2.4 
percent. “

https://www.bloomberg.com/news/articles/2018-09-19/u-k-inflation-unexpectedly-accelerates-on-theater-prices-fares




• In addition, the FOMC directed the FRBNY to continue rolling over at auction the amount of principal 
payments from the Federal Reserve's holdings of Treasury securities maturing during June that 
exceeded $18 billion and to continue reinvesting in agency mortgage-backed securities (MBS) the 
amount of principal payments from the Federal Reserve's holdings of agency debt and agency MBS 
received during June that exceeded $12 billion. Effective in July 2018, the FOMC directed the FRBNY 
to increase these principal payment reinvestment thresholds to $24 billion per calendar month for 
Treasury securities and $16 billion per calendar month for agency debt and agency MBS. Small 
deviations from these amounts for operational reasons are acceptable. Additional information on these 
implementation steps is available at www.federalreserve.gov/newsevents/pressreleases/
monetary20180613a1.htm and www.newyorkfed.org/markets/rrp_op_policies.html. 

•

https://www.federalreserve.gov/newsevents/pressreleases/monetary20180613a1.htm
https://www.federalreserve.gov/newsevents/pressreleases/monetary20180613a1.htm
http://www.newyorkfed.org/markets/rrp_op_policies.html




What should happen to the USD?





How should BOND funds react?



How should BOND funds react?



• On June 13, 2018, the Federal Open Market Committee (FOMC) announced that it had decided to 
raise the target range for the federal funds rate to 1-3/4 to 2 percent, from 1-1/2 to 1-3/4 percent. 
Additional information on the FOMC's decision is available at www.federalreserve.gov/newsevents/
pressreleases/monetary20180613a.htm and www.federalreserve.gov/monetarypolicy/
fomcminutes20180613.htm. 

• To implement this monetary policy stance, the FOMC directed the Federal Reserve Bank of New York 
(FRBNY) to conduct open market operations (OMOs), including overnight reverse repurchase 
operations, as necessary to maintain the federal funds rate in a target range of 1-3/4 to 2 percent. In 
related actions, effective June 14, 2018, the Board of Governors of the Federal Reserve System (Board) 
raised the interest rate paid on required and excess reserve balances to 1.95 percent and approved a 
1/4 percentage point increase in the discount rate (the primary credit rate) to 2.50 percent. 

•

https://www.federalreserve.gov/newsevents/pressreleases/monetary20180613a.htm
https://www.federalreserve.gov/newsevents/pressreleases/monetary20180613a.htm
https://www.federalreserve.gov/monetarypolicy/fomcminutes20180613.htm
https://www.federalreserve.gov/monetarypolicy/fomcminutes20180613.htm
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“For the second time in less than a week, Michel Barnier has signalled his desire to move ahead on the Brexit 
negotiations, less than seven months before the United Kingdom is slated to leave the European Union on March 29, 
2019. On Monday, Barnier, the EU’s chief negotiator, told a forum in Slovenia that “if we are realistic, we are able to 
reach an agreement on the first stage of the negotiation, which is the Brexit treaty, within six or eight weeks.” 

Name:

What should happen to the GBP and why?

“The ECB president told the European Parliament … “Underlying inflation is expected to increase further over the coming 
months as the tightening labor market is pushing up wage growth,” Draghi said on Monday. “Domestic price pressures are 
strengthening and broadening.””

What should happen to the EURO and why?
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The simple model
n parties, party i holds private value vi. m are faulty.

Parties communicate via 2-party msgs. 
Network fail-safe, low delay, authenticated.

Goal: compute a value for each party such that:

All non-faulty parties compute same vector V

If party i is not faulty, value Vi = private value vi
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Receive (a1,…,a4), take majority in each 
slot, excluding report of player i for slot i.
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Reaching Consensus
[PLS protocol for n=4]

1. Pick your value vi 
2. Send vi to every party. 

3. After receiving ai=(v1,…,v4) from 
each other party, send your list of 
received values ai to every party.

4.  Receive (a1,…,a4), take majority in each 
slot, excluding report of player i for slot i.



Why does PLS n=4 work?
What happens if everyone is honest?

P2 output: (_, _, _, _)
P3 output: (_, _, _, _)
P4 output: (_, _, _, _)

P1 output: (_, _, _, _)



Why does PLS n=4 work?
What happens if one party, say P1, is faulty?

P2 output: (__, __, __, __)

P3 output: (__, __, __, __)

P4 output: (__, __, __, __)



PLS can be generalized
Works whenever n>3m

Works whenever n>3m



Only works with n>3m

C

BA

Consider n=3, m=1 parties.

[Fischer-Lynch-Merrit proof]
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Duplicate parties, Pi running protocol with input i.

[Fischer-Lynch-Merrit proof]
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Only works with n>3m
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Thus, there exists Adv B’ which violates consistency.
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Given PLS/FLM 
impossibility, how can 

Bitcoin tolerate 1/2 
adversary?
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New adv model
Adv controls <1/2 of CPUs



How realistic is this model?



From blockchain.info

http://blockchain.info


8m TH/s





Incentives

Not clear how to use a 51% 
attack to earn back the 

investment in mining hardware.
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What is a blockchain
Genesis
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What is a blockchain
Genesis



What does it do?



15

Distributed p2p protocol to create a ledger

o1 o2 o3

s0 s1 s2 s3

Nodes run a 
protocol to 
construct the 
ledger

Nodes 
produce 
transactions
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Distributed p2p protocol to create a ledger

o1 o2 o3

s0 s1 s2 s3

Nodes run a 
protocol to 
construct the 
ledger

Nodes 
produce 
transactions

Nodes
Run a protocol to 
construct the public 
ledger

Slide from Christian Cachin.
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Bits
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4
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Bits
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32

4
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4

SHA256(SHA256( Vers || Prev || Merkle || Time || Bits || Nonce )
Each block is named by:

Only blocks with Name < Dtime are valid.



Version
previousBlockHash
MerkleRoot of Transactions
Time
Bits
Nonce

4

32

32

4

4

4

Transactions can be any ledger entry.

In Bitcoin, they represent transfers of coin assets.





What is a hash function?



goal of a hash function
many bits

hash function h

fewer bits



a hash function is a function 

such that h is easy to evaluate 
and r < d



useful in data structures
public class test
{
    public static void main(String[] args)
    {
        System.out.println(args[0].hashCode());
    }
}

abhi$ java test HHHHHHHHHHHHHHHHHHHHGGGDD
-1644493785



Examples
ab2017:18f-money$ shasum -a 256 README.md  
6e7407cea997f98b6962a4ac3a2b15fb703209dc74b0ce
cb566d59bd7a6ba813  README.md

Collisions should be rare
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Bitcoin Block
Version
previousBlockHash
MerkleRoot of Transactions
Time
Bits
Nonce

4
3
3
4
4
4

Tx1

Tx2

Txn

# of transactions

…



Transactions

List of Inputs List of Outputs

ref to previous output 
signature script

value 
spending script

value 
spending script



Transactions in a Bitcoin Block
Tx1

4   Version 
1-9  # of inputs 

_   Input transactions 

1-9   # of outputs 

_   Output transactions 



Transactions in a Bitcoin Block
Tx1

4   Version 
1-9  # of inputs 

_   Input transactions 

1-9   # of outputs 

_   Output transactions 

hash of older transaction 
Index of output in older transaction 
Script signature 
Sequence no



Transactions in a Bitcoin Block
Tx1

4   Version 
1-9  # of inputs 

_   Input transactions 

1-9   # of outputs 

_   Output transactions 

hash of older transaction 
Index of output in older transaction 
Script signature 
Sequence no

Amount 
ScriptPubKey 



How do we know if a 
transaction is valid?



How do we know if a 
transaction is valid?

Sum(inputs) > Sum(outputs)
Inputs are not already spent

Inputs are “authorized”



Past tx in earlier blocks 

New tx 
ref to prev output 
signature script

ref to prev output 
signature script

“Spending witness for 
previous outputs of 

transactions”

“Ledger entries of new owners, 
and their policy on how to 

spend this coin.”



Example Input Transaction
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399a8b3c27adc4532a7ea9957dff
ffffff02807080b80d0000001976
a9141f585f53479b0a2918895ebc
41e09db4f171fe3888ac80e7c63f
000000001976a9142d04eee9e30a
e8b732bbf56f0dfa83d5d1af33d9
88ac00000000
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Script signature 
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Recall an input is:
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Example Input Transaction
01000000010105f03ccf2cf648bd
81865c608685600f8f16229608e0
c05b56702943c53429010000008b
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4   Version 
1-9  # of inputs 

_   Input 

1-9   # of outputs 

_   Output 
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Index of input

scriptsig

1st out

2nd out

locktime

hash of older transaction 
Index of output in older transaction 
Script signature 
Sequence no

Recall an input is:

Length



01000000827ec3b8a540016c5fd18492dec0eec01836aaa280e4fabbf901000000000000b6ecaa535691a4d88e2a24fa0957e66e5ed87cbcfcb0c280addba9738a38dd72ca49
8150ef75051a0fdafe140801000000010000000000000000000000000000000000000000000000000000000000000000ffffffff0f042c498150024d15062f503253482fffff
ffff01a078072a01000000232102ef15f4f9ae8b0f5a48992bcfa556ec1dc6fc62a85beef450004a0376d4004d4dac0000000001000000010105f03ccf2cf648bd81865c6086
85600f8f16229608e0c05b56702943c53429010000008b483045022100b232d83cc379df6f4d6b423871f2e3015085726a03135bae0bcfce5dd44526ed022040811b91eb053a
dfaa5a63d221da5ea702efc92e98d08d6ca7bbefa1ab857cce014104ef75b5750b34e5e845004e29af1e70ac0333095afa6ebae4eed9e5610f17b358578700492d16bf6fa379
e962421f5c38812972399a8b3c27adc4532a7ea9957dffffffff02807080b80d0000001976a9141f585f53479b0a2918895ebc41e09db4f171fe3888ac80e7c63f0000000019
76a9142d04eee9e30ae8b732bbf56f0dfa83d5d1af33d988ac000000000100000004a11d06da6ec09a64fa8e7cb34133db48d27c013a7596b77a9e1a273e5fe2929401000000
6b483045022064022e28a0101d1b028f7ac2e700cdfa3335eeaecd5579b9eb2e5269357d63990221008fe424620e1b7d9502e03fb579c0ace3b7f6a8eda3ab05afaa9ffba57d
27d88e012102064cb5385061c860733863c0bc5e51492bdd27240c8c4541c16167f37cb50b04ffffffff5d482b4dcd8d2a320d2e59cf67bc2937df41ce7dd302939f15795510
c264cda8010000006a47304402203e5f4d034631baea32a989fb0a46296b356c0f1a8568481809b53de4d9879a2802202d81bb212835faf3fc96c4001d8bc58acb5d293df469
8482d4805c83ad2707eb012102064cb5385061c860733863c0bc5e51492bdd27240c8c4541c16167f37cb50b04ffffffffa27256ca4d12eb8747b9bd439a4d8c8b8f69d38545
8a655909ba6424a9b3079a000000006c493046022100e7f3047d7821fd7eaa3ad5a0ffa434698051995e280f364d94d68d580f5acdf90221009ad6b88ff42a3544cdde3fbca9
cd4e4420d3753147c44568d3eb9296e1abf7c7012103060332accf032db8a4f4621ab0942eba8b8411a2fafef0355e7e6f8082bc7326ffffffff8543f55556439e7356665ffd
e4acc2e3e441dc0700504d68cfb098547f9165db000000006a4730440220130e8310a0c2b12b92493cdfbbff7226aeea5523ccf34f019862d22209613dfa02200e5780421382
bb7d57e3e9d7afb50266ed8b9918e0b7a2cc0a0cbd0b1062c21c0121020b549cdddd1dbf0c71f98348a21f365534bca423d25bc5832d3ecb9200f9b16dffffffff01c0da9059
020000001976a914c88ed470692d0c11a671685595cad039bcce359988ac00000000010000000875f3f23c38f1028bbae82790b9c09588df6ece07cfb763ee5472c8c374f051
8e010000008c493046022100989ba93aabdc1af5895e629509caae169bd2ad0d9fa94fff8d51580ee0b10544022100ffa3d089aca8a70b7892b5ec5a29bb066e4e43fd33b8e0
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ref to prev output 
signature script

value 
spending script

A program, P, that when executed after 
executing the signature script, returns “Valid”

Spending Script

value 
spending script



Standard spending script

DUP HASH160 [H(PK)] EQVERIFY CHECKSIG 
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Standard spending script

DUP HASH160 [H(PK)] EQVERIFY CHECKSIG 
Duplicate 
top value 
on the 
stack

Hash top 
value on 
stack

push this 
constant 
onto stack

check 
equality of 
top two 
stack 
values

check 
whether 
next two 
values are 
pk,sig for 
the tx



ref to prev output 
<pk> <signature>

value 
spending script

A program, P, that when executed after 
executing the signature script, returns “Valid”

Spending Script

value 
dup hash160 [h(pk)] eqverify checksig 



01000000010105f03ccf2cf648bd
81865c608685600f8f16229608e0
c05b56702943c53429010000008b
483045022100b232d83cc379df6f
4d6b423871f2e3015085726a0313
5bae0bcfce5dd44526ed02204081
1b91eb053adfaa5a63d221da5ea7
02efc92e98d08d6ca7bbefa1ab85
7cce014104ef75b5750b34e5e845
004e29af1e70ac0333095afa6eba
e4eed9e5610f17b358578700492d
16bf6fa379e962421f5c38812972
399a8b3c27adc4532a7ea9957dff
ffffff02807080b80d0000001976
a9141f585f53479b0a2918895ebc
41e09db4f171fe3888ac80e7c63f
000000001976a9142d04eee9e30a
e8b732bbf56f0dfa83d5d1af33d9
88ac00000000



ref to prev output 
<pk> <signature>

value 
spending script

value 
dup hash160 [h(pk)] eqverify checksig 

dup hash160 PUSH1f585f53479b0a2918895ebc41e09db4f171fe38 eqverify checksig 

483045022058582c05485b1274f3b9e11f68dda5535d93e24667d48ad247ae8a75b3fc3435022100c6
cb8028e20882af2870ff5f12cf33483c3c6193168e785cbcf74bb197e9c07d0148044ded81d4fb1601da
e9b57df4a0988cc9b4a9df5dae0f0c6e17d2196b424a6d50fbd80e73883328d9965c5cd17dceb93212
e193addd48d4895dea0f35c1ecccba

First run this program

Then run this program
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ref to prev output 
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spending script

value 
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ref to prev output 
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dup hash160 [h(pk)] eqverify checksig 
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ref to prev output 
<pk> <signature>

value 
spending script

value 
dup hash160 [h(pk)] eqverify checksig 

dup hash160 PUSH1f585f53479b0a2918895ebc41e09db4f171fe38 eqverify checksig 
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ref to prev output 
<pk> <signature>

value 
spending script

value 
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3045022058582…c07d01
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ref to prev output 
<pk> <signature>

value 
spending script

value 
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ref to prev output 
<pk> <signature>

value 
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ref to prev output 
<pk> <signature>
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ref to prev output 
<pk> <signature>

value 
spending script

value 
dup hash160 [h(pk)] eqverify checksig 

dup hash160 PUSH1f585f53479b0a2918895ebc41e09db4f171fe38 eqverify checksig 

PUSH3045022058582c05485b1274f3b9e11f68dda5535d93e24667d48ad247ae8a75b3fc343502
2100c6cb8028e20882af2870ff5f12cf33483c3c6193168e785cbcf74bb197e9c07d01 
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883328d9965c5cd17dceb93212e193addd48d4895dea0f35c1ecccba

First run this program

Then run this program

3045022058582…c07d01
044ded81d4fb1…ecccba OK



Standard spending script

DUP HASH160 [H(PK)] EQVERIFY CHECKSIG 
Duplicate 
top value 
on the 
stack

Hash top 
value on 
stack

push this 
constant 
onto stack

check 
equality of 
top two 
stack 
values

check 
whether 
next two 
values are 
pk,sig for 
the tx



  "vin_sz": 1, 
  "vout_sz": 2, 
  "confirmations": 9, 
  "confidence": 1, 
  "inputs": [ 
    { 
      "prev_hash": 
"f7f380ed4cc8f54982cc2cc04cb372558e62770c5b9bff575161f637bd3ad183", 
      "output_index": 1, 
      "script": 
"4830450221009f7768bf1d2322b757d37384377410f30a5e19d0f6e810d8aae8f4700
f82fd6f0220111ff9684afc84f160a4842cf113487098e84ccab92e3740317b3575f6152
b070121023a24f09e3b1c840946748d6da88e9aa687b9c08e547664c3ec16c0eab3f
505fc", 
      "output_value": 33311400, 
      "sequence": 4294967295, 
      "addresses": [ "1PxTVHpG3JagK3oogWeLhUNFYVfgkRLP2b"], 
   } 
  ], 
  "outputs": [ 
    { 
      "value": 32000000, 
      "script": "76a914c29e48f3c4745986acc9c9c30c23d15f939d842e88ac", 
     "addresses": [ 
        "1Jk3i3m78bkNMKKyVBmVb1tLvnaQJ8kJCT" 
      ], 
   }, 
    { 
      "value": 311400, 
      "script": "76a914fbcfc189b757194aa237130b0deb09698040c6fa88ac", 
      "addresses": [ 

DUP HASH160 c29e48f3c4745986acc9c9c30c23d15f939d842e EQ CHECKSIG 



Bitcoin address
1Jk3i3m78bkNMKKyVBmVb1tLvnaQJ8kJCT

a redundant “base-58” encoding of (a hash of) your public key:
DUP HASH160 c29e48f3c4745986acc9c9c30c23d15f939d842e EQ CHECKSIG 

A=Ripemd160(SHA256(pk))

c29e48f3c4745986acc9c9c30c23d15f939d842e

Compute SHA256(SHA256(00A))
c46f8f04db15c58a03027e23528c141c3df329db3cca1339f2a8c6fea790350f

c46f8f04

1.
2.

3. Copy first 4 bytes to end

4. Base-58 encode
1Jk3i3m78bkNMKKyVBmVb1tLvnaQJ8kJCT



How to spend
1. Form a valid transaction tx using address 
2. Broadcast your tx to the bitcoin network 
3. Wait for a miner to include it in a block



How to mine

1. Listen for new {blocks, txs} 
2. Organize valid txs into a new pre-block 
3. Hash pre-block, while changing nonce/

time/txs in pre-block in order to find a 
valid block 

4. Broadcast new valid blocks to peers.
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Name:

What is a blockchain:

What is a bitcoin transaction:


