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A summary of the attack
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A summary of the attack

Can you encrypt “Midway"?
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A summary of the attack
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A summary of the attack
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IND-CPA attack for Symmetric Enc
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To satisfy IND-CPA, Enc must be randomized.

Enc(k, “hello”)

Enc(k, “hello”)



To satisfy IND-CPA, Enc must be randomized.

Enc(k, “hello”)

Enc(k, “hello”)

If the encryption of a message 1s always the same cipher text,
then the scheme CANNOT be IND-CPA secure!



Theorem: If One-way functions exist,
Then IND-CPA secure symmetric
encryption exists.



Fxample of IND-CPA: AES-CTR
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Fxample of IND-CPA: AES-CTR
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How to use AES-CTR with openssl

$ openssl enc -aes-128-ctr -a



Two ways to build PRGS + Symmetric Enc

Principled Heuristic



How can we build
pseudo-random
generators from
principled assumptions?
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Inverse problem 1s EASY

Given: | ) 3|93

Find X suchthat /X = 1231928
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9851617010853825388142304459551826377283552830966355939481869645210546953169973301550704044987082539626524652749843286623793273699542911372061397960301565911200278652251075619899869911626071442893895807598104606438495753371264772167613195171723067171112664847957019233894817877830192658834277432
7212769444173732431404262596450119522348100807247511465397611266558931110803344848441530946421053322489329018611244042452524793927980618250149676231153119539301216991848490370825053955863917154479801399441190534768930372430692237879881877668602881871410954445814778125513971788209012107067727616
5665457355074338175762626265084678739358331544669819737032144472890142895104783675740531277309772106472587213254663657613401678542543941522049608130516116871764403648901007191857069303663329761530728309581633468812305426356707932786684517475083715214733774543236522431597345145590746752807020152
99941442327232511329565350758476832849
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Nodular Arithmetic

Multiplication table mod 13:

12

12

11

10

11

11

12

10

10

10

11

10

10

12

12

10

10

11

10

12

11

10

11

12

10

11

12










72
= 7
7
mod 1
g
1




73
— 4
9
34' 7
3 mod
31



73
— 4
9
7
mod 1
31

| 31 324
267 3
mod 1
3
1




73
— 4
9
7
mod 1
31

| 31 324
267 3
mod 1
3
1

— X1
mod 1
3
1



MOD-EXP

(a,x,n) — a” mod n



MOD-EXP

(a,x,n) — a” mod n

14
T L 2
a” mod n = H%‘Cl mod n
1=0



M?D—EXP
(a,2,n) — a® mod n

Algorithm 2: ModularExponentiation(a, x, n)
Input: a,x € [1,n]
r«— 1
while z > 0 do
if x 15 odd then
r <« 1 -amodn

o |z/2)

a — a® mod n

= W N

o)

N

7 Return r




M?D—EXP

(a,z,n) — a” modn

)
a’ mod n = H r;a° mod n
i=0

Algorithm 2: ModularExponentiation(a, x, n)
Input: a,x € [1,n]
r«— 1
while z > 0 do
if x 15 odd then
r <« 1 -amodn

o |z/2)

a — a® mod n

= W N

SN Q1

7 Return r




Pick a large prime number, ~200 digits long

5206171726881102258298508534096289004305794879961025454

_ 308897584403272194404580619934826278347900/5028823/38061

P— 8996828085538214474401045588718257206979528176365692374
6/0619236/848073555079554994166440456995548499

(,r,p) — 7" mod p

Remarkably easy



Assailing U.S. and Kiev, Putin Keeps Open Option of Force, By STEVEN LEE MYERS, ELLEN BARRY and ALAN
COWELL 56 minutes ago, President Vladimir V. Putin of Russia on Tuesday described events in Ukraine as
an unconstitutional coup, expressed contempt toward the United States and said that any potential use of
military force would be a last resort.

sage:
power _mod(7,66161598060906110332854683463298110032760
60218443281181706103276020213153280130210328013170612
10331202327112150001443267213283846986697832766969327
78969828344326976766978326665828289329811003265766578
32677987697676325354331006111817021532980411443281150
21606010211163287089801061006143286463281181706103312
02328318161605973312103285180216009821330102160015059
00200330219021117153306103286081498061101329815329810
33181100121116170617181706121098083300121812443302211
31502161602003300121117021013163317121998150033170501
32861106170200328416981702153298110033159806003317049
81632981121331312170211170598083318160133120233100609
06169815213303121500013320121809003299013297330898161
63315021612151646,p)

49792971168858421752786333230062932909865498326942335
77295952890262039411267933871586617/511805097012352566
3342996263555367/6002083869590769727522267027725835398
0892233568459367693160250/07721036268518993463932429



Y =12345

(7,p,Y) =z

such that 733 mod D = Y

Incredibly hard!



VWorld record In discrete
logarithms In GH(p)

240 digrts

3100yrs of CPU time

/) dec 2019

Fabrice Boudot, et al






compute an x such that /x =Y mod p



"o

~

http://www.fitzmuseum.cam.ac.uk/gallery/chinesevases/sortingfrasments.htm!

,‘\



http://www.fitzmuseum.cam.ac.uk/gallery/chinesevases/sortingfragments.html

CdSY

http://fabpedigree.com/james/mathmen.htm

http://upload.wikimedia.org/wikipedia/commons/thumb/9/9b/Carl_Friedrich_Gauss.jpg/440px-Carl_Friedrich_Gauss.jpg



http://upload.wikimedia.org/wikipedia/commons/thumb/9/9b/Carl_Friedrich_Gauss.jpg/440px-Carl_Friedrich_Gauss.jpg
http://fabpedigree.com/james/mathmen.htm

This “one way function” enables
methods to build more principled
pseudo-random generators.



Blum-Micall PRG

PRG(seed =S, g, p):

output msh(S)

msb_p(y) =
S < g°>mod p Y



Fxample

(g=2,p=13411)

Suppose our seed was 722.



Blum-Micall PRG: a worked example

Parameters S. > 6705 ? next S = 25 mod p
p=13411 (prime)
g =2 (generates all of Z* ) 0 722 no 0 8111
seed S,=722

2 4130 no 0 3631

4 687 no 0 6484

5 6484 no 0 1681

6 1681 no 0 3441

7 3441 no 0 4395
msb(S) =1 if S>(p-1)/2 =6705 Output stream (first 8 bits)

msb(S) = 0 otherwise

“IsSin th half?” — the hard- bit of di t
1s5inthe ppar e gt () 0 0O 0 0 0

41

Toy parameters for teaching. Real use needs a prime of 2048+ bits.



Showing the work: 2722 mod 13411
BTN

1x2=2

Square-and-multiply

Write the exponent in binary, then read It left
to right:

 every bit: square

+  bit=1:also multiply by g =2

22 =4 — 22=4
42 = 16 16 x2 =32 25 =32

322=1024 1024 x 2 = 2048 211 = 2048

20482 = 10072 — 222 =10072

0
0
722 = 1011010010,
- 100722 = 4380 4380 x 2 = 8760 245 = 8760
@B:@° B
0 87602 =13269 — 290 =13269
0 132692 = 6753 — 2180 = 6753
0

So S; =8111: the “next S” in row O. 67532 = 5609 5609 x 2 =11218 2361 = 11218

10 squarings + 5 multiplications instead of 721
multiplications.

112182 =8111 — 2722 = 8111

Toy parameters for teaching. Real use needs a prime of 2048+ bits. 42



Revisit our model for Encryption



Symmetric key enc has 1 major drawback.
Bl GCarol

Dave

Svar



Symmetric key enc has 1 major drawback.

k.,k.p. k., Kk.,K.;:k

ca® “cb? ™ed> eed Ncf Neg

kba’ kbc’ kbd? kbe’ kbf’ kbg

Bl Carol
kda’ kdb’ kdc’ kde’ kdf ’ kdg
Dave
Atrce 0(n2) keys to manage!
kab’ kac’ kad’ kae’ kaf’ kag
50@/7/
§ W kea’ keb? kec’ ked’ kef’ keg

k, .k, k .k .k, .k
ga> "gb> “ger Ngd> Mge> Tgf ,
Trarces

Kpas K> Kfes Kras Ko K



277




277

Pk can be used to encrypt. sk can be used to decrypt.



sk,

PKC key enc

Skb Skc
Bl Garol
Alrce Pk, pky, Pk, pkys Pk, Pk, DK,
Are publicly posted
§ W
Skg
Trarnces

sk

Dave

é) o/
sk,



Public key encryption

(Gen Enc Dec

3 algorithms

Gen (key generation)
(pk, sk) «— Gen(1™)
Enc  (encryption)

c — Enc,i(m) for pk € K,m € M
Dec  (decryption)



Public key encryption

(Gen Enc Dec

3 algorithms

Gen (key generation)

(pk, sk) «— Gen(1™)
Enc  (encryption)

c — Enc,i(m) for pk € K,m € M
Dec  (decryption)

vm € M, (pk, sk) «— Gen(1")

Pr[DecSk(Encpk(m)) — m] =1



“for any pair of messages mMy,Mz,
Sve cannot tell whether ¢ = Encpx(m;).”



IND-CPA security for pke

(weakest notion of security) | will make a key pair and

give you the public part.

pk, sk < gen(1")




IND-CPA security for pke

(weakest notion of security) Then | will give
you 2 messages,

mO0, m1.

pk, sk < gen(1") pk
mg, my < A(pk)



IND-CPA security for pke

(weakest notion of security) Then | will give
you 2 messages,

mO0, m1.

| will pick one, encrypt it,

and send you the
ciphertext.

pk, sk — gen(1") pk

my, m; < A(pk)
b «— {0,1}
c < encC,(my)



IND-CPA security for pke

(weakest notion of security) figure out if c
corresponds to

mO or m1.

Now | will need to

You win if you guess
correctly!

pk, sk < gen(1") pk

my, my < A(pk)
b < {0,1}
c < enc,(my)

b" — A(pk, my, my, c)



IND-CPA security for pke

(weakest notion of security)

pk, sk < gen(1")
my, m; < A(pk)

b «— {0,1}

c < enc,(my)

b" — A(pk, my, my, c)

Prib =b'l = 1/2 + e(n)



How to build public key encryption?



BasIC
Number
theory



Modular Exponentiation ... — o modn

7T T

|9 times




Modular Exponentiation ... — o modn

71 mod 31



Modular Exponentiation ... — o modn

71 mod 31



MoQ
ular Exponentiation
a,xr,n) — a® mod n

71 mod 31

71 72 4
7 73 716 (mod 31)



MoQ
ular Exponentiation
a,xr,n) — a® mod n

71 mod 31

71 72 4
7 73 716 (mod 31)

;
1
3 14 10

;



Modular Exponentiation

(a,z,n) — a” mod n

Algorithm 2: ModularExponentiation(a, x, n)

Input: a,z € [1,n]
1 7r«1
2 while x > 0 do
3 if x is odd then
L r<«—r-amodn

5 r— |x/2]

a — a* mod n

Return r




Modular Exponentiation

(a,z,n) — a” mod n
/

)
a’ mod n = H r;a® mod n

1=0

Algorithm 2: ModularExponentiation(a, x, n)

Input: a,z € [1,n]
1 7r«1
2 while x > 0 do
3 if x is odd then
L r<«—r-amodn

5 r— |x/2]

a — a* mod n

Return r




Greatest Common Divisor
GCD(A,B) = GCD (



Greatest Common Divisor
GCD (A, B) GCD (B, A mod B)



Greatest Common Divisor
GCD (6809,1641)



Greatest Common Divisor

GCD (06309, 1641)

GCD(1641, 245)
GCD(245, 171)
GCD(171, 74)
GCD(74, 23)
GCD(23, 5)
(5,3)
(3,2)
(2,1)



given (a,b), finds (xy) st.
ax + by = gcd(a,b)

Algorithm 1: ExtendedEuclid(a, b)

Input: (a,b)s.ta>b>0
Output: (x,y) s.t. ax + by = ged(a, b)
1 if a mod b = 0 then
2 | Return (0,1)
3 else
4 (x,y) «— ExtendedEuclid (b,a mod b)
5 Return (y,x — y(|a/b]))




Greatest Common Divisor
6809,1641

GCD(1641, 245
GCD(245, 171
GCD(171, 74
GCD(74, 23

GCD

(
(
(
(23,
(
(
(

23

1, 0 - 1%1 )

(0,1)

’ — 1 \‘
\ <
\ — —— Q /]
\ — \ J |
\ ]\ o /
\ | \ - ),
\

-\
— 7~ .
- \ f ] !
/,, \—. / S
§ — L~
_—
) ) N
/ — / \
/ — // - \




Greatest Common Divisor

GCD (06309, 1641)

GCD(1641, 245)
GCD(245, 171)
GCD(171, 74)
GCD(74, 23)
23,5)
5,3)
3,2)
2

(
(
(23,
GCD(
(
2,1) (0,1)



Greatest Common Divisor

GCD (06309, 1641)

GCD(1641, 245)
GCD(245, 171)
GCD(171, 74)
GCD(74, 23)

(23, 5)
GCD(5, 3)

(3,2 (1, 0 - 1%1 )

(2,1) (0,1)



Greatest Common Divisor

GCD (06309, 1641)

GCD(1641, 245)

GCD(245, 171)

GCD(171, 74)

GCD(74, 23)

23,5)

5,3)

3,2) (1,-1)
2

(
(
(23,
GCD(
(
2,1) (0,1)



Greatest Common Divisor

GCD (06309, 1641)

GCD(1641, 245)
GCD(245, 171)

GCD(171, 74)

GCD(74, 23)

GCD(23, 5)

GCD(5, 3) (-1,2)
GCD(3, 2) (1,-1)
GCD(2, 1) (0,1)



Greatest Common Divisor

GCD (0509, 1041
GCD(1641, 245

GCD(245, 171

GCD(171, 74

GCD(74, 23

GCD(23, 5 (2,-9
GCD(5, 3 (-1,2
GCD(3, 2 (1,-1
GCD(2, 1 0,1

‘.7

1

7~
o




Greatest Common Divisor
GCD(6809,1641) GCD allows us to

compute modular
Inverses.

6809%(-643) + 1641%2668 =



Greatest Common Divisor
GCD(6809,1641) GCD allows us to

compute modular
Inverses.

6809%(-643) + 1641%2668 = 1

-437818 437818



Fuler totient




Fuler totient
P(15) =

1234567891011 1213 14 15



Fuler totient



Example of groups

(Zn ’ *) {a | ged(a,n) =1} Z;;

multiplicative group, mod n

7* 15 = {1,2,4,7,811,1314}

Zy | = P(n)



Fuler theorem
Va € Z*, a®*™ =1 mod n



Examples

7°Y mod 31 =

1 2 4 8 16

7 18 14 10 7



EX
amples

28 m
od 15



Implications of Euler

a'%®™) mod N =

a*?N+1 mod N =



compute 2021
11°%" mod 23

(show your work)



“Textbook” RSA (insecure)

Pick N = p*q where p,q are primes.



“Textbook” RSA (insecure)

Pick N = p*q where p,q are primes.
Pick e,d suchthate - d = 1 mod @(NV)



“Textbook” RSA (insecure)

Pick N = p*q where p,q are primes.

Pick e,d suchthate - d = 1 mod @(NV)
Ency (m) = m® mod N

Decy 4(¢) = c? mod N



“Textbook” RSA (insecure)

Pick N = p*q where p,q are primes.

Pick e,d suchthate - d = 1 mod @(NV)
Ency (m) = m® mod N

Decy 4(¢) = c? mod N

(m)? mod N =



Example of Textbook RSA

m=5 PK = (N=143, e=7) SK =(d=103)



“Textbook” RSA (insecure)

Pick N = p*q where p,q are primes.
Pick e,d suchthate - d = 1 mod @(NV)

Ency (m) = m® mod N

Why Is It Insecure
against IND-CPA attack?

Decy 4(¢) = c? mod N



DKCST.5

ENCpk( m)

PICK /' AS A RANDOM STRING WITH NO 0S

(TYPICALLY 8 BYTES)

c = (0[|2|r][0[Jm)" mod N

“PADDING ORACLE ATTACK AGAINST THIS SCHEME



RSA-OAEP+
GEN( 1)
f, f~' « TRAPDOOR OWP()
ENCpk(m)

r «— U, Ry : 10, 1}k0 — {0,1}"
s Ri(r)@m || Ra(r]lm) Ry :{0,1}"+h — {0,1}™
t — Rs(s)@®r Rs : {0,1}7 Tk 5 {0, 11 ko
c — f(s]|t)

DECsk(C)
(s = (s1,82),t) « f~'(c)
T < Rg(S) D1
M, <— Rl (7") D S1

(?

Rs(r|lm) = s, ~ OUTPUT M ELSE FAIL



Fxample: apple.com

www.apple.com Apple Public EV Server RSA CA 2 - G1

Subject Name

Business Category
Inc. Country

Inc. State/Province
Serial Number
Country
State/Province
Locality
Organization
Common Name

Issuer Name

Country
Organization
Common Name

Validity

Not Before
Not After

Subject Alt Names

DNS Name
DNS Name
DNS Name

Public Key Info

Algorithm
Key Size
Exponent
Modulus

Private Organization
us

California
C0806592

us

California

Cupertino

Apple Inc.
www.apple.com

us
Apple Inc.
Apple Public EV Server RSA CA 2 - G1

DigiCert High Assurance EV Root CA

Fri, 23 Aug 2024 17:30:11 GMT
Thu, 21 Nov 2024 17:40:11 GMT

www.apple.com
images.apple.com
www.apple.com.cn

RSA
2048
65537

C8:A2:02:8A:C1:1C:A7:9A:EE:58:49:9B:10:3C:41:8D:BF:EF:6F:23:7E:64:05...

Safari is using an encrypted connection to www.apple.com.

Encryption with a digital certificate keeps information private as it's sent to or from the
https website www.apple.com.

DigiCert, Inc. has identified www.apple.com as being owned by Apple Inc. in Cupertino,

California, US.

B DigiCert High Assurance EV Root CA
L, B DigiCert SHA2 Extended Validation Server CA-3

[ www.apple.com

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

Public Key Info
Algorithm
Parameters
Public Key

03 8E3FQEQ09D7EDC7B1803F74 A7 4C 35 AB

3

SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
None

Tuesday, October 6, 2020 at 8:00:00 PM Eastern Daylight Time
Friday, October 8, 2021 at 8:00:00 AM Eastern Daylight Time

RSA Encryption ( 1.2.840.113549.1.1.1)
None

256 bytes : CA1B 1C 21 78 15 3D 40 CF A3 79 3F 9D CF B2 53 AB A9
41 FF 3E 06 A1 29 69 8A 04 46 9E FB C4 OD 56 7A CA E6 80 E7 AF C6
COBF8B6071CASAE8760C 06 C89B77B8F31BEA7EE7 3A 84
CB A3 88 A5 93 04 3F 69 66 77 CF AE 06 D1 D9 E110 08 7A EO 24 98
E7 56 97 OF 73 68 7B 4D 69 46 28 26 FF 05 81 0C CO DA FC 21 71 81
65 9A 39 CO E9 68 36 36 02 5F 8180 B7 7E 8A 5B FE 34 DO CE 76 2D
DO 8B 3E D4 13 CO EC EB OF 2C 77 AD 1E 7B 20 F6 DA 92 98 FD 89
F3 A7 CB 53 16 2E BO B9 62 BE C8 C3 28 40 CF 8C 5C 61 77 8F 92
3D 2F 23 F2 OA AB 65 82 22 B8 98 CE BA C8 00 95 E4 67 34 6E 76
E5 D1 D3 2D 5191 BC EF CO C8 DE F8 7B CC 46 45 00 76 D9 CB 30
31E9 56 FD OE 68 F4 36 F9 1B 5F 88 61 62 8F 60 A8 DE 43 7B 5C C1
15 73 D4 06 12 6E 85 9B 50 9C 24 BF 5F FC F4 68 95 67 D5 BF 44 71

Exponent 65537
Key Size 2,048 bits

Hide Certificate



http://apple.com

Very old problem









New Problem




New Problem




New Problem

YBod-
DID Alice

REALLY SEND
ME M?




Public key digital signature




Public key digital signature




Public key digital signature




Public key digital signature

Veru(m,Ss)
~ _Alice REALLY

DID SEND IT.



Public key digital signature

MESSAGE SPACE {M},

Gen(1n)
Signsi(m)

Veryudm,s)



Public key digital signature

MESSAGE SPACE {M},

(Gen(1")  GENERATES A KEY PAIR SK,VK
Signsi(m)

Verudm,s)



Public key digital signature

MESSAGE SPACE {M},

(Gen(1")  GENERATES A KEY PAIR SK,VK

SIgNsi(IM)  GENERATES A SIGNATURE S FOR
m e M,

Verudm,s)



Public key digital signature

MESSAGE SPACE {M},

(Gen(1")  GENERATES A KEY PAIR SK,VK

SIgNsi(IM)  GENERATES A SIGNATURE S FOR
m e M,

Veryk(m,S) ACCEPTS OR REJECTS A MSG,SIG PAIR

Pr|k < Gen(1") : Veryr(m, Signge(m)) = 1] =1



existential unforgability

“EVEN WHEN GIVEN A SIGNING ORACLE,
AN ADVERSARY CANNOT FORGE A SIGNATURE FOR
ANY MESSAGE OF ITS CHOOSING




existential unforgability

“EVEN WHEN GIVEN A SIGNING ORACLE,
AN ADVERSARY CANNOT FORGE A SIGNATURE FOR
ANY MESSAGE OF ITS CHOOSING




Signature security

I’m going to make a signing
key. Here is the public part
of It.

(vk, sk) <« Gen(1")




Signature security

Now | will ask
you to sign lots
of messages
that | choose.

(vk, sk) <« Gen(1") vk



Signature security

OK. | will give you
sighatures on m1,m2,...

(vk, sk) <« Gen(1")

S, < Signsk(mi)

Now | will ask
you to sign lots
of messages

that | choose.

vk



Signature security

(vk, sk) <« Gen(1")

S; Signsk(mi)

Now | will try to create a
new (signature, message)
pair...one that | didn’t

receive from yoiu. signature
on a hew message

vk

15895 e



Signature security

new (msg®, sig*) pair...one
that | didn’t receive from

If you do, you
have won the
game!

you.

?
Ver, (m*, s*) = 1




Textbook RSA Signatures (insecure)

Pick N = p*q where p,q are primes.
Pick e,d suchthate - d = 1 mod @(/NV)

Sign((sk=d, N) m):

Compute the signature: o « m? mod N

Verify((pk=e, N), &, m):

?
m=oc°modN



RSA Signatures In GPG

Sign((sk, N) m):

Compute the padding: 7z« 00-01- FF---FF -00 - IDy - H(m)

Compute the signature: ¢ <« z** mod N



