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Eve was allowed to ask for 
encryptions of arbitrary 
messages before step2.
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To satisfy IND-CPA, Enc must be randomized.
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To satisfy IND-CPA, Enc must be randomized.

Enc(k, “hello”)
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If the encryption of a message is always the same cipher text, 
then the scheme CANNOT be IND-CPA secure!



Theorem: If One-way functions exist, 
Then IND-CPA secure symmetric 
encryption exists.
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How to use AES-CTR with openssl

$ openssl enc -aes-128-ctr -a 



Two ways to build PRGS + Symmetric Enc

Principled Heuristic



How can we build  
pseudo-random 
generators from  
principled assumptions?
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Inverse problem is EASY:

7.2069571077666163863237014656943296629255654569808791967051

1231928Given:

Find X such that 7X = 1231928
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Easy

Also easy

f�1(Y )

7x



Modular Arithmetic



7 · 7 · · · 7{x times

7xmod p



72 = 7 · 7 mod 131



72 = 7 · 7 mod 131

= 49



73 = 49 · 7 mod 131

343 mod 131



73 = 49 · 7 mod 131

343 mod 131131

262

81

2



73 = 49 · 7 mod 131

343 mod 131

= 81 mod 131

131

262

81

2
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Thus, we can write
bx + (a mod b)y = d

and by adding 0 to the right, and regrouping, we get

d = bx− b("a/b#)y + (a mod b)y + b("a/b#)y
= b(x− ("a/b#)y) + ay

which shows that the return value (y, x− ("a/b#)y) is correct.

The assumption that the inputs are such that a > b is without loss of gen-
erality since otherwise the first recursive call swaps the order of the inputs.

Exponentiation modulo n

Given a, x, n, we now demonstrate how to efficiently compute ax mod n. Re-
call that by efficient, we require the computation to take polynomial time in
the size of the representation of a, x, n. Since inputs are given in binary nota-
tion, this requires our procedure to run in time poly(log(a), log(x), log(n)).

The key idea is to rewrite x in binary as x = 2!x!+2!−1x!−1+· · ·+2x1+x0

where xi ∈ {0, 1} so that

ax mod n = a2!x!+2!−1x!−1+···+21x1+x0 mod n

We show this can be further simplified as

ax mod n =
!∏

i=0

xia
2i

mod n

Algorithm 2: ModularExponentiation(a, x, n)
Input: a, x ∈ [1, n]
r ← 11

while x > 0 do2

if x is odd then3

r ← r · a mod n4

x ← "x/2#5

a ← a2 mod n6

Return r7
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Pick a large prime number, ~200 digits long

5206171726881102258298508534096289004305794879961025454
3088975844032721944045806199348262783479007502882378061
8996828085538214474401045588718257206979528176365692374
6706192367848073555079554994166440456995548499

p=

Remarkably easy

(7, x, p) ! 7x mod p



Assailing U.S. and Kiev, Putin Keeps Open Option of Force, By STEVEN LEE MYERS, ELLEN BARRY and ALAN 
COWELL 56 minutes ago, President Vladimir V. Putin of Russia on Tuesday described events in Ukraine as 
an unconstitutional coup, expressed contempt toward the United States and said that any potential use of 
military force would be a last resort.

sage: 
power_mod(7,66161598060906110332854683463298110032760
60218443281181706103276020213153280130210328013170612
10331202327112150001443267213283846986697832766969327
78969828344326976766978326665828289329811003265766578
32677987697676325354331006111817021532980411443281150
21606010211163287089801061006143286463281181706103312
02328318161605973312103285180216009821330102160015059
90200330219021117153306103286081498061101329815329810
33181100121116170617181706121098083300121812443302211
31502161602003300121117021013163317121998150033170501
32861106170200328416981702153298110033159806003317049
81632981121331312170211170598083318160133120233100609
06169815213303121500013320121809003299013297330898161
63315021612151646,p) 

49792971168858421752786333230062932909865498326942335
77295952890262039411267933871586617511805097012352566
33429962635553676002083869590769727522267027725835398
0892233568459367693160250707721036268518993463932429



12345Y =

such that 

Incredibly hard!

(7, p, Y ) ! x
7x mod p = Y



World record in discrete 
logarithms in GF(p)

240 digits 
3100yrs of CPU time

2 dec 2019

Fabrice Boudot, et al



x Y
7x mod p = Y



x Y
f(x)

f�1(Y )

Easy

HARD

compute an x such that 7x = Y mod p



http://www.fitzmuseum.cam.ac.uk/gallery/chinesevases/sortingfragments.html

http://www.fitzmuseum.cam.ac.uk/gallery/chinesevases/sortingfragments.html


x Y
f(x)

f�1(Y )

Easy

HARD

http://upload.wikimedia.org/wikipedia/commons/thumb/9/9b/Carl_Friedrich_Gauss.jpg/440px-Carl_Friedrich_Gauss.jpg
http://fabpedigree.com/james/mathmen.htm

http://upload.wikimedia.org/wikipedia/commons/thumb/9/9b/Carl_Friedrich_Gauss.jpg/440px-Carl_Friedrich_Gauss.jpg
http://fabpedigree.com/james/mathmen.htm


This “one way function” enables 
methods to build more principled 
pseudo-random generators.  



Blum-Micali PRG
PRG(seed = S, g, p):

output msb(S)

S ← gS mod p
msb_p(y) = 



Example
(g = 2, p = 13411)

Suppose our seed was 722.



Toy parameters for teaching. Real use needs a prime of 2048+ bits.

Blum–Micali PRG: a worked example
Parameters 

p = 13411  (prime) 

g = 2  (generates all of Z*p) 

seed  S0 = 722

Each round

output msb(S) 
S ← gS mod p

msb(S) = 1  if  S > (p−1)/2 = 6705 
msb(S) = 0  otherwise 
“Is S in the upper half?” — the hard-core bit of discrete 
log, not the binary leading bit.

i Si Si > 6705 ? bit = msb(Si) next S = 2S mod p

0 722 no 0 8111

1 8111 yes 1 4130

2 4130 no 0 8631

3 8631 yes 1 687

4 687 no 0 6484

5 6484 no 0 1681

6 1681 no 0 3441

7 3441 no 0 4395

Output stream (first 8 bits)

0 1 0 1 0 0 0 0

41



Toy parameters for teaching. Real use needs a prime of 2048+ bits.

Showing the work: 2722 mod 13411
Square-and-multiply 
Write the exponent in binary, then read it left 
to right: 
• every bit: square 
• bit = 1: also multiply by g = 2

722 = 10110100102

1 0 1 1 0 1 0 0 1 0

2722 ≡ 8111 (mod 13411)

So S1 = 8111: the “next S” in row 0. 
10 squarings + 5 multiplications instead of 721 
multiplications.

bit square (mod p) × 2 if bit = 1 running result

1 12 = 1 1 × 2 = 2 21 = 2
0 22 = 4 — 22 = 4
1 42 = 16 16 × 2 = 32 25 = 32

1 322 = 1024 1024 × 2 = 2048 211 = 2048

0 20482 ≡ 10072 — 222 ≡ 10072

1 100722 ≡ 4380 4380 × 2 = 8760 245 ≡ 8760

0 87602 ≡ 13269 — 290 ≡ 13269

0 132692 ≡ 6753 — 2180 ≡ 6753

1 67532 ≡ 5609 5609 × 2 = 11218 2361 ≡ 11218

0 112182 ≡ 8111 — 2722 ≡ 8111

42



Revisit our model for Encryption



Symmetric key enc has 1 major drawback.

Alice

Bob Carol

Dave

Evan

Francis
George



Symmetric key enc has 1 major drawback.

Alice

Bob Carol

Dave

Evan

Francis
George

kab, kac, kad, kae, kaf, kag

kba, kbc, kbd, kbe, kbf, kbg
kca, kcb, kcd, kce, kcf, kcg

kda, kdb, kdc, kde, kdf, kdg

kea, keb, kec, ked, kef, keg

kfa, kfb, kfc, kfd, kfe, kfg

kga, kgb, kgc, kgd, kge, kgf

O(n2) keys to manage!



c=Enck(m) m=Deck(c)

Alice Bob

Genk k

Eve

c

???



c=Encpk(m) m=Decsk(c)

Alice Bob

Genpk sk

Eve

c

???

Pk can be used to encrypt. sk can be used to decrypt.



PKC key enc

Alice

Bob Carol

Dave

Evan

Francis
George

ska

skb
skc

skd

ske

skf

skg

pka, pkb, pkc, pkd, pke, pkf, pkg

Are publicly posted



Public key encryption
Gen Enc Dec

3 algorithms

Gen (key generation)

Enc (encryption)

Dec (decryption)



Public key encryption
Gen Enc Dec

3 algorithms

Gen (key generation)

Enc (encryption)

Dec (decryption)



Alice Bob

Genpk sk

Eve

c

“for any pair of messages m1,m2,
Eve cannot tell whether c = Encpk(mi).”



IND-CPA security for pke
(weakest notion of security)

Adv

I will make a key pair and 
give you the public part.

pk, sk ← gen(1n) pk



IND-CPA security for pke
(weakest notion of security)

Adv

Now I will think. 
Then I will give 

you 2 messages, 
m0, m1.

m0, m1 ← A(pk)
pk, sk ← gen(1n) pk



IND-CPA security for pke
(weakest notion of security)

Adv

I will pick one, encrypt it, 
and send you the 

ciphertext.

Now I will think. 
Then I will give 

you 2 messages, 
m0, m1.

m0, m1 ← A(pk)

c ← encpk(mb)
b ← {0,1}

pk, sk ← gen(1n) pk



IND-CPA security for pke
(weakest notion of security)

Adv

Now I will need to 
figure out if c 

corresponds to 
m0 or m1.

m0, m1 ← A(pk)

c ← encpk(mb)
b ← {0,1}

b′￼ ← A(pk, m0, m1, c)

pk, sk ← gen(1n) pk

You win if you guess 
correctly!



IND-CPA security for pke
(weakest notion of security)

pk, sk ← gen(1n)
m0, m1 ← A(pk)

c ← encpk(mb)
b ← {0,1}

b′￼ ← A(pk, m0, m1, c)

Pr[b = b′￼] = 1/2 + ϵ(n)



How to build public key encryption?



 Basic 
Number 
theory



Modular Exponentiation
719 mod 31

7 · 7 · · · 7{19 times
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Modular Exponentiation
719 mod 31

72 74 78 71671 (mod 31)



Modular Exponentiation
719 mod 31

72 74 78 71671 (mod 31)

7 18 14 10 7



Modular Exponentiation

2.5. BASIC COMPUTATIONAL NUMBER THEORY 31

Thus, we can write
bx + (a mod b)y = d

and by adding 0 to the right, and regrouping, we get

d = bx− b("a/b#)y + (a mod b)y + b("a/b#)y
= b(x− ("a/b#)y) + ay

which shows that the return value (y, x− ("a/b#)y) is correct.

The assumption that the inputs are such that a > b is without loss of gen-
erality since otherwise the first recursive call swaps the order of the inputs.

Exponentiation modulo n

Given a, x, n, we now demonstrate how to efficiently compute ax mod n. Re-
call that by efficient, we require the computation to take polynomial time in
the size of the representation of a, x, n. Since inputs are given in binary nota-
tion, this requires our procedure to run in time poly(log(a), log(x), log(n)).

The key idea is to rewrite x in binary as x = 2!x!+2!−1x!−1+· · ·+2x1+x0

where xi ∈ {0, 1} so that

ax mod n = a2!x!+2!−1x!−1+···+21x1+x0 mod n

We show this can be further simplified as

ax mod n =
!∏

i=0

xia
2i

mod n

Algorithm 2: ModularExponentiation(a, x, n)
Input: a, x ∈ [1, n]
r ← 11

while x > 0 do2

if x is odd then3

r ← r · a mod n4

x ← "x/2#5

a ← a2 mod n6

Return r7
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Greatest Common Divisor
GCD(A,B) = GCD(B, A mod B)



Greatest Common Divisor
GCD(6809,1641)



Greatest Common Divisor
GCD(6809,1641)

GCD(1641, 245)
GCD(245, 171)
GCD(171, 74)
GCD(74, 23)
GCD(23, 5)
GCD(5, 3)
GCD(3, 2)
GCD(2, 1)



given (a,b), finds (x,y) s.t. 
ax + by = gcd(a,b)

2.5. BASIC COMPUTATIONAL NUMBER THEORY 29

Modular Arithmetic

We state the following basic facts about modular arithmetic:

Claim 28.1. For n > 0 and a, b ∈ Z,

1. (a mod n) + (b mod n) = (a + b) mod n

2. (a mod n)(b mod n) mod n = ab mod n

Euclid’s algorithm

Euclid’s algorithm appears in text around 300B.C.; it is therefore well-studied.
Given two numbers a and b such that a ≥ b, Euclid’s algorithm computes the
greatest common divisor of a and b, denoted gcd(a, b). It is not at all obvious
how this value can be efficiently computed, without say, the factorization of
both numbers. Euclid’s insight was to notice that any divisor of a and b will
also be a divisor of b and a − b. The latter is both easy to compute and a
smaller problem than the original one. The algorithm has since been updated
to use a mod b in place of a − b to improve efficiency. An elegant version
of the algorithm which we present here also computes values x, y such that
ax + by = gcd(a, b).

Algorithm 1: ExtendedEuclid(a, b)
Input: (a, b) s.t a > b ≥ 0
Output: (x, y) s.t. ax + by = gcd(a, b)
if a mod b = 0 then1

Return (0, 1)2

else3

(x, y) ← ExtendedEuclid (b, a mod b)4

Return (y, x− y(%a/b&))5

Note: by polynomial time we always mean polynomial in the size of the
input, that is poly(log a + log b)

Proof. On input a > b ≥ 0, we aim to prove that Algorithm 1 returns (x, y)
such that ax + by = gcd(a, b) = d via induction. First, let us argue that the
procedure terminates in polynomial time. The original analysis by Lamé is
slightly better; for us the following suffices since each recursive call involves
only a constant number of divisions and subtraction operations.



Greatest Common Divisor
GCD(6809,1641)

GCD(1641, 245)
GCD(245, 171)
GCD(171, 74)
GCD(74, 23)
GCD(23, 5)
GCD(5, 3)
GCD(3, 2)
GCD(2, 1) (0,1)

(1, 0 - 1*1 )
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GCD(6809,1641)

GCD(1641, 245)
GCD(245, 171)
GCD(171, 74)
GCD(74, 23)
GCD(23, 5)
GCD(5, 3)
GCD(3, 2)
GCD(2, 1) (0,1)

(1,-1)
(-1,2)



Greatest Common Divisor
GCD(6809,1641)

GCD(1641, 245)
GCD(245, 171)
GCD(171, 74)
GCD(74, 23)
GCD(23, 5)
GCD(5, 3)
GCD(3, 2)
GCD(2, 1) (0,1)

(1,-1)
(-1,2)
(2,-9)
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Greatest Common Divisor
GCD(6809,1641)

6809*(-643) + 1641*2668 = 

-437818 437818

1

GCD allows us to 
compute modular 
inverses.



Euler totient



Euler totient

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

ϕ(15) =



Euler totient
prime

product
of 2 primes



Example of groups
multiplicative group, mod n

Z*_15 = {1,2,4,7,8,11,13,14}



Euler theorem



Examples
730 mod 31 =

7 18 14 10 7
1              2                4                 8              16



Examples
28 mod 15 =



Implications of Euler
a10ϕ(N) mod N =

akϕ(N)+1 mod N =



compute

(show your work)
11302021 mod 23
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Pick N = p*q where p,q are primes.
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“Textbook” RSA (insecure)
Pick N = p*q where p,q are primes.

Pick e,d such that e ⋅ d = 1 mod ϕ(N)

(me)d mod N =

EncN,e(m) = me mod N
DecN,d(c) = cd mod N



Example of Textbook RSA
m=5 PK = (N=143, e=7)  SK = (d=103)



“Textbook” RSA (insecure)
Pick N = p*q where p,q are primes.

Pick e,d such that e ⋅ d = 1 mod ϕ(N)
EncN,e(m) = me mod N
DecN,d(c) = cd mod N

Why is it insecure 
against IND-CPA attack?



pkcs1.5

pick r as a random string with no 0s
encpk(m)

(typically 8 bytes)

“padding oracle” attack against this scheme



rsa-oaep+
gen(1n)

encpk(m)

decsk(c)

trapdoor owp()

output m else fail



Example: apple.com

http://apple.com


Very old problem







New Problem

Alice Bob

Eve



New Problem

Alice Bob

Eve

m



New Problem

Alice Bob

Eve

m

did Alice 
really send 

me m?
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Public key digital signature

Alice Bob

Eve

m,s

s=Signsk(m)
Alice really 
did send it.

Vervk(m,s)
Gensk vk
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Public key digital signature

Gen(1n)

Signsk(m)

Vervk(m,s)

generates a key pair sk,vk

accepts or rejects a msg,sig pair

message space

generates a signature s for 



existential unforgability
“even when given a signing oracle,  
an adversary cannot forge a signature for 
any message of its choosing ”

Alice

Eve



existential unforgability
“even when given a signing oracle,  
an adversary cannot forge a signature for 
any message of its choosing ”

Alice

Eve

m



Signature security
I’m going to make a signing 
key.  Here is the public part 

of it.

(vk, sk) ← Gen(1n)



Signature security Now I will ask 
you to sign lots 

of messages 
that I choose.

(vk, sk) ← Gen(1n) vk

m0, m1, …



Signature security
OK. I will give you 

signatures on m1,m2,…

Now I will ask 
you to sign lots 

of messages 
that I choose.

(vk, sk) ← Gen(1n) vk

si ← Signsk(mi)



Signature security Now I will try to create a 
new (signature, message) 

pair…one that I didn’t 
receive from yoiu. signature 

on a new message

(vk, sk) ← Gen(1n) vk

si ← Signsk(mi) s1, s2, …



Signature security
If you do, you 
have won the 

game!

Now I will try to create a 
new (msg*, sig*) pair…one 
that I didn’t receive from 

you.

Vervk(m*, s*) = 1?



Textbook RSA Signatures (insecure)

Sign((sk=d, N) m):

Compute the signature: σ ← md mod N

Pick N = p*q where p,q are primes.

Pick e,d such that e ⋅ d = 1 mod ϕ(N)

Verify((pk=e, N), , m):σ
m = σe mod N?



RSA Signatures in GPG
Sign((sk, N) m):

Compute the padding: z ← 00 ⋅ 01 ⋅ FF⋯FF ⋅ 00 ⋅ IDH ⋅ H(m)

Compute the signature: σ ← zsk mod N


