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Basic Number theory for PKE

Two main ideas: 

Extended Greatest Common Divisor (Euclid) 
Euler’s theorem



Modular Exponentiation
719 mod 31

7 · 7 · · · 7{19 times
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Modular Exponentiation
719 mod 31

72 74 78 71671 (mod 31)

7 18 14 10 7



Modular Exponentiation

2.5. BASIC COMPUTATIONAL NUMBER THEORY 31

Thus, we can write
bx + (a mod b)y = d

and by adding 0 to the right, and regrouping, we get

d = bx− b("a/b#)y + (a mod b)y + b("a/b#)y
= b(x− ("a/b#)y) + ay

which shows that the return value (y, x− ("a/b#)y) is correct.

The assumption that the inputs are such that a > b is without loss of gen-
erality since otherwise the first recursive call swaps the order of the inputs.

Exponentiation modulo n

Given a, x, n, we now demonstrate how to efficiently compute ax mod n. Re-
call that by efficient, we require the computation to take polynomial time in
the size of the representation of a, x, n. Since inputs are given in binary nota-
tion, this requires our procedure to run in time poly(log(a), log(x), log(n)).

The key idea is to rewrite x in binary as x = 2!x!+2!−1x!−1+· · ·+2x1+x0

where xi ∈ {0, 1} so that

ax mod n = a2!x!+2!−1x!−1+···+21x1+x0 mod n

We show this can be further simplified as

ax mod n =
!∏

i=0

xia
2i

mod n

Algorithm 2: ModularExponentiation(a, x, n)
Input: a, x ∈ [1, n]
r ← 11

while x > 0 do2

if x is odd then3

r ← r · a mod n4

x ← "x/2#5

a ← a2 mod n6

Return r7



Modular Exponentiation

2.5. BASIC COMPUTATIONAL NUMBER THEORY 31

Thus, we can write
bx + (a mod b)y = d

and by adding 0 to the right, and regrouping, we get

d = bx− b("a/b#)y + (a mod b)y + b("a/b#)y
= b(x− ("a/b#)y) + ay

which shows that the return value (y, x− ("a/b#)y) is correct.

The assumption that the inputs are such that a > b is without loss of gen-
erality since otherwise the first recursive call swaps the order of the inputs.

Exponentiation modulo n

Given a, x, n, we now demonstrate how to efficiently compute ax mod n. Re-
call that by efficient, we require the computation to take polynomial time in
the size of the representation of a, x, n. Since inputs are given in binary nota-
tion, this requires our procedure to run in time poly(log(a), log(x), log(n)).

The key idea is to rewrite x in binary as x = 2!x!+2!−1x!−1+· · ·+2x1+x0

where xi ∈ {0, 1} so that

ax mod n = a2!x!+2!−1x!−1+···+21x1+x0 mod n

We show this can be further simplified as

ax mod n =
!∏

i=0

xia
2i

mod n

Algorithm 2: ModularExponentiation(a, x, n)
Input: a, x ∈ [1, n]
r ← 11

while x > 0 do2

if x is odd then3

r ← r · a mod n4

x ← "x/2#5

a ← a2 mod n6

Return r7

2.5. BASIC COMPUTATIONAL NUMBER THEORY 31

Thus, we can write
bx + (a mod b)y = d

and by adding 0 to the right, and regrouping, we get

d = bx− b("a/b#)y + (a mod b)y + b("a/b#)y
= b(x− ("a/b#)y) + ay

which shows that the return value (y, x− ("a/b#)y) is correct.

The assumption that the inputs are such that a > b is without loss of gen-
erality since otherwise the first recursive call swaps the order of the inputs.

Exponentiation modulo n

Given a, x, n, we now demonstrate how to efficiently compute ax mod n. Re-
call that by efficient, we require the computation to take polynomial time in
the size of the representation of a, x, n. Since inputs are given in binary nota-
tion, this requires our procedure to run in time poly(log(a), log(x), log(n)).

The key idea is to rewrite x in binary as x = 2!x!+2!−1x!−1+· · ·+2x1+x0

where xi ∈ {0, 1} so that

ax mod n = a2!x!+2!−1x!−1+···+21x1+x0 mod n

We show this can be further simplified as

ax mod n =
!∏

i=0

xia
2i

mod n

Algorithm 2: ModularExponentiation(a, x, n)
Input: a, x ∈ [1, n]
r ← 11

while x > 0 do2

if x is odd then3

r ← r · a mod n4

x ← "x/2#5

a ← a2 mod n6

Return r7



Greatest Common Divisor
GCD(A,B) = GCD(        )



Greatest Common Divisor
GCD(A,B) = GCD(B, A mod B)



Greatest Common Divisor
GCD(6809,1641)



Greatest Common Divisor
GCD(6809, 1641) 6809 = 4 · 1641 + 245
GCD(1641, 245) 1641 = 6 · 245 + 171
GCD(245, 171) 245 = 1 · 171 + 74
GCD(171, 74) 171 = 2 · 74 + 23
GCD(74, 23) 74 = 3 · 23 + 5
GCD(23, 5) 23 = 4 · 5 + 3
GCD(5, 3) 5 = 1 · 3 + 2
GCD(3, 2) 3 = 1 · 2 + 1
GCD(2, 1) 2 = 2 · 1 + 0
GCD(1, 0) = 1 remainder 0: stop

Each step 
a = q · b + r 
GCD(a, b) = GCD(b, r) 
  
Stop 
when r = 0. The last 
nonzero remainder is the 
GCD. 
  
Answer 
GCD(6809, 1641) = 1

4 Quotients, reused later for the 
extended GCD



Extended GCD: Back-Substitution
Start from 3 = 1·2 + 1 and work upward: each step replaces the smaller number using the row above it

1 = 3 − 1·2
= 3 − 1·(5 − 1·3) = 2·3 − 1·5



Extended GCD: Back-Substitution
Start from 3 = 1·2 + 1 and work upward: each step replaces the smaller number using the row above it

1 = 3 − 1·2
= 3 − 1·(5 − 1·3) = 2·3 − 1·5
= 2·(23 − 4·5) − 1·5 = 2·23 − 9·5
= 2·23 − 9·(74 − 3·23) = 29·23 − 9·74
= 29·(171 − 2·74) − 9·74 = 29·171 − 67·74
= 29·171 − 67·(245 − 1·171) = 96·171 − 67·245
= 96·(1641 − 6·245) − 67·245 = 96·1641 − 643·245
= 96·1641 − 643·(6809 − 4·1641) = 2668·1641 − 643·6809

So 2668·1641 ≡ 1 (mod 6809), i.e.  1641−1 mod 6809 = 2668 
Same computation gives RSA’s private exponent d = e−1 mod φ(N)



given (a,b), finds (x,y) s.t. 
ax + by = gcd(a,b)

2.5. BASIC COMPUTATIONAL NUMBER THEORY 29

Modular Arithmetic

We state the following basic facts about modular arithmetic:

Claim 28.1. For n > 0 and a, b ∈ Z,

1. (a mod n) + (b mod n) = (a + b) mod n

2. (a mod n)(b mod n) mod n = ab mod n

Euclid’s algorithm

Euclid’s algorithm appears in text around 300B.C.; it is therefore well-studied.
Given two numbers a and b such that a ≥ b, Euclid’s algorithm computes the
greatest common divisor of a and b, denoted gcd(a, b). It is not at all obvious
how this value can be efficiently computed, without say, the factorization of
both numbers. Euclid’s insight was to notice that any divisor of a and b will
also be a divisor of b and a − b. The latter is both easy to compute and a
smaller problem than the original one. The algorithm has since been updated
to use a mod b in place of a − b to improve efficiency. An elegant version
of the algorithm which we present here also computes values x, y such that
ax + by = gcd(a, b).

Algorithm 1: ExtendedEuclid(a, b)
Input: (a, b) s.t a > b ≥ 0
Output: (x, y) s.t. ax + by = gcd(a, b)
if a mod b = 0 then1

Return (0, 1)2

else3

(x, y) ← ExtendedEuclid (b, a mod b)4

Return (y, x− y(%a/b&))5

Note: by polynomial time we always mean polynomial in the size of the
input, that is poly(log a + log b)

Proof. On input a > b ≥ 0, we aim to prove that Algorithm 1 returns (x, y)
such that ax + by = gcd(a, b) = d via induction. First, let us argue that the
procedure terminates in polynomial time. The original analysis by Lamé is
slightly better; for us the following suffices since each recursive call involves
only a constant number of divisions and subtraction operations.



Greatest Common Divisor
GCD(6809,1641)

6809*(-643) + 1641*2668 = 

GCD allows us to 
compute modular 
inverses.



Greatest Common Divisor
GCD(6809,1641)

6809*(-643) + 1641*2668 = 

-437818 437818

1

GCD allows us to 
compute modular 
inverses.



Main point

If , then it is easy to compute values  such that: gcd(x, y) = 1 (a, b)

a * x + b * y = 1

The value a is called the “modular inverse” of x mod y.



Euler totient function

“number of positive integers up to n 
that are relatively prime to n”

ϕ(n)



Euler totient

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

ϕ(15) =



Euler totient
prime

product
of 2 primes



Euler theorem



Examples
730 mod 31 =

7 18 14 10 7
1              2                4                 8              16



Examples
28 mod 15 =



Implications of Euler
a10ϕ(N) mod N =

akϕ(N)+1 mod N =



compute

(show your work)
11302021 mod 23



“Textbook” RSA (insecure)
Pick N = p*q where p,q are primes.
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EncN,e(m) = me mod N
DecN,d(c) = cd mod N



“Textbook” RSA (insecure)
Pick N = p*q where p,q are primes.

Pick e,d such that e ⋅ d = 1 mod ϕ(N)

(me)d mod N =

EncN,e(m) = me mod N
DecN,d(c) = cd mod N



Example of Textbook RSA
m=5 PK = (N=143, e=7)  SK = (d=103)



“Textbook” RSA (insecure)
Pick N = p*q where p,q are primes.

Pick e,d such that e ⋅ d = 1 mod ϕ(N)
EncN,e(m) = me mod N
DecN,d(c) = cd mod N

Why is it insecure 
against IND-CPA attack?



pkcs1.5

pick r as a random string with no 0s
encpk(m)

(typically 8 bytes)

“padding oracle” attack against this scheme



rsa-oaep+
gen(1n)

encpk(m)

decsk(c)

trapdoor owp()

output m else fail



Very old problem







New Problem

Alice Bob

Eve
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New Problem

Alice Bob

Eve

m

did Alice 
really send 

me m?



Public key digital signature

Alice Bob

Eve

Gensk vk
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Public key digital signature

Alice Bob

Eve

m,s

s=Signsk(m)
Alice really 
did send it.

Vervk(m,s)
Gensk vk



Public key digital signature

Gen(1n)

Signsk(m)

Vervk(m,s)

message space
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Public key digital signature

Gen(1n)

Signsk(m)

Vervk(m,s)

generates a key pair sk,vk

accepts or rejects a msg,sig pair

message space

generates a signature s for 



existential unforgability
“even when given a signing oracle,  
an adversary cannot forge a signature for 
any message of its choosing ”

Alice

Eve



existential unforgability
“even when given a signing oracle,  
an adversary cannot forge a signature for 
any message of its choosing ”

Alice

Eve

m



Signature security
I’m going to make a signing 
key.  Here is the public part 

of it.

(vk, sk) ← Gen(1n)



Signature security Now I will ask 
you to sign lots 

of messages 
that I choose.

(vk, sk) ← Gen(1n) vk

m0, m1, …



Signature security
OK. I will give you 

signatures on m1,m2,…

Now I will ask 
you to sign lots 

of messages 
that I choose.

(vk, sk) ← Gen(1n) vk

si ← Signsk(mi)



Signature security Now I will try to create a 
new (signature, message) 

pair…one that I didn’t 
receive from yoiu. signature 

on a new message

(vk, sk) ← Gen(1n) vk

si ← Signsk(mi) s1, s2, …



Signature security
If you do, you 
have won the 

game!

Now I will try to create a 
new (msg*, sig*) pair…one 
that I didn’t receive from 

you.

Vervk(m*, s*) = 1?

Captures the property of “unforgettability” of a new 
signature, even if the adversary can ask for arbitrary 
signatures of its choosing.



Textbook RSA Signatures (insecure)

Sign((sk=d, N) m):

Compute the signature: σ ← md mod N

Pick N = p*q where p,q are primes.

Pick e,d such that e ⋅ d = 1 mod ϕ(N)

Verify((pk=e, N), , m):σ
m = σe mod N?



RSA Signatures in GPG
Sign((sk, N) m):

Compute the padding: z ← 00 ⋅ 01 ⋅ FF⋯FF ⋅ 00 ⋅ IDH ⋅ H(m)

Compute the signature: σ ← zsk mod N



Example: apple.com

http://apple.com


ECDSA Signatures
Works in an elliptic-curve group with generator G of prime order n (P256)
Secret key: random d Public key:

Sign((sk = d), m):
Pick fresh random k:
Compute: Output

Verify((pk = Q), σ, m):
Compute:
Accept iff

Never reuse k: two signatures with the same k reveal d (how Sony’s PS3 key leaked, 2010)



The specter of Quantum



Bits vs. Qubits
Classical bit
Either 0 or 1
Reading it doesn’t change it
n bits: one of 2n values at a time

Qubit

Measuring:
…and the superposition is destroyed
n qubits: 2n amplitudes at once



How Quantum Algorithms Work
Gates transform all 2n amplitudes at once
But measuring gives only one outcome, at random
The trick is interference: wrong answers cancel, the right one adds up
start: equal amplitudes

000 001 010 011 100 101 110 111

after interference

000 001 010 011 100 101 110 111

quantum gates measure
101

Big speedups need hidden structure: factoring and discrete log (exponential, Shor). 
Unstructured search: only a square-root speedup (Grover). Most problems: no big gain.



How Close Is a Quantum Attack?

Paper estimates, not built machines. *2026 preprint (qLDPC codes).

Today: thousands of noisy physical qubits 
at most, few error-corrected ones. Shor 
has only factored toy numbers like 15 and 
21. 

ECC may fall first: Google (2026) estimates 
a 256-bit elliptic-curve key could be 
broken in minutes with under 500,000 
qubits. 

Harvest now, decrypt later: traffic 
recorded today can be decrypted once a 
big machine exists, so encryption has to 
switch now.



Shor’s Algorithm: Period Finding
Problem: find the hidden period r of a function f:

for every x

0 1 2 3 4 5 6 7 8 9 10 11

Classically: no fast method known (as hard 
as factoring) 

Quantum (Shor, 1994): 
1. Superpose all x, compute f(x) 
2. Quantum Fourier Transform: amplitudes 
pile up on multiples of 1/r 
3. Measure, then recover r classically 

Polynomial: ~n³ gates for an n-bit N



Shor Breaks RSA (Factoring)
1. Pick random a and let
2. Quantum: find its period r, the smallest r with
3. If r is even:

so is a factor p or q (with good probability)
4. With p and q:

The attacker now has your RSA secret key: decrypt and forge at will

Example: N = 15, a = 7
so

so 15 = 3 × 5 ✓



Shor Breaks ECDSA (Discrete Log)
ECDSA public key : recovering d is a discrete log
Define
Then
So f has a hidden period
Shor finds the period, revealing d: now anyone can sign as you

Broken by Shor 
RSA, Diffie-Hellman, DSA, ECDH, ECDSA, EdDSA: 
essentially all public-key crypto deployed 
today

Survives (Grover: only a √ speedup) 
AES, SHA-2, SHA-3: use 256-bit keys and outputs 
for a safety margin



Post-Quantum Crypto: Lattices

Same lattice, two bases: b₁, b₂ good (short), b₁′, b₂′ bad (long, 
skewed). Which point is closest to t?

A lattice: all integer combinations

Hard problems: find the shortest nonzero 
vector (SVP), or the lattice point closest to a 
target t (CVP) 

Easy in 2-D with a good basis. With only a bad 
basis in ~1,000 dimensions: no fast algorithm 
known, classical or quantum 

No hidden period for Shor to find 

Trapdoor: a secret short basis (Falcon), or a 
secret hidden by noise (LWE, next)



Learning With Errors (LWE)
Public: modulus q and a random matrix

KeyGen: secret s, small random noise e;  publish

Enc((pk = A, b), bit µ):
Pick random and compute

Dec((sk = s), (u, v)):
Compute
rTe is small, so: near 0 → output 0, near q/2 → output 1

Without e, Gaussian elimination finds s. With e, it is as hard as worst-case lattice problems (Regev, 2005). 
Standardized as ML-KEM (FIPS 203) and ML-DSA (FIPS 204), using structured “module” lattices.



Downsides of Lattice Crypto
Bigger: ML‑DSA signatures ~38× ECDSA; 
ML‑KEM keys ~37× X25519. Heavier TLS 
handshakes and certificates. 

Younger: LWE dates from 2005; factoring 
has been attacked for far longer. (SIKE, a 
non‑lattice finalist, fell to a laptop in 2022.) 

Tricky to implement: side channels, 
decryption failures; Falcon needs floating-
point sampling. 

So, deploy hybrids: X25519 + ML‑KEM in TLS 
stays secure if either holds.


