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Increasing sample sizes for schizophrenia association studies has led to 
increases in the number of risk genes discovered

Big Data is Invaluable
Schizophrenia Genome-Wide Association Studies

35,000 cases 

 ⬄ 62 loci!

3,500 cases  

⬄ 0 loci

10,000 cases 

 ⬄ 5 loci

new biological insights 8



Security tradeof
How can we benefit from the 
unpredictable advances that big data 
may provide, while maintaining high 
standards of privacy for the data 
contributors?
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Outline
• Popular ideas that do not work 

+ privacy horror stories

• An approach that works
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Massachusetts Group Insurance Commission (GIC)
• In mid-1990s GIC released “anonymized” data of state employees 

that showed every single hospital visit 
• Goal: provide real data for researchers
• Privacy?  

Removed personally identifiable information (PII): Name, SSN, 
Address

• William Weld, then Governor of Massachusetts, assured the public 
that GIC had protected patient privacy by deleting identifiers

Linkage attack (Sweeney ‘97)
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MA Group Insurance Commission 
• Contained patients 
• Anonymized: Name, SSN removed
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Linkage attack (Sweeney ‘97)
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Linkage attack (Sweeney ‘97)
• A unique record fully de-anonymize the record 
• (DoB, ZIP, Sex) uniquely identifies 87% of US population 
• Re-identified medical records of William Weld 

(MA governor at the time) 
• In Cambridge voters list 

– Six people shared his DoB  
– Three of which were men 
– He was the only one in his ZIP code 

• Significant impact on privacy policymaking  
and the health privacy legislation HIPAA  
(Health Insurance Portability  
and Accountability Act) 

17
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• In Aug 4th, 2006 AOL released users search requests to the 
public

• 20 million queries by 650,000 users over 3 months
• Goal: provide real query data by real users
• IP address replaced by random numbers
• In Aug 7th, 2006 AOL deleted the data

AOL search history release (2006)
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leaks PII



ChatGPT shared links (2025)
• “Share” created a public URL; one checkbox 

made it discoverable by search engines 
• Fast Company found 4,500+ shared chats 

indexed by Google, some with names, résumés 
and confidential work 

• OpenAI pulled the option on July 31, 2025 and 
asked search engines to purge

site:chatgpt.com/share resume

(illustration)

Same lesson as AOL: 
the data itself leaks PII

Fast Company; TechCrunch (Jul 30 – Aug 1, 2025)



Anthropic Interviewer dataset (2025)
• Dec 2025: Anthropic released 1,250 AI-led interview 

transcripts (125 with scientists), some details redacted 
• Jan 2026: Tianshi Li (Northeastern) pointed an off-the-shelf 

LLM agent with web search at the scientist subset 
• Linked transcripts to the exact paper; single-author theses 

⇒ unique identification 

• Under $0.50 and about 4 minutes per transcript 
• Anthropic: participants consented to releasing raw 

transcripts; redaction was a courtesy, not a safeguard

6 of 24
scientist transcripts that 

mentioned a publication were 
linked to the exact paper

A research description is a 
quasi-identifier

T. Li, “Agentic LLMs as Powerful Deanonymizers,” 
arXiv:2601.05918 (Jan 2026)
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• In 2006 offered $1,000,000 for 10% improvement in its 

algorithm
• Published training data: 

– More than 100 million ratings from over 480,000 randomly chosen anonymous 
users on nearly 18,000 movie titles 

– All PII have been removed, all customer id replaced  
by random numbers

• Prize won by BellKor’s Pragmatic Chaos team, 2009 

Netflix Prize (2006)
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• Anonymized data included: rating (1-5 stars), date, watch/
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• Anonymized data included: rating (1-5 stars), date, watch/
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• Narayanan and Shmatikov re-identified the data
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– Visible data includes ratings, dates, comments
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• Sparse data cannot be anonymized!
• Considering just watch/didn’t watch 

for 90% of the records there isn’t a single 
other record which is more than 30% 
similar

• Focus on movies that are not in top 10,000
• The whole point of privacy is that my 

record is similar to other records
• Here, to make two records “close” the 

data is destroyed

Netflix Prize (2006)
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Results of the attack
• With 8 movie ratings and dates that may have a 3-days error,  

96% of Netflix clients whose data was released can be uniquely 
identified in the dataset

• For 89%, 2 ratings and dates are enough to reduce the set of 
plausible records to 8 out of almost 500,000

Consequences
• Learn about movies that IMDb users didn’t want to tell the world: 

sexual orientation, religious beliefs, political attitude, etc.
• In 2009 four Netflix users filled a lawsuit against Netflix
• In 2010 Netflix cancelled the second prize competition

Netflix Prize (2006)
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Netflix Prize, 2026 edition
2006–08  Narayanan & Shmatikov

Structured ratings + dates Hand-built similarity score Match to IMDb profile

2026  Lermen et al.

Raw posts & 
comments

LLM extracts identity 
clues

Embedding search 
over candidates

LLM reasons & 
verifies

68% recall at 90% precision 
(LLM pipeline) ≈0% best non-LLM 

method

Tested on Hacker News ↔ LinkedIn, Reddit movie communities, and 
split Reddit histories

Practical 
obscurity is gone

Lermen, Paleka, Swanson, Aerni, Carlini, Tramèr, arXiv:2602.16800 (Feb 2026)
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Medical encounter data
• Ambulance collects an elderly neighbor
• Daily medical encounter data shows that every elderly 

admitted patient was diagnosed with tachycardia, 
influenza, broken arm, panic attack

• Learn the neighbor suffers from one of these 4 complaints
• Next day, can rule out influenza, broken arm

• Re-identification fails to capture privacy risks!

Privacy is more than re-identification

29
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• TLC is the regulator for establishing public 
transport policy setting and enforcing the fare 
rate in taxis, etc.

• Published statistics about taxi rides
• 2014 Whong filled a FOILed request  

(Freedom Of Information Law)

NYC Taxi and Limo Commission (2014)
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• TLC is the regulator for establishing public 
transport policy setting and enforcing the fare 
rate in taxis, etc.

• Published statistics about taxi rides
• 2014 Whong filled a FOILed request  

(Freedom Of Information Law)
• Got 2 datasets (90 GB of data) trips and fares

NYC Taxi and Limo Commission (2014)

30https://chriswhong.com/open-data/foil_nyc_taxi/
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NYC Taxi and Limo Commission (2014)

32https://chriswhong.com/open-data/foil_nyc_taxi/

• MD5 values of taxi number and driver license
• After a taxi ride one can learn information about the driver
• If someone is taking a taxi you can see where they’re going
• Are they good tippers



Hashing is not anonymization
Website alice@example.com SHA-256

ff8d981
9…

aa8c6d9
76Advertiser alice@example.com SHA-256

ff8d981
9…

aa8c6d9
76

same hash 
⇒ linked

• NYC taxi: MD5 of medallion numbers; few possible inputs ⇒ hash 
them all and invert 

• A hashed email is a persistent unique ID: anyone holding the email 
can link 

• BetterHelp sent hashed emails to Facebook, which matched them to 
users: $7.8M FTC settlement

FTC, July 2024: “data is only 
anonymous when it can 
never be associated back to 
a person”

FTC Technology Blog, “No, hashing still doesn’t make your data anonymous” (Jul 24, 2024)



Class exercise
This work was performed using an anonymized mobile phone dataset that contains call information for ~1.5 M 
users of a mobile phone operator. The data collection took place from April 2006 to June 2007 in a western 
country. Each time a user interacts with the mobile phone operator network by initiating or receiving a call or a 
text message, the location of the connecting antenna is recorded [Fig. 1A]. The dataset's intrinsic spatial 
resolution is thus the maximal half-distance between antennas. The dataset's intrinsic temporal resolution is 
one hour [Fig. 1B]. 
… 
On average, 114 interactions per user per month for the nearly 6500 antennas are recorded. Antennas in our 
database are distributed throughout the country and serve, on average, ~ 2000 inhabitants each, covering 
areas ranging from 0.15 km2 in cities to 15 km2 in rural areas.  
… 
The considered dataset contains one trace T for each user. The traces spatio-temporal points contain the region 
in which the user was and the time of the interaction.

https://www.nature.com/articles/srep01376#Fig1
https://www.nature.com/articles/srep01376#Fig1
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• The President's Daily Brief (PDB) is a 
top-secret document given each 
morning to the US president

• August 6th, 2001 George W. Bush 
received a PDB Bin Laden and al-
Qaeda are planning to strike in the US

• Declassified and released to the 
9/11 Commission in 2004
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• Naccache and Whelan analyzed the geometry of the font
• 1530 plausible words
• The “an” reduced to 7 candidates: Ukrainian, uninvited, 

unofficial, incursive, Egyptian, indebted and Ugandan 
• Egyptian is the only one who made sense in the context



Removing the text isn’t enough (2023)
Interview conducted with on May 3.

gap width 
= 187.4 pt

Candidate Width
J. Smith 152.1 pt ✗

M. Rodriguez 187.4 pt ✓
A. Lee 98.6 pt ✗

K. Okonkwo 176.0 pt ✗

(illustration)

• Good tools delete the text, not just cover it 
• But PDFs keep exact glyph positions: sub-pixel shifts in what remains reveal what was removed 
• Width + list of plausible names ⇒ deredaction (Naccache–Whelan, now automated) 

• 11 popular tools leak, incl. Adobe Acrobat; hundreds of real OIG and FOIA redactions broken

Bland, Iyer, Levchenko, “Story Beyond the Eye: Glyph Positions Break PDF Text Redaction,” PoPETs 2023



Class exercise

Who is it? You have the class roster.
• Clues in the clear: 10 characters, 4 

vowels ⇒ 3 usernames 

• Box width ≈ 275 pt in Times New 
Roman 60 pt 

• Only one candidate fits



Class exercise: solution
• Clues in the clear: 10 characters, 4 

vowels ⇒ 3 usernames 

• Box width ≈ 275 pt in Times New 
Roman 60 pt 

• Only one candidate fits

Width alone almost works: the nearest other 
username (tsvayberg.d) is only 1.3% wider

In a monospace font (Courier) the box only 
says “10 characters”: 7 candidates



LLMs read between the lines
“Green Line was packed again so I walked 
over the Mass Ave bridge. Still made my 
9:50 lecture, barely.”

(invented example post)

Location: Boston / Cambridge 
Occupation: university student 
Schedule: class at 9:50 am, commutes by 
T

• Staab et al. (ICLR 2024): LLMs inferred location, income, sex, … from real Reddit profiles 
• Up to 85% top-1 and 95% top-3 accuracy, ~100× cheaper and 240× faster than humans 
• Running a text anonymizer first did not stop it

Staab, Vero, Balunović, Vechev, “Beyond Memorization,” ICLR 2024 (arXiv:2310.07298)
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• The information for each person contained in the released 
table cannot be distinguished from at least  
individuals whose information also appears in the release

𝑘 − 1

• Any quasi-identifier present in the released table must 
appear in at least  records𝑘

• Simple and syntactic property of the dataset
• Very popular technique

k-Anonymity (Sweeney and Samarati 98)
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• Unsorted matching attack
• Records appear in the same 

order as in the original table
• Solution: randomize order 

before releasing

https://epic.org/privacy/reidentification/Sweeney_Article.pdf

k-Anonymity (Sweeney and Samarati 98)



K-anonymity republishing attack
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• Membership discloser:  
attacker cannot tell that a given person is in the dataset 

• Sensitive attribute discloser:  
attacker cannot tell that a given person has a certain 
sensitive attribute 

• Identity discloser:  
attacker cannot tell which record corresponds to which 
person
This interpretation is correct, 
 assuming the attacker does not know anything other than quasi-identifiers 

Quiz: what does k-Anonymity provide
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• -anonymity  [Sweeney and Samarati 98]𝑘
• Attacks against -anonymity [Machanavajjhala et al. 06] 

Proposed -diversity
𝑘

𝐿
• Attacks against -diversity [Xiao and Tao 07] 

Proposed -invariance
𝐿

𝑀
• Proposed -closeness [Li et al. 07] 𝑇

• Attacks against all the above [Ganta, Kasiviswanathan, Smith 08]
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• Refuse to answer queries that would compromise privacy

Queries 
𝑞1…,  𝑞𝑛−1

dataset

Query 𝑞𝑛

Answer is…

Query denied
or
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dataset
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• Sensitive info:  (real)𝑑𝑖

dataset

max(d1, d2, d3) ≥ 5

No denial if 
max(d1, d2, d3) > 5

max(d1, d2, d3) = 5

d1 = d2 = d3 = 5

sum(d1, d2, d3) = 15

query denied
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55

• Mask numbers by adding a random number between  

– Privacy  confidence, Privacy  confidence, …
[−𝑎, 𝑎]

2𝑎@100% 𝑎@50%
• The larger the interval the better the privacy
• Example: 

– For each person mask age by adding a random number 
between  

– Gives privacy 200@100% confidence 

– But, masked age -99  a baby of age 0 or 1

[ − 100,100]

⇒



Fuzzing in practice: Strava zones

hidden 
zone

• Users hide every run’s start/end inside a circle 
around home 

• Attack: where tracks enter the circle + street 
grid + distance metadata the API still reports 

• Many runs ⇒ many constraints ⇒ the center 

• Up to 85% of protected locations found across 
1.4M activities

Fuzzing the same secret over and over leaks it

Dhondt, Le Pochat, Voulimeneas, Joosen, Volckaert, “A Run a Day Won’t Keep the Hacker Away,” ACM CCS 2022



Popular idea #4: aggregates only
Published for census block 1234

Statistic Value

Total population 3

Under 18 1

Female 2

Median age 30

Mean age 44

Mean age of females 60

solve

Reconstructed records

Person Sex Age

A M 12

B F 30

C F 90

Exactly one population fits all six statistics

Every published statistic is a constraint on the private data



2010 Census reconstruction

34
of 180 published table sets 

were enough to rebuild block, 
sex, age, race, ethnicity

97M
people in blocks verifiably 

reconstructed perfectly (70% 
of blocks)

3.4M
“population uniques”: race 
and ethnicity inferred with 

95% accuracy

→ The 2020 Census adopted differential privacy

Still debated: critics (e.g., Ruggles & Van Riper) argue many matches would occur by chance; litigation over 
2020 DP continues

Abowd et al., “The 2010 Census Confidentiality Protections Failed, Here’s How and Why,” arXiv:2312.11283



Other aggregates that leak
GWAS summary statistics (2008)

• Homer et al.: published allele frequencies 
+ one person’s DNA ⇒ was this person in 
the study? 

• NIH moved aggregate GWAS data behind 
controlled access 

• Recall slide 8: the kind of GWAS that 
found 62 loci

Trained ML models (2023)

• Nasr, Carlini et al.: asking a production 
chatbot to repeat one word forever made 
it emit memorized training data 

• Some outputs included personal contact 
information

A model is an aggregate of its training data, and aggregates can be inverted

Homer et al., PLoS Genetics 2008; Nasr et al., “Scalable Extraction of Training Data from (Production) Language Models,” 2023



So far
• Many ideas fall short of providing data privacy 
• Auxiliary information 
• Data itself may leak information 
• Sparse datasets cannot be anonymized 
• Privacy is more than re-identifying 
• Aggregates can be reconstructed 
• Ad hoc noise averages away 
• LLMs make linkage cheap and automatic
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Outline
• Popular ideas that do not work 

+ privacy horror stories

• An approach that works
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Privacy is NOT a property of the outcome but of the 
computation!!!

What went wrong?
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𝑥𝑛

𝑥𝑛−1

⋮
Ran
𝑥2

𝑥1

Computation Outcome

abhi likes math  
(I’m not mentioned)

If likeMath(Ran) 

  Output “Ran likes math” 

Else  

   Output “abhi likes math”

What went wrong?
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Ideal world 

≈

A computation is “private” if whatever can be learned with my 
record in the DB can be learned without my record

𝑥𝑛

𝑥𝑛−1

⋮
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𝑥1

Computation OutcomeBob
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⋮
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Differential Privacy
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Adopted by: 
• US census Bureau 
• Google  
• Apple 
• YouTube 
• Many more


